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Introduction

• A network consists of many complex, interacting pieces of hardware 
and software
• links, switches, routers, hosts

• other physical components

• protocols  that control and coordinate these devices

• It is not surprising that components will occasionally malfunction
• network elements misconfigured

• network resources will be over-utilized

• network components will simply “break” (e.g. cable cut)



Introduction

• Network administrator’s job is to keep the network “up and running”

• Must be able to respond to (better yet, avoid) such mishaps

• With thousands of network components spread out over a wide area

• Network operations center (NOC) clearly needs tools

• Tools help monitor, manage, and control the network



Analogy: Electrical Power Plant

• Electrical power-generation plants have a control room
• dials, gauges, lights 

• monitor the status of 
• remote valves, pipes, vessels (أوعية) 

• and other plant components

• These devices allow operator to monitor plant’s many components
• may alert the operator when trouble is imminent (وشيك)

• Actions are taken by plant operator to control these components



Analogy: Electrical Power Plant
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Analogy: Electrical Power Plant
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Analogy: Airplane 
Cockpit 
Instrumented to allow pilot to monitor and 
control the many components that make up 
an airplane

http://www.embraerexecutivejets.com/nva/img/old/jets/legacy/Legacy_Executive_Aircraft_Cockpit.jpg
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Analogy

• In these examples, the “administrator” 
• monitors remote devices 

• analyzes their data

• ensure that they are operational and operating within prescribed limits

• e.g., 
• core meltdown of a nuclear power plant is not imminent

• plane is not about to run out of fuel

• reactively controls the system by making adjustments in response to changes

• proactively manages the system
• detecting trends or anomalous behavior

• allowing action to be taken before serious problems arise











What is network management?

• “Network management includes the deployment, integration, and 
coordination of the hardware, software, and human elements to 
monitor, test, poll, configure, analyze, evaluate, and control the 
network and element resources to meet the real-time, operational 
performance, and Quality of Service requirements at a reasonable 
cost.” [T. Saydam and T. Magedanz]





Simple Scenario

• A small network that consists of 
• three routers 

• some hosts and servers

• Even in such a simple network, 
admin can benefit from network 
management tools

Computer Networking, a Top-Down Approach, 6E



Simple Scenario

• Detecting failure of an interface card at a host or a router

• Host monitoring

• Monitoring traffic to aid in resource deployment

• Detecting rapid changes in routing tables

• Monitoring for Service Level Agreements (SLAs)

• Intrusion detection



The Functions of the Network Manager

• The ISO has created a network management model

• Useful for placing these scenarios in a more structured framework

• Five areas of network management are defined



The Functions of the Network Manager 

FCAPS Model

• Fault Management

• Configuration Management

• Accounting Management

• Performance Management

• Security Management



Fault Management

• Goal: to log, detect, and respond to fault conditions in the network

• How it is different from performance management?

• Fault management
• the immediate handling of transient network failures

• Performance management
• the longer-term view of providing acceptable levels of performance in the 

face of varying traffic demands and occasional network device failures

• SNMP protocol plays a central role in fault management



















Performance Management

Relative Link Loading — An Optimally 
Loaded Link

Relative Link Loading — A Maximally 
Loaded Link
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Performance Management

Ping Path Ping Report
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Performance Management

Traceroute Path Traceroute Report
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Security Management

• Goal: to control access to network resources according to some well-
defined policy

• For example, monitor users logging on to a network resource, 
refusing access to those who enter inappropriate access codes

• Security management systems perform the following functions
• identification of sensitive network resources

• establishment of maps between sensitive network resources and user sets

• mapping out which users can access which resources

• monitoring of sensitive network access points 

• logging of inappropriate or failed access to these resources
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