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body isiusing COMPUTERS.

= m Wihilte' collar criminals to terrorist organizations And
mm Jleenagers to Adults

: = Conventlonal crimes like Forgery, extortion, kidnapping
etc. are being committed with the help of computers

— New generation is growing up with computers

— MOST IMPORTANT - Monetary transactions
are moving on to the INTERNET
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u nes performed or resorted to by abuse of
lectronic media or otherwise, with the purpose
_.9 ‘Influencing the functioning of computer or
- computer system.

e Computer is a target.
. Computer is a tool of crime

. Computer is incidental to crime




2> Digg; UiRtied employees.
TNIE _' 2JErS.
J He itical Hacktivist.

*.f--r!%l?rofe55|onal Hackers.
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® Business Rival.
® Ex-Boy Friend.
® Divorced Husband. etc
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0 C-ju”' ble -
esperados and greedy people
hskilled & Inexperienced

e: ﬂnlucky people
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Corj puters storage capacity,
V’ eakness in Operating System,
Lack of Awareness of user.




liypesiof Cyber Crime

@isyis ot exhaustive list of cyber crime)

=" DENIAL OF SERVICE

-~ ATTACK

~ « VIRUS DISSEMINATION
« SOFTWARE PIRACY

e PORNOGRAPHY
*[RC Crime

CREDIT CARD FRAUD
NET EXTORTION

| J E (& ..‘I:I
“KING

PHISHING

SPOOFING
CYBER STALKING

CYBER
DEFAMATION

« THREATENING
 SALAMI ATTACK




Hacking in simple terms means illegal
itrusion into a computer system without the
permission of the computer owner/user.
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ghis' is an act by the criminal, who
[i6ods the bandwidth of the victim'’s
fhetwork or fills his e-mail box with
;,. spam mail depriving him of the
‘services he is entitled to access or
provide




SVglicious soltwalre that attches_ijcse:lf to
SIEsolitware.

i Yy rus woerms, Trojan Horse, Time bomb,

h*—DgIC Bomb, Rabbit and Bacterium are the

-.l-;

= maI|C|ous softwares)
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ilicit ol Sottware through th illegércoi)ying i) §
iuine programs or the counterfeiting and
1but10n ol products intended to pass for the

.p glnal.
= Retail revenue losses worldwide are ever
creasmg due to this crime
Can be done in various ways-

End user copying, Hard disk loading, Counterfeiting,
[llegal downloads from the internet etc.
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Poernography: isi the first consistently’ successful e-
COMMErce pProduct.

Deceptive marketing| tactics and moeuse trapping
techinologies Encourage customers
0 access their Websites,

Anyboedy Including children can 1eg on te: the

Internet andl access WeBSItes, Withl pernographic
contents with' a Click off a MouSE.

PUDIIsning, transmittingl any: materiallin electrenic
form WhICh! IS/ Iascivious or appeals) to the prukient:
Interest isian ofifence Under the provisions of
section 67 of 1.5 Act -2000.




o
».

“J

Paedophilia, or sexual attraction to children by
‘an adult, is a sickness that does not

discriminate by race, class, or .-”
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0 the Home Page of the North Ameri Boy Lov
fl

AtProfile of the Pedophile

ineyicome;fromall walks of Ilfe.
SUINERENNANFIE iy Su

SOINENE fessmnal some whlte-
coJJer;-,»»- me young, some retired.

o Padyy |Ie organizations include

SeNAMBLA (The North American Man-
S Boy Love Association) and

= ”"fisi\N (Pedophile Alert Network) in the
~—  Netherlands.

—Members receive monthly magazines Safegunrd the Chikiren

and newsletters that include

seduction techniques and advice on

avoiding detection and prosecution.

Pedophiles meet each other via the

Internet where they swap methods,

success stories, even names,

descriptions, and images of children.

Stop Met Pedogliles
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Internet Relay Chati (IRC) servers have
chat . roon n__which people from
gnywhere the world can come together
andichat with each other

ICriminals use it for meeting co-
EENSPIrators.

= Hackers use it for discussing their
= exploits / sharing the techniques
Paedophiles use chat rooms to allure small
children

o Cyber Stalking - In order to harass a woman
her telephone number iIs given to others as if she
wants to befriend males
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Your simply have to type credit card
PIMBER " INto: Www' page of the vendor for
o1 IRetransaction

'__:- = If electronic transactions are not secured
the credit card numbers can be stolen by
the hackers who can misuse this card by
impersonating the credit card owner




Credit cardiskimmer
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Howithe credit card skimmer'is used




Credit.Card Wrter™
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FALSE slot Fixed to
the original card
slot. (Same color
and sticker ).
Contains additional
card reader to copy
yow’ card
information ..and
dullicate your card







The micro camera at
the side can view the
KEYPAD and also the

monitor & to send
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correct angle to vie
keypad and monitor

Camera Battery;

Transmission Anten




”__C "'ying the company’'s confidential data

= Forder to extort said company for huge
= amount.




t Is techmque of pullmg out
GJ hfidential information from the
" be nk/fmanmal institutional

= :_;account holders by deceptive

o
- —

means




e

AeuligiNogin page

= P = | B _|m] =]
Fil= Edit Wi Fawvorites Took  Hel ;

$=Back - =+ - @ [F] & | Doearch [FHiFavorites TFMedia (B | Bh- S - =]
Address @ et f10.0.5 .49 ~| @ao

Links &]cuctomize Unks  @&jFree Homnal &) windows S vwindoss Meda

Abrt i ie [y T o Tl f Ko
Ea’”k . . Lorcade Uy | Side o

Lugin

Customer Service | Imternet Banking FA&'s | Inbernet Banking Dema | Unsub=cribe from E-Mailers
Frvacy | Online S=cuwrity | Term= and Conditon= | DisckEimer

=y l_l_l_ @ Local inkranet
st art |J mu:r:-g:-ftw:urd| [ rbox - Mar,., | EAPW: Detals || B rbox-pcr . ||| @ R S8 T |dﬂ5_@@b@£ﬁ 2:37 PH




—-—
e

~ " Phishing email

Erom: ~*Bank [mailte:suppoert@***+*Bank.com|
Sent: 0siRe 200470325
To: India
Subject: Officiall information from ***** Bank

Dear valued ***** Bank Customer!

For security purposes your account has been
randomly chosen for verification. To verify
your account information we are asking you to
provide us with all the data we are requesting.
Otherwise we will not be able to verify your identity
and access to your account will be denied. Please click

on the link below to get to the bank secure
page and verify your account details. Thank you.

https://infinity.*****bank.co.in/Verify.isp

*¥xx%*% Bank Limited
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EELING] ONE computer’ on a network to
r)rrv tendl to have the identity of another
puter, usually one with special access

= nwleges so as to obtain access to the
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&= other computers on the network.




he Criminal follows the victim Dby
ey dlng emalils, entering the chat rooms

= f eguently.




e Criminall sends emails c-:z)_n‘taining
de matory matters to all concerned of
e Victim or post the defamatory matters

n a Wwebsite.

= '( Isgruntied employee may do this against
Doss, ex-pboys friend against girl, divorced
nusband against wife etc)




e Criiminal’ sends’ threatening email
gIGOmEs In contact in chat rooms with
Vi)

~»_ ny One disgruntled may do this against
boss friend or official)




,' such crime criminal makes Insignificant
slIENEES IN such a manner that such changes
oL Jid* g unnoticed.

S Criminal makes such program that deducts
E:s‘*ﬁsﬂnall amount like Rs. 2.50 per month from the

~account of all the customer of the Bank and
deposit the same in his account. In this case no
account holder will approach the bank for such
small'amount but criminal gains huge amount.
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SSEIENs Purchase  through' net.
> i'-__J; are web site which offer sale and
Sh pment o contrabands drugs.

ihey: may: use the techniques of
stegnography for hiding the messages.




oL This scamjstartsawithia bulk
mailing or bulk faxing of a
bunch of identical letters to
pusinessmen, professionals,
and other persons who tend to

be of greater-than-average
wealth.

This scam is often referred to as
the

4-1-9 scam, ironically after
section 4-1-9 of the Nigerian
Penal Code which relates to

fraudulent schemes.




ARgtomy of Nigerian Letter

FROM: Mr. Ban Afore
Central Bank of Migeria

Lagos, Migena
[Phone Number]

TO: Dupe
Address

Dear Sir

I have been raquested by the Nigerian Mational Petroleum Campany to contact you for assistance in
resofwng a matter. The J‘u’agenan Mational Pe?roieum Company has recemfy concfuded a large mumber of

funds to anofher region.

Vou assistance is requested as a non-Migerian citizen to assist the Nigenan National Petroleumn Company,
and also the Central Bank of Nigena, in moving these funds out of Nigeria. If the funds can be transferred to
yaur name, in your United States account, then you can forward the funds as directed by the Migerian Mational

Petroleum Company. In exchange for yoyseetommonsting senices, the Migerian National Petroleum Company
would agree bo aliow you to retain T0%, & USS4 million gF this amount.

Howewver, Yo hoariggiine
denositor of at lea U5$’J 00,000 4

ansferee of these moneys according to Nigerian law, you must presently be a
% Migerian bank which is requiated by the Central Bank of Migeria.

If it will be possthle for you to assist us, we wauld be most grateful We suggest that yau meet with 15 in
person in Lagos, and that during your visit [ intraduce you to the representatives of the Nigenan National
Petroleum Company, as well as with certain officials of the Central Bank of Nigeria.

Flease call me at your earliest comvenience at [Phone Number]. Time is of the essence in this matter,
valy quickly the Migerian Government will realize that the Gentral Bank is maintaining this amount an depost,
and attermpt ta levy certain depositony taxes on i,

Yours tnll, etc.

Ben Ahore







B CONTACT US

Address :- C hor Crime Inuachiaabon Lol LR
6

:- officer@cybercellmumbai.com

D.C.P. (preventive)
A.C.P. (Cybercell)
Cyber Crime Investigation Cell :




