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Ethical, Legal, and Social Issues of 
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Objectives

In this chapter, we will discuss:

Waste and mistakes in an IS environment, their causes, and 
possible solutions

Privacy issues

Health and environmental problems related to information 
systems

Ethical issues in information systems
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• Unintegrated information systems make it difficult to collaborate and share 
information
• Leads to missed opportunities, increased costs, and lost sales

• Systems acquired in different organizational units that perform the same 
functions
• Increases hardware and software costs

• Improper use of information systems and resources by employees
• Sending texts and personal email, playing computer games, surfing the Web, shopping 

online, checking for updates on Instagram or Facebook, etc.

Computer Waste
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• Common causes
• Inadequate training and feedback
• Program development that contains errors
• Incorrect input by a data-entry clerk

• Some examples:
• Data-entry or data-capture errors
• Programming errors
• Errors in handling files
• Mishandling of computer output
• Inadequate planning for and control of equipment malfunctions

Computer-Related Mistakes
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• IS efficiency and effectiveness involves: 
• Establishing/implementing policies and procedures
- Training and communication are key

• Monitoring policies and procedures
- Implement internal audits to measure actual results against established goals, such as:
• Percentage of end-user reports produced on time
• Percentage of data-input errors detected
• Number of input transactions entered per eight-hour shift

- Audits can also be used to track the amount of time employees spend on non-work-related 
Web sites

• Reviewing policies and procedures
- Do current policies cover existing practices adequately?
- Does the organization plan any new activities in the future? Who will handle them and what 

must be done?

Preventing Computer-Related Waste and Mistakes
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• Issue of privacy deals with the right to be left alone or to be withdrawn from 
public view

• Data is constantly being collected and stored on each of us
• The data is often distributed over easily accessed networks without our knowledge or 

consent
• Who owns this information and knowledge?

Privacy Issues
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Privacy and the Federal Government
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• Employers use technology and corporate policies to manage worker 
productivity and protect the use of IS resources 
• Employers are concerned about inappropriate Web surfing

• Organizations monitor employees’ email
• More than half retain and review messages

• Most employers have a policy that explicitly eliminates any expectation of 
privacy when an employee uses any company-owned computer, server, or e-
mail system

• The courts have ruled that, without a reasonable expectation of privacy, there is 
no Fourth Amendment protection for the employee 

Privacy at Work
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• Federal law permits employers to monitor email sent and received by 
employees

• Email messages that have been erased can be retrieved and used in lawsuits 

• Email use among public officials might violate “open meeting” laws

Privacy and Email
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• Privacy concerns with the Internet
• Sending email messages
• Visiting a Web site
• Buying products over the Internet

• The Children’s Online Privacy Protection Act (COPPA) of 1998
• Impacts the design and operations of Web sites that cater to children

• Social network services
• Examples: Facebook, Twitter, LinkedIn, Pinterest, TikTok, and Instagram
• Parents should discuss potential dangers, check their children’s profiles, and monitor 

children’s activities

Privacy and the Internet
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• Libel: publishing an intentionally false written statement that is damaging to a 
person’s or organization’s reputation

• Individuals:
• Can post information to the Internet using anonymous e-mail accounts or screen 

names
• Must be careful what they post on the Internet to avoid libel charges

Privacy and Internet Libel Concerns
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• Selling information to other companies can very lucrative; many companies 
store and sell the data they collect on customers, employees, and others
• When is this information storage and use fair and reasonable to the people whose 

data is stored and sold?
• Do people have a right to know about and to decide what data is stored and used? 

Privacy and Fairness in Information Use
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• Filtering software screens Internet content

• Children’s Internet Protection Act (CIPA)
• Schools and libraries subject to CIPA are encouraged to have certain Internet safety 

measures in place to block or filter “visual depictions that are obscene, child 
pornography, or are harmful to minors”

Privacy and Filtering and Classifying Internet Content

© 2017 Cengage Learning. All Rights Reserved. May not be copied, scanned, or duplicated, in whole or in part, except for use as permitted in a license distributed with a certain product or service 
or otherwise on a password-protected website for classroom use.



14

• Most organizations realize that invasions of privacy can:
• Damage their reputation
• Turn away customers
• Dramatically reduce revenues and profits

• Most organizations maintain privacy policies

Corporate Privacy Policies
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Corporate Privacy Policies
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Corporate Privacy Policies
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• Many people take steps to increase their own privacy protection

• To protect personal privacy:
• Find out what is stored about you in existing databases
• Be careful when you share information about yourself
• Be proactive to protect your privacy
• Take extra care when purchasing anything from a Web site 

Individual Efforts to Protect Privacy
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• While information systems increase productivity and efficiency, there are 
inherent concerns with their use

• Two primary causes of computer-related health problems are
• A poorly designed work environment
• Failure to take regular breaks to stretch the muscles and rest the eyes

• Ergonomics is the science of designing machines, products, and systems to 
maximize safety, comfort, and efficiency of people who use them
• Flexibility is a major component of ergonomics and an important consideration in the 

design of computer devices

Avoiding Health and Environmental Problems
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Avoiding Health and Environmental Problems
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Avoiding Health and Environmental Problems
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• Checklist to determine if properly seated at a correctly positioned keyboard:
• Your elbows are near your body in an open angle to allow circulation to the lower 

arms and hands
• Your arms are nearly perpendicular to the floor
• Your wrists are nearly straight
• The height of the surface holding your keyboard and mouse is 1 or 2 inches above 

your thighs
• The keyboard is centered in front of your body
• The monitor is about one arm’s length (20 to 26 inches) away
• The top of your monitor is at eye level
• Your chair has a backrest that supports the curve of your lower (lumbar) back

Avoiding Health and Environmental Problems
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• Ethical issues
• Deal with what is generally considered right or wrong

• IS professionals are often faced with their own unique set of ethical challenges

• Some IS professional organizations have developed code of ethics to guide 
people working in IS professions

• The use of information about people
• Requires balancing the needs of those who want to use the information against the 

rights and desires of the people whose information may be used

Ethical Issues in Information Systems
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• Ethical behavior conforms to generally accepted social norms

• Morals are one’s personal beliefs about right and wrong

• Law is a system of rules that tells us what we can and cannot do

What Is Ethics?
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Including Ethical Considerations in Decision Making
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• Some decisions may become complicated because they involves significant 
value conflicts
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Including Ethical Considerations in Decision Making
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Including Ethical Considerations in Decision Making
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Including Ethical Considerations in Decision Making

© 2017 Cengage Learning. All Rights Reserved. May not be copied, scanned, or duplicated, in whole or in part, except for use as permitted in a license distributed with a certain product or service 
or otherwise on a password-protected website for classroom use.



28

• A code of ethics:
• States the principles and core values essential to a set of people and, therefore, 

govern their behavior
• Can become a reference point for weighing what is legal and what is ethical

• Mishandling of the social issues discussed in this chapter—including waste and 
mistakes, crime, privacy, health, and ethics—can devastate an organization

• Prevention of these problems and recovery from them are important aspects of 
managing information and information systems as critical corporate assets

Code of Ethics

© 2017 Cengage Learning. All Rights Reserved. May not be copied, scanned, or duplicated, in whole or in part, except for use as permitted in a license distributed with a certain product or service 
or otherwise on a password-protected website for classroom use.



29

Code of Ethics
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• Policies and procedures must be established to avoid waste and mistakes 
associated with computer usage

• The use of technology requires balancing the needs of those who use the 
information that is collected against the rights of those whose information is 
being used

• Jobs, equipment, and working conditions must be designed to avoid negative 
health effects from computers

• Practitioners in many professions subscribe to a code of ethics that states the 
principles and core values that are essential to their work

Summary
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