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Command Syntax Conventions

The conventions used to present command syntax in this book are the same conventions
used in the Cisco I0S Command Reference. The Command Reference describes these
conventions as follows:

* Boldface indicates commands and keywords that are entered literally as shown. In
actual configuration examples and output (not general command syntax), boldface
indicates commands that are manually input by the user (such as a show command).

e [talics indicate arguments for which you supply actual values.

* Vertical bars (I) separate alternative, mutually exclusive elements.
e Square brackets [ ] indicate optional elements.

* Braces { } indicate a required choice.

* Braces within brackets [{ }] indicate a required choice within an optional element.
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Introduction

Welcome to CCNA! Recently Cisco Press came to me and told me, albeit very quietly, that
there was going to be some changes made to the CCNA certification exam, and asked
whether I would be interested in updating my CCNA Portable Command Guide for release
around the time of the announcement of the new exam. I was already working on the various
command guides for the new CCNP certification exams, but I felt that a revision wouldn’t
take a lot of time, as hopefully there would still be a lot of concepts that hadn’t changed.

I have long been a fan of what I call the “Engineering Journal”—a small notebook that can
be carried around and that contains little nuggets of information—commands that you
forget, the IP addressing scheme of some remote part of the network, little reminders about
how to do something you only have to do once or twice a year (but is vital to the integrity
and maintenance of your network). This journal has been a constant companion by my side
for the past eight years; I only teach some of these concepts every second or third year, so
I constantly need to refresh commands and concepts and learn new commands and ideas as
they are released by Cisco. My journals were the best way for me to review because they
were written in my own words—words that I could understand. At least, I had better
understand them, because if I didn’t, I had only myself to blame.

The journals that I would create for my Academy classes would always be different from
the journals I would create when I was teaching from a different curriculum or if I was out
in the industry working on some production network. I could understand that the Academy
needed to split topics into smaller, more manageable chunks, but for me out in the real
world, I needed these concepts to follow a different approach—I needed all the routing
protocols together in one place in my journals, and not spread across some two-year outline
of knowledge.

This book is my “Industry” edition of the Engineering Journal. It contains a different logical
flow to the topics, one more suited to someone working in the field. Like topics are grouped
together: routing protocols, switches, troubleshooting. More-complex examples are given.
New topics have been added, such as IPv6, wireless, and the Security Device Manager
(SDM). The popular “Create Your Own Journal” appendix is still here—blank pages for
you to add in your own commands that you need in your specific job. We all recognize the
fact that no network administrator’s job can be so easily pigeonholed as to being just
working with CCNA topics—you all have your own specific jobs and duties assigned to
you. That is why you will find those blank pages at the end of the book—make this book
your own; personalize it with what you need to make it more effective. That way your
journal will not look like mine.

The Cisco Networking Academy Program and This Guide

The first book that I ever published for Cisco Press was a command guide that was specially
designed to follow the Cisco Networking Academy Program curriculum. The CCNA
Command Quick Reference was released in 2005 and was organized in such a way that if
you were working on CCNA 3, Chapter 8 in the online curriculum, the commands for that
chapter were in Part 3, Chapter 8 of that book. However, the Cisco Networking Academy
Program has now released two different flavors of the Academy curriculum: CCNA
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Discovery and CCNA Exploration. The two courses take decidedly different paths in their
delivery of content, but they both end up at the same destination—a place where a student
completing either set of courses is ready to take the CCNA certification exam. Because
there is such a variety in how the courses teach content, Cisco Press believed that creating
two books for the Cisco Academy would not be viable, because most of the content would
be the same, just in a different order. Therefore, this book can be used with either CCNA
Discovery or CCNA Exploration. A quick perusal of the table of contents, or the inside back
cover (where I have my “What Do You Want to Do?” list of the more commonly asked
questions), should take you to the section with the command(s) that you are looking for.
There is even a section in Chapter 15, “Implementing a Wireless LAN,” that deals with
topics that are only presented in the Academy curriculum—provisioning a Linksys wireless
access point and wireless client card. This topic is not covered on the certification exam, but
it is part of the Academy courseware, so I have included it in this book, too.

Networking Devices Used in the Preparation of This Book
To verify the commands in this book, I had to try them out on a few different devices. The
following is a list of the equipment I used when writing this book:

e (2620 router running Cisco I0OS Software Release 12.3(7)T, with a fixed Fast Ethernet
interface, a WIC-2A/S serial interface card, and an NM-1E Ethernet interface

e (2821 ISR with PVDM2, CMME, a WIC-2T, FXS and FXO VICs, running 12.4(10a)
IPBase 10S

e WS-C2960-24TT-L Catalyst Switch, running 12.2(25)SE I0S

* WS-C2950-12 Catalyst switch, running version C2950-C3.0(5.3)WC(1) Enterprise
Edition software

These devices were not running the latest and greatest versions of Cisco IOS Software.
Some of it is quite old.

Those of you familiar with Cisco devices will recognize that a majority of these commands
work across the entire range of the Cisco product line. These commands are not limited to
the platforms and Cisco I0S Software versions listed. In fact, these devices are in most
cases adequate for someone to continue his or her studies into the CCNP level, too.

Private Addressing Used in this Book

This book makes use of RFC 1918 addressing throughout. Because I do not have
permission to use public addresses in my examples, I have done everything with private
addressing. Private addressing is perfect for use in a lab environment or in a testing
situation, because it works exactly like public addressing, with the exception that it cannot
be routed across a public network. That is why you will see private addresses in my WAN
links between two routers using serial connections, or in my Frame Relay cloud.

Who Should Read This Book

This book is for those people preparing for the CCNA exam, whether through self-study,
on-the-job training and practice, or even through study within the Cisco Networking



xxiii

Academy Program. There are also some handy hints and tips along the way to hopefully
make life a bit easier for you in this endeavor. It is small enough that you will find it easy
to carry around with you. Big, heavy textbooks might look impressive on your bookshelf in
your office, but can you really carry them all around with you when you are working in
some server room or equipment closet somewhere?

Optional Sections

A few sections in this book have been marked as “Optional.” These sections cover topics
that are not on the CCNA certification exam, but they are valuable topics that I believe
should be known by someone at a CCNA level. Some of the optional topics might also be
concepts that are covered in the Cisco Networking Academy Program courses, either the
CCNA Discovery or the CCNA Exploration segments.

Organization of This Book

This book follows what I think is a logical approach to configuring a small to mid-size
network. It is an approach that I give to my students when they invariably ask for some sort
of outline to plan and then configure a network. Specifically, this approach is as follows:

o Part I: TCP/IP Version 4

— Chapter 1, “How to Subnet”—An overview of how to subnet,
examples of subnetting (both a Class B and a Class C address), the use
of the binary AND operation, the Enhanced Bob Maneuver to
Subnetting

— Chapter 2, “VLSM”—An overview of VLSM, an example of using
VLSM to make your IP plan more efficient

— Chapter 3, “Route Summarization”—Using route summarization
to make your routing updates more efficient, an example of how to
summarize a network, necessary requirements for summarizing your
network

¢ Part II: Introduction to Cisco Devices

— Chapter 4, “Cables and Connections”—An overview of how to
connect to Cisco devices, which cables to use for which interfaces,
and the differences between the TIA/EIA 568A and 568B wiring
standards for UTP

— Chapter 5, “The Command-Line Interface”—How to navigate
through Cisco I0OS Software: editing commands, keyboard shortcuts,
and help commands

e Part III: Configuring a Router
— Chapter 6, “Configuring a Single Cisco Router”—Commands
needed to configure a single router: names, passwords, configuring

interfaces, MOTD and login banners, IP host tables, saving and
erasing your configurations
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e Part IV: Routing

Chapter 7, “Static Routing”—Configuring static routes in your
internetwork

Chapter 8, “RIP”—Configuring and verifying RIPv2, how to see
and clear your routing table
Chapter 9, “EIGRP”—Configuring and verifying EIGRP

Chapter 10, “‘Single Area OSPF”’—Configuring and verifying
Single Area OSPF
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Chapter 11, “Configuring a Switch”—Commands to configure
Catalyst 2960 switches: names, passwords, IP addresses, default
gateways, port speed and duplex; configuring static MAC addresses;
managing the MAC address table; port security

Chapter 12, “VLANs”—Configuring static VLANS,
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Chapter 13, “VLAN Trunking Protocol and Inter-VLAN
Communication”—Configuring a VLAN trunk link, configuring
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and subinterfaces

Chapter 14, “STP and EtherChannel”—Verifying STP, setting
switch priorities, and creating and verifying EtherChannel groups
between switches

e Part VI: Extending the LAN

Chapter 15, “Implementing a Wireless LAN”—Configuring a
Linksys wireless access point, configuring a Linksys wireless
client card

e Part VII: Network Administration and Troubleshooting

Chapter 16, “Backing Up and Restoring Cisco IOS Software and
Configurations”—Boot commands for Cisco IOS Software, backing
up and restoring Cisco IOS Software using TFTP, Xmodem, and
ROMmon environmental variables

Chapter 17, “Password-Recovery Procedures and the
Configuration Register”—The configuration register, password-
recovery procedure for routers and switches

Chapter 18, “Cisco Discovery Protocol (CDP)”—Customizing and
verifying CDP

Chapter 19, “Telnet and SSH”—Commands used for Telnet and
SSH to remotely connect to other devices

Chapter 20, “The ping and traceroute Commands”—Commands
for both ping and extended ping; the traceroute command

Chapter 21, “SNMP and Syslog”—Configuring SNMP, working
with syslog
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— Chapter 22, “Basic Troubleshooting”—Various show commands
used to view the routing table; interpreting the show interface
command; verifying your IP settings using different operating
systems

e Part VIII: Managing IP Services

— Chapter 23, “Network Address Translation”—Configuring and
verifying NAT and PAT

— Chapter 24, “DHCP”—Configuring and verifying DHCP

— Chapter 25, “IPv6”—Transitioning to IPv6; format of IPv6
addresses; configuring IPv6 (interfaces, tunneling, routing
with RIPng)

e Part IX: WANs

— Chapter 26, “HDLC and PPP”—Configuring PPP, authentication
of PPP using PAP or CHAP, compression in PPP; multilink in PPP,
troubleshooting PPP, returning to HDLC encapsulation

— Chapter 27, “Frame Relay”—Configuring basic Frame Relay,
Frame Relay and subinterfaces, DLCIs, verifying and
troubleshooting Frame Relay

e Part X: Network Security

— Chapter 28, “IP Access Control List Security”—Configuring
standard ACLs, wildcard masking, creating extended ACLs, creating
named ACLs, using sequence numbers in named ACLs, verifying and
troubleshooting ACLs

— Chapter 29, “Security Device Manager”—Connecting to a router
using SDM, SDM user interfaces, SDM wizards, using SDM to
configure a router as a DHCP server (or an interface as a DHCP
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e Part XI: Appendixes

— Appendix A, “Binary/Hex/Decimal Conversion Chart”—A chart
showing numbers O through 255 in the three numbering systems of
binary, hexadecimal, and decimal

— Appendix B, “Create Your Own Journal Here”—Some blank
pages for you to add in your own specific commands that might not
be in this book

Did | Miss Anything?

I am always interested to hear how my students, and now readers of my books, do on both
certification exams and future studies. If you would like to contact me and let me know how
this book helped you in your certification goals, please do so. Did I miss anything? Let me
know. My e-mail address is ccnaguide @empson.ca.
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CHAPTER 1

How to Subnet

Class A-E Addresses

Class B Address

Class C Address

N = Network bits

H = Host bits

All Os in host portion = Network or subnetwork address

All 1s in host portion = Broadcast address

Combination of 1s and Os in host portion = Valid host address

Leading First Octet
Class | Bit Pattern | in Decimal | Notes Formulae
A OXXXXXXX 0-127 0 is invalid oN Number of
127 reserved Where N total subnets
for loopback is equal to created
testing number of
bits
borrowed
B 10xxxxxx | 128-191 N_2 Number of
valid subnets
created
C 110xxxXX 192-223 oH Number of
Where H total hosts
is equal to per subnet
number of
host bits
D 1110xxxx 224-239 Reserved for H_2 Number of
multicasting valid hosts
per subnet
E 1111xxxx 240-255 Reserved for
future use/
testing
Class A Address
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Converting Between Decimal Numbers and Binary

In any given octet of an IP address, the 8 bits can be defined as follows:

27 20 2’ 24 23 22 2! 20

128 64 32 16 8 4 2 1

To convert a decimal number into binary, you must turn on the bits (make them a 1) that
would add up to that number, as follows:

187 =10111011 = 128+32+16+8+2+1
224 = 11100000 = 128+64+32

To convert a binary number into decimal, you must add the bits that have been turned on
(the 1s), as follows:

10101010 = 128+3248+2 =170
11110000 = 128+64+32+16 = 240

The IP address 138.101.114.250 is represented in binary as
10001010.01100101.01110010.11111010

The subnet mask of 255.255.255.192 is represented in binary as
I11111111.11111111.11111111.11000000

Subnetting a Class C Network Using Binary

You have a Class C address of 192.168.100.0 /24. You need nine subnets. What is the IP
plan of network numbers, broadcast numbers, and valid host numbers? What is the subnet
mask needed for this plan?

You cannot use N bits, only H bits. Therefore, ignore 192.168.100. These numbers cannot
change.

Step1  Determine how many H bits you need to borrow to create nine valid subnets.

N_2>9

N =4, so you need to borrow 4 H bits and turn them into N bits.

Start with 8 H bits HHHHHHHH

Borrow 4 bits NNNNHHHH
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Step 2 Determine the first valid subnet in binary.

0001HHHH Cannot use subnet 0000 because it is invalid. Therefore, you
must start with the bit pattern of 0001

00010000 All Os in host portion = subnetwork number

00010001 First valid host number

00011110 Last valid host number

00011111 All 1s in host portion = broadcast number

Step3  Convert binary to decimal.

00010000 = 16

Subnetwork number

00010001 =17

First valid host number

00011110 =30

Last valid host number

00011111 =31

All 1s in host portion = broadcast number

Step4  Determine the second valid subnet in binary.

0010HHHH 0010 = 2 in binary = second valid subnet
00100000 All Os in host portion = subnetwork number
00100001 First valid host number

00101110 Last valid host number

00101111 All 1s in host portion = broadcast number
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Step 5 Convert binary to decimal.

00100000 = 32

Subnetwork number

00100001 =33

First valid host number

00101110 =46

Last valid host number

00101111 =47

All 1s in host portion = broadcast number

Step 6  Create an IP plan table.

Valid Subnet Network Number | Range of Valid Hosts | Broadcast Number
1 16 17-30 31
2 32 33-46 47
3 48 49-62 63

Notice a pattern? Counting by 16.

Step 7  Verify the pattern in binary. (The third valid subnet in binary is used here.)

0011HHHH

Third valid subnet

00110000 = 48

Subnetwork number

00110001 =49

First valid host number

00111110 =62

Last valid host number

00111111 =63

Broadcast number
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Range of Valid Hosts

(0001-1110)

Broadcast Address
(1111)

192.168.100.1-
192.168.100.14

192.168.100.15

192.168.100.17-
192.168.100.30

192.168.100.31

192.168.100.33—
192.168.100.46

192.168.100.47

192.168.100.49—
192.168.100.62

192.168.100.63

192.168.100.65—
192.168.100.78

192.168.100.79

192.168.100.81-
192.168.100.94

192.168.100.95

192.168.100.97-
192.168.100.110

192.168.100.111

192.168.100.113-
192.168.100.126

192.168.100.127

192.168.100.129-
192.168.100.142

192.168.100.143

192.168.100.145-
192.168.100.158

192.168.100.159

192.168.100.161-
192.168.100.174

192.168.100.175

192.168.100.177-
192.168.100.190

192.168.100.191

192.168.100.193—
192.168.100.206

192.168.100.207

192.168.100.209-
192.168.100.222

192.168.100.223

Step 8  Finish the IP plan table.
Network Address

Subnet (0000)
0 (0000) 192.168.100.0
invalid
1 (0001) 192.168.100.16
2 (0010) 192.168.100.32
3(0011) 192.168.100.48
4 (0100) 192.168.100.64
5(0101) 192.168.100.80
6 (0110) 192.168.100.96
70111) 192.168.100.112
8 (1000) 192.168.100.128
9 (1001) 192.168.100.144
10 (1010) 192.168.100.160
11 (1011) 192.168.100.176
12 (1100) 192.168.100.192
13 (1101) 192.168.100.208
14 (1110) 192.168.100.224

192.168.100.225-
192.168.100.238

192.168.100.239
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15 (1111) 192.168.100.240 192.168.100.241- 192.168.100.255
invalid 192.168.100.254
Quick Always an even First valid host is Always an odd
Check number always an odd # number

Last valid host is

always an even #

Use any nine subnets—the rest are for future growth.

Step 9  Calculate the subnet mask.

The default subnet mask for a Class C network is as follows:

Decimal Binary

255.255.255.0 IIII1111.11111111.11111111.00000000

1 = Network or subnetwork bit
0 = Host bit
You borrowed 4 bits; therefore, the new subnet mask is the following:

11111111.11111111.11111111.11110000 255.255.255.240

NOTE: You subnet a Class B or a Class A network with exactly the same steps as
for a Class C network; the only difference is that you start with more H bits.

Subnetting a Class B Network Using Binary

You have a Class B address of 172.16.0.0 /16. You need nine subnets. What is the IP plan
of network numbers, broadcast numbers, and valid host numbers? What is the subnet mask
needed for this plan?

You cannot use N bits, only H bits. Therefore, ignore 172.16. These numbers cannot
change.

Step1  Determine how many H bits you need to borrow to create nine valid subnets.

N_2>9

N =4, so you need to borrow 4 H bits and turn them into N bits.

Start with 16 H bits HHHHHHHHHHHHHHHH (Remove the decimal point for
now)

Borrow 4 bits NNNNHHHHHHHHHHHH
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Step 2 Determine the first valid subnet in binary (without using decimal points).

000lHHHHHHHHHHHH

0001000000000000 Subnet number
0001000000000001 First valid host
0001111111111110 Last valid host
0001111111111111 Broadcast number

Step 3  Convert binary to decimal (replacing the decimal point in the binary numbers).

00010000.00000000 = 16.0 Subnetwork number
00010000.00000001 = 16.1 First valid host number
00011111.11111110=31.254 Last valid host number
00011111.11111111 =31.255 Broadcast number

Step4  Determine the second valid subnet in binary (without using decimal points).

0010HHHHHHHHHHHH

0010000000000000 Subnet number
0010000000000001 First valid host
0010111111111110 Last valid host

0010111111111111 Broadcast number
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Step S Convert binary to decimal (returning the decimal point in the binary numbers).

00100000.00000000 = 32.0 Subnetwork number
00100000.00000001 = 32.1 First valid host number
00101111.11111110 =47.254 Last valid host number
00101111.11111111 =47.255 Broadcast number

Step 6  Create an IP plan table.

Valid Subnet Network Number | Range of Valid Hosts | Broadcast Number

1 16.0 16.1-31.254 31.255
2 32.0 32.1-47.254 47.255
3 48.0 48.1-63.254 63.255

Notice a pattern? Counting by 16.

Step 7  Verify the pattern in binary. (The third valid subnet in binary is used here.)

001 1THHHHHHHHHHHH Third valid subnet
00110000.00000000 = 48.0 Subnetwork number
00110000.00000001 = 48.1 First valid host number
00111111.11111110 = 63.254 Last valid host number
00111111.11111111 = 63.255 Broadcast number
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Step 8  Finish the IP plan table.
Network Broadcast
Address Range of Valid Hosts Address
Subnet (0000) (0001-1110) (1111)
0(0000) | 172.16.0.0 172.16.0.1-172.16.15.254 172.16.15.255
invalid
1 (0001) 172.16.16.0 172.16.16.1-172.16.31.254 172.16.31.255
2 (0010) 172.16.32.0 172.16.32.1-172.16.47.254 172.16.47.255
3(0011) 172.16.48.0 172.16.48.1-172.16.63.254 172.16.63.255
4 (0100) 172.16.64.0 172.16.64.1-172.16.79.254 172.16.79.255
5(0101) 172.16.80.0 172.16.80.1-172.16.95.254 172.16.95.255
6 (0110) 172.16.96.0 172.16.96.1-172.16.111.254 172.16.111.255
7(0111) | 172.16.112.0 172.16.112.1-172.16.127.254 | 172.16.127.255
8 (1000) | 172.16.128.0 172.16.128.1-172.16.143.254 | 172.16.143.255
9 (1001) | 172.16.144.0 172.16.144.1-172.16.159.254 | 172.16.159.255
10 (1010) | 172.16.160.0 172.16.160.1-172.16.175.254 | 172.16.175.255
11 (1011) | 172.16.176.0 172.16.176.1-172.16.191.254 | 172.16.191.255
12 (1100) | 172.16.192.0 172.16.192.1-172.16.207.254 | 172.16.207.255
13 (1101) | 172.16.208.0 172.16.208.1-172.16.223.254 | 172.16.223.255
14 (1110) | 172.16.224.0 172.16.224.1-172.16.239.254 | 172.16.239.255
15(1111) | 172.16.240.0 172.16.240.1-172.16.255.254 | 172.16.255.255
invalid
Quick Always in form First valid host is always even | Always odd #.255
Check even #.0 #.1

Last valid host is always odd
#.254

Use any nine subnets—the rest are for future growth.




12 Binary ANDing

Step 9  Calculate the subnet mask.

The default subnet mask for a Class B network is as follows:

Decimal Binary

255.255.0.0 11111111.11111111.00000000.00000000

1 = Network or subnetwork bit
0 = Host bit
You borrowed 4 bits; therefore, the new subnet mask is the following:

11111111.11111111.11110000.00000000 | 255.255.240.0

Binary ANDing

Binary ANDing is the process of performing multiplication to two binary numbers. In the
decimal numbering system, ANDing is addition: 2 and 3 equals 5. In decimal, there are an
infinite number of answers when ANDing two numbers together. However, in the binary
numbering system, the AND function yields only two possible outcomes, based on four
different combinations. These outcomes, or answers, can be displayed in what is known as
a truth table:

0and0=0
land0=0
Oand1=0
land 1 =1

You use ANDing most often when comparing an IP address to its subnet mask. The end
result of ANDing these two numbers together is to yield the network number of that
address.

Question 1

What is the network number of the IP address 192.168.100.115 if it has a subnet mask of
255.255.255.240?

Answer
Step 1  Convert both the IP address and the subnet mask to binary:
192.168.100.115 = 11000000.10101000.01100100.01110011

255.255.255.240 =11111111.11111111.11111111.11110000
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Step 2

Step 3

Perform the AND operation to each pair of bits—1 bit from the address ANDed
to the corresponding bit in the subnet mask. Refer to the truth table for the
possible outcomes:

192.168.100.115 = 11000000.10101000.01100100.01110011

255.255.255.240 =11111111.11111111.11111111.11110000

ANDed result  =11000000.10101000.01100100.01110000

Convert the answer back into decimal:

11000000.10101000.01100100.01110000 = 192.168.100.112

The IP address 192.168.100.115 belongs to the 192.168.100.112 network when
a mask of 255.255.255.240 is used.

Question 2

What is the network number of the IP address 192.168.100.115 if it has a subnet mask of
255.255.255.192?

(Notice that the IP address is the same as in Question 1, but the subnet mask is different.
What answer do you think you will get? The same one? Let’s find out!)

Answer

Step 1

Step 2

Step 3

Convert both the IP address and the subnet mask to binary:

192.168.100.115 = 11000000.10101000.01100100.01110011

255.255.255.192 =11111111.11111111.11111111.11000000

Perform the AND operation to each pair of bits—1 bit from the address ANDed

to the corresponding bit in the subnet mask. Refer to the truth table for the
possible outcomes:

192.168.100.115 = 11000000.10101000.01100100.01110011

255.255.255.192 =11111111.11111111.11111111.11000000

ANDed result = 11000000.10101000.01100100.01000000

Convert the answer back into decimal:

11000000.10101000.01100100.01110000 = 192.168.100.64

The IP address 192.168.100.115 belongs to the 192.168.100.64 network when a
mask of 255.255.255.192 is used.
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So Why AND?

Good question. The best answer is to save you time when working with IP addressing and
subnetting. If you are given an IP address and its subnet, you can quickly find out what
subnetwork the address belongs to. From here, you can determine what other addresses
belong to the same subnet. Remember that if two addresses are in the same network or
subnetwork, they are considered to be local to each other and can therefore communicate
directly with each other. Addresses that are not in the same network or subnetwork are
considered to be remote to each other and must therefore have a Layer 3 device (like a router
or Layer 3 switch) between them to communicate.

Question 3

What is the broadcast address of the IP address 192.168.100.164 if it has a subnet mask of
255.255.255.248?

Answer
Step 1  Convert both the IP address and the subnet mask to binary:
192.168.100.164 = 11000000.10101000.01100100.10100100

255.255.255.248 = 11111111.11111111.11111111.11111000

Step 2 Perform the AND operation to each pair of bits—1 bit from the address ANDed
to the corresponding bit in the subnet mask. Refer to the truth table for the
possible outcomes:

192.168.100.164 = 11000000.10101000.01100100.10100100
255.255.255.248 = 11111111.11111111.11111111.11111000

ANDed result = 11000000.10101000.01100100.10100000
=192.168.100.160 (Subnetwork #)

Step 3 Separate the network bits from the host bits:

255.255.255.248 = /29 = The first 29 bits are network/subnetwork bits; therefore,
11000000.10101000.01100100.10100000. The last three bits are host bits.

Step4  Change all host bits to 1. Remember that all 1s in the host portion are the
broadcast number for that subnetwork:

11000000.10101000.01100100.10100111
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Step 5 Convert this number to decimal to reveal your answer:
11000000.10101000.01100100.10100111 = 192.168.100.167

The broadcast address of 192.168.100.164 is 192.168.100.167 when the subnet
mask is 255.255.255.248.

Shortcuts in Binary ANDing

Remember when I said that this was supposed to save you time when working with IP
addressing and subnetting? Well, there are shortcuts when you AND two numbers together:

e An octet of all 1s in the subnet mask will result in the answer being the same octet as
in the IP address.

* An octet of all Os in the subnet mask will result in the answer being all Os in that octet.

Question 4

To what network does 172.16.100.45 belong, if its subnet mask is 255.255.255.0?

Answer

172.16.100.0

Proof

Step 1  Convert both the IP address and the subnet mask to binary:
172.16.100.45 = 10101100.00010000.01100100.00101101
255.255.255.0=11111111.11111111.11111111.00000000

Step 2 Perform the AND operation to each pair of bits — 1 bit from the address ANDed

to the corresponding bit in the subnet mask. Refer to the truth table for the
possible outcomes:

172.16.100.45 = 10101100.00010000.01100100.00101101

255.255.255.0=11111111.11111111.11111111.00000000

10101100.00010000.01100100.00000000

=172.16.100.0
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Notice that the first three octets have the same pattern both before and after they were
ANDed. Therefore, any octet ANDed to a subnet mask pattern of 255 is itself! Notice that
the last octet is all Os after ANDing. But according to the truth table, anything ANDed to a
0 is a 0. Therefore, any octet ANDed to a subnet mask pattern of 0 is 0! You should only
have to convert those parts of an IP address and subnet mask to binary if the mask is

not 255 or 0.

Question 5

To what network does 68.43.100.18 belong, if its subnet mask is 255.255.255.0?

Answer

68.43.100.0 (There is no need to convert here. The mask is either 255s or 0s.)

Question 6

To what network does 131.186.227.43 belong, if its subnet mask is 255.255.240.0?

Answer
Based on the two shortcut rules, the answer should be
131.186.727.0
So now you only need to convert one octet to binary for the ANDing process:

227 = 11100011
240 = 11110000
11100000 = 224

Therefore, the answer is 131.186.224.0.

The Enhanced Bob Maneuver for Subnetting
(or How to Subnet Anything in Under a Minute)

Legend has it that once upon a time a networking instructor named Bob taught a class of
students a method of subnetting any address using a special chart. This was known as the
Bob Maneuver. These students, being the smart type that networking students usually are,
added a row to the top of the chart, and the Enhanced Bob Maneuver was born. The chart
and instructions on how to use it follow. With practice, you should be able to subnet any
address and come up with an IP plan in under a minute. After all, it’s just math!

The Bob of the Enhanced Bob Maneuver was really a manager/instructor at SHL. He taught
this maneuver to Bruce, who taught it to Chad Klymchuk. Chad and a coworker named Troy
added the top line of the chart, enhancing it. Chad was first my instructor in Microsoft, then



The Enhanced Bob Maneuver for Subnetting 17

my coworker here at NAIT, and now is one of my Academy instructors—I guess I am now
his boss. And the circle is complete.

The Enhanced Bob Maneuver

128

192 224 240 248 252 254 255 | Subnet Mask

64 32 16 8 4 2 1 Target Number

7 6 5 4 3 2 1 Bit Place

126 62 30 14 6 4 N/A | Number of Valid Subnets

Suppose that you have a Class C network and you need nine subnets.

1

On the bottom line (Number of Valid Subnets), move from right to left and
find the closest number that is bigger than or equal to what you need:

Nine subnets—move to 14.

From that number (14), move up to the line called Bit Place.

Above 14 is bit place 4.

The dark line is called the high-order line. If you cross the line, you have to
reverse direction.

You were moving from right to left; now you have to move from left to right.

Go to the line called Target Number. Counting from the left, move over the
number of spaces that the bit place number tells you.

Starting on 128, moving 4 places takes you to 16.

This target number is what you need to count by, starting at 0, and going
until you hit 255 or greater. Stop before you get to 256:

0
16
32
48
64
80
96
112
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128
144
160
176
192
208
224
240
256-Stop—too far!

6 These numbers are your network numbers. Expand to finish your plan.

Network # Range of Valid Hosts Broadcast Number

0 (invalid) 1-14 15

16 17-30 31 (1 less than next network #)
(17 is 1 more than network #
30 is 1 less than broadcast#)

32 3346 47

48 49-62 63

64 65-78 79

80 81-94 95

96 97-110 111

112 113-126 127

128 129-142 143

144 145-158 159

160 161-174 175

176 177-190 191

192 193-206 207
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Network # Range of Valid Hosts Broadcast Number
208 209-222 223
224 225-238 239
240 (invalid) 241-254 255

Notice that there are 14 subnets created from .16 to .224.

7 Go back to the Enhanced Bob Maneuver chart and look above your target
number to the top line. The number above your target number is your subnet

mask.

Above 16 is 240. Because you started with a Class C network, the new

subnet mask is 255.255.255.240.
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Variable-length subnet masking (VLSM) is the more realistic way of subnetting a
network to make for the most efficient use of all of the bits.

Remember that when you perform classful (or what I sometimes call classical)
subnetting, all subnets have the same number of hosts because they all use the same
subnet mask. This leads to inefficiencies. For example, if you borrow 4 bits on a
Class C network, you end up with 14 valid subnets of 14 valid hosts. A serial link to
another router only needs 2 hosts, but with classical subnetting, you end up wasting 12
of those hosts. Even with the ability to use NAT and private addresses, where you
should never run out of addresses in a network design, you still want to ensure that the
IP plan that you create is as efficient as possible. This is where VLSM comes in to play.

VLSM is the process of “subnetting a subnet” and using different subnet masks for
different networks in your IP plan. What you have to remember is that you need to
make sure that there is no overlap in any of the addresses.

IP Subnet Zero

‘When you work with classical subnetting, you always have to eliminate the subnets that
contain either all zeros or all ones in the subnet portion. Hence, you always used the
formula 2N - 2 to define the number of valid subnets created. However, Cisco devices can
use those subnets, as long as the command ip subnet-zero is in the configuration. This
command is on by default in Cisco IOS Software Release 12.0 and later; if it was turned
off for some reason, however, you can re-enable it by using the following command:

Router(config)#ip subnet-zero

Now you can use the formula 2N rather than 2N - 2.

N Number of total subnets created

2N Nuomber-of-valid-subnets-ereated No longer needed because
you have the ip subnet-zero
command enabled

oH Number of total hosts per subnet

2H_2 Number of valid hosts per subnet
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VLSM Example

You follow the same steps in performing VLSM as you did when performing classical
subnetting.

Consider Figure 2-1 as you work through an example.

Figure 2-1 Sample Network Needing a VLSM Address Plan

i
50 Hosts . s ?
A

_n

—Z
®
T

27 Hosts 12 Hosts 12 Hosts
B C D

A Class C network—192.168.100.0/24—is assigned. You need to create an IP plan for this
network using VLSM.

Once again, you cannot use the N bits—192.168.100. You can use only the H bits.
Therefore, ignore the N bits, because they cannot change!

The steps to create an IP plan using VLSM for the network illustrated in Figure 2-1 are as
follows:

Step1 Determine how many H bits will be needed to satisty the largest network.
Step 2 Pick a subnet for the largest network to use.
Step 3 Pick the next largest network to work with.
Step 4  Pick the third largest network to work with.

Step 5 Determine network numbers for serial links.

The remainder of the chapter details what is involved with each step of the process.

Step 1 Determine How Many H Bits Will Be Needed to Satisfy the
Largest Network

A is the largest network with 50 hosts. Therefore, you need to know how many H bits will
be needed:

If 27 — 2 = Number of valid hosts per subnet
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Then 21 -2 > 50
Therefore H = 6 (6 is the smallest valid value for H)

You need 6 H bits to satisfy the requirements of Network A.

If you need 6 H bits and you started with 8 N bits, you are left with 8 — 6 =2 N bits to create
subnets:

Started with: NNNNNNNN (these are the 8 bits in the fourth octet)
Now have: NNHHHHHH

All subnetting will now have to start at this reference point, to satisfy the requirements of
Network A.

Step 2 Pick a Subnet for the Largest Network to Use
You have 2 N bits to work with, leaving you with 2N or 22 or 4 subnets to work with:

NN = 00HHHHHH (The Hs = The 6 H bits you need for Network A)
OIHHHHHH
10HHHHHH
11THHHHHH

If you add all zeros to the H bits, you are left with the network numbers for the four subnets:

00000000 = .0
01000000 = .64
10000000 = .128
11000000 = .192

All of these subnets will have the same subnet mask, just like in classful subnetting.
Two borrowed H bits means a subnet mask of
I[1111111.11111111.11111111.11000000
or
255.255.255.192
or
126
The /x notation represents how to show different subnet masks when using VLSM.
/8 means that the first 8 bits of the address are network; the remaining 24 bits are H bits.

/24 means that the first 24 bits are network; the last 8 are host. This is either a traditional
default Class C address, or a traditional Class A network that has borrowed 16 bits, or even
a traditional Class B network that has borrowed 8 bits!

Pick one of these subnets to use for Network A. The rest of the networks will have to use
the other three subnets.
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For purposes of this example, pick the .64 network.

00000000 = .0

01000000 = .64 Network A
10000000 = 128

11000000 = .192

Step 3 Pick the Next Largest Network to Work With
Network B = 27 hosts
Determine the number of H bits needed for this network:

2H_2>27
H=5

You need 5 H bits to satisfy the requirements of Network B.

You started with a pattern of 2 N bits and 6 H bits for Network A. You have to maintain that
pattern.

Pick one of the remaining /26 networks to work with Network B.

For the purposes of this example, select the .128/26 network:
10000000

But you need only 5 H bits, not 6. Therefore, you are left with
10N00000

where

10 represents the original pattern of subnetting.
N represents the extra bit.
00000 represents the 5 H bits you need for Network B.

Because you have this extra bit, you can create two smaller subnets from the original
subnet:

10000000
10100000

Converted to decimal, these subnets are as follows:

10000000 =.128
10100000 =.160

You have now subnetted a subnet! This is the basis of VLSM.
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Each of these sub-subnets will have a new subnet mask. The original subnet mask of /24

was changed into /26 for Network A. You then take one of these /26 networks and break it
into two /27 networks:

10000000 and 10100000 both have 3 N bits and 5 H bits.

The mask now equals:
TII1111 L1 11111111.11100000
or
255.255.255.224
or
127
Pick one of these new sub-subnets for Network B:
10000000 /27 = Network B
Use the remaining sub-subnet for future growth, or you can break it down further if needed.

You want to make sure the addresses are not overlapping with each other. So go back to the
original table.

00000000 = .0/26

01000000 = .64/26 Network A
10000000 = .128/26

11000000 = .192/26

You can now break the .128/26 network into two smaller /27 networks and assign Network B.

00000000 = .0/26

01000000 = .64/26 Network A

10000000 = .128/26 Cannot use because it has been subnetted
10000000 = 128/27 Network B

10100000 = 160727

11000000 = .192/26

The remaining networks are still available to be assigned to networks or subnetted further
for better efficiency.
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Step 4 Pick the Third Largest Network to Work With
Networks C and Network D = 12 hosts each
Determine the number of H bits needed for these networks:

M_2>12
H=4

You need 4 H bits to satisfy the requirements of Network C and Network D.

You started with a pattern of 2 N bits and 6 H bits for Network A. You have to maintain that
pattern.

You now have a choice as to where to put these networks. You could go to a different /26
network, or you could go to a /27 network and try to fit them into there.

For the purposes of this example, select the other /27 network—.160/27:

10100000 (The 1 in the third bit place is no longer bold, because it is
part of the N bits.)

But you only need 4 H bits, not 5. Therefore, you are left with
101N0000
where

10 represents the original pattern of subnetting.
N represents the extra bit you have.
00000 represents the 5 H bits you need for Network B.

Because you have this extra bit, you can create two smaller subnets from the original
subnet:

10100000
10110000

Converted to decimal, these subnets are as follows:

10100000 = .160
10110000 = .176

These new sub-subnets will now have new subnet masks. Each sub-subnet now has 4 N bits
and 4 H bits, so their new masks will be

11111111.11111111.11111111.11110000
or

255.255.255.240
or

/28
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Pick one of these new sub-subnets for Network C and one for Network D.

00000000 = .0/26

01000000 = .64/26 Network A

10000000 = .128/26 Cannot use because it has been subnetted
10000000 = 128727 Network B

10100000 = .160/27 Cannot use because it has been subnetted
10100000 .160/28 Network C

10110000 .176/28 Network D

11000000 = .192/26

You have now used two of the original four subnets to satisfy the requirements of four
networks. Now all you need to do is determine the network numbers for the serial links
between the routers.

Step 5 Determine Network Numbers for Serial Links

All serial links between routers have the same property in that they only need two addresses
in a network—one for each router interface.

Determine the number of H bits needed for these networks:

2H_2>2
H=2

You need 2 H bits to satisty the requirements of Networks E, F, G, and H.
You have two of the original subnets left to work with.
For the purposes of this example, select the .0/26 network:
00000000
But you need only 2 H bits, not 6. Therefore, you are left with
OONNNNO0
where

00 represents the original pattern of subnetting.
NNNN represents the extra bits you have.
00 represents the 2 H bits you need for the serial links.

Because you have 4 N bits, you can create 16 sub-subnets from the original subnet:

00000000 = .0/30
00000100 = .4/30
00001000 = .8/30
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00001100 = .12/30
00010000 = .16/30

00111000 = .56/30
00111100 = .60/30

You need only four of them. You can hold the rest for future expansion or recombine them
for a new, larger subnet:

00010000 = .16/30

00111000 = .56/30
00111100 = .60/30

All these can be recombined into the following:
00010000 = .16/28

Going back to the original table, you now have the following:

00000000 = .0/26 Cannot use because it has been subnetted
00000000 = .0/30 Network E

00000100 = 4/30 Network F

00001000 = .8/30 Network G

00001100 = .12/30 Network H

00010000 = .16/28 Future growth

01000000 = .64/26 Network A

10000000 = .128/26 Cannot use because it has been subnetted
10000000 = .128/27 Network B

10100000 = 160727 Cannot use because it has been subnetted
10100000 160728 Network C

10110000 176/28 Network D

11000000 = .192/26 Future growth

Looking at the plan, you can see that no number is used twice. You have now created an IP
plan for the network and have made the plan as efficient as possible, wasting no addresses
in the serial links and leaving room for future growth. This is the power of VLSM!



CHAPTER 3

Route
Summarization

Route summarization, or supernetting, is needed to reduce the number of routes that a
router advertises to its neighbor. Remember that for every route you advertise, the size
of your update grows. It has been said that if there were no route summarization,

the Internet backbone would have collapsed from the sheer size of its own routing
tables back in 1997!

Routing updates, whether done with a distance vector or link-state protocol, grow with
the number of routes you need to advertise. In simple terms, a router that needs to
advertise ten routes needs ten specific lines in its update packet. The more routes you
have to advertise, the bigger the packet. The bigger the packet, the more bandwidth the
update takes, reducing the bandwidth available to transfer data. But with route
summarization, you can advertise many routes with only one line in an update packet.
This reduces the size of the update, allowing you more bandwidth for data transfer.

Also, when a new data flow enters a router, the router must do a lookup in its routing
table to determine which interface the traffic must be sent out. The larger the routing
tables, the longer this takes, leading to more used router CPU cycles to perform the
lookup. Therefore, a second reason for route summarization is that you want to
minimize the amount of time and router CPU cycles that are used to route traffic.

NOTE: This example is a very simplified explanation of how routers send
updates to each other. For a more in-depth description, | highly recommend
you go out and read Jeff Doyle’s book Routing TCP/IP Volume |, 2nd edition,
Cisco Press. This book has been around for many years and is considered by
most to be the authority on how the different routing protocols work. If you
are considering continuing on in your certification path to try and achieve the
CCIE, you need to buy Doyle’s book — and memorize it; it's that good.

Example for Understanding Route Summarization

Refer to Figure 3-1 to assist you as you go through the following explanation of an
example of route summarization.
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Figure 3-1 Four-City Network Without Route Summarization
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As you can see from Figure 3-1, Winnipeg, Calgary, and Edmonton each have to advertise
internal networks to the main router located in Vancouver. Without route summarization,
Vancouver would have to advertise 16 networks to Seattle. You want to use route
summarization to reduce the burden on this upstream router.

Step 1: Summarize Winnipeg’s Routes

To do this, you need to look at the routes in binary to see if there are any specific bit patterns
that you can use to your advantage. What you are looking for are common bits on the
network side of the addresses. Because all of these networks are /24 networks, you want to
see which of the first 24 bits are common to all four networks.

172.16.64.0 = 10101100.00010000.01000000.00000000
172.16.65.0 = 10101100.00010000.01000001.00000000
172.16.66.0 = 10101100.00010000.01000010.00000000
172.16.67.0 = 10101100.00010000.01000011.00000000
Common bits: 10101100.00010000.010000xx

You see that the first 22 bits of the four networks are common. Therefore, you can
summarize the four routes by using a subnet mask that reflects that the first 22 bits are
common. This is a /22 mask, or 255.255.252.0. You are left with the summarized address of

172.16.64.0/22
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This address, when sent to the upstream Vancouver router, will tell Vancouver: “If you have
any packets that are addressed to networks that have the first 22 bits in the pattern of
10101100.00010000.010000xx.xxxxxxxX, then send them to me here in Winnipeg.”

By sending one route to Vancouver with this supernetted subnet mask, you have advertised
four routes in one line, instead of using four lines. Much more efficient!

Step 2: Summarize Calgary’s Routes

For Calgary, you do the same thing that you did for Winnipeg—look for common bit
patterns in the routes:

172.16.68.0 = 10101100.00010000.01000100.00000000
172.16.69.0 = 10101100.00010000.01000101.00000000
172.16.70.0 = 10101100.00010000.01000110.00000000
172.16.71.0 = 10101100.00010000.01000111.00000000
Common bits: 10101100.00010000.010001xx

Once again, the first 22 bits are common. The summarized route is therefore

172.16.68.0/22

Step 3: Summarize Edmonton’s Routes

For Edmonton, you do the same thing that we did for Winnipeg and Calgary—Ilook for
common bit patterns in the routes:

172.16.72.0 = 10101100.00010000.01001000.00000000
172.16.73.0 = 10101100.00010000.01001001.00000000
172.16.74.0 = 10101100.00010000 01001010.00000000
172.16.75.0 = 10101100.00010000 01001011.00000000
172.16.76.0 = 10101100.00010000.01001100.00000000
172.16.77.0 = 10101100.00010000.01001101.00000000
172.16.78.0 = 10101100.00010000.01001110.00000000
172.16.79.0 = 10101100.00010000.01001111.00000000
Common bits: 10101100.00010000.01001xxx

For Edmonton, the first 21 bits are common. The summarized route is therefore
172.16.72.0/21

Figure 3-2 shows what the network looks like, with Winnipeg, Calgary, and Edmonton
sending their summarized routes to Vancouver.
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Figure 3-2 Four-City Network with Edge Cities Summarizing Routes
172.16.64.0/24

/\-l_ - 172.16.64.0/22

— 7 — ’:\ — ’:\
172.16.66.0/24 I_.Wf > il/ 2z . -
innip ancou Seattl
172.16.67.0/24 \/

172.16.68.0/24

172.16.65.0/24

/\ b
7
172.16.69.0/24 |—. Cf?
al

gal

172.16.72.0/21

172.16.70.0/24
172.16.72.0/24 172.16.79.0/24

172.16.71.0/24 /\ - /\

/\‘,\/«
172.16.73.0/24 I_.E = 172.16.78.0/24
dmon
172.16.74.0/24 \/l J_ 172.16.77.0/24

172.16.75.0/24  172.16.76.0/24

/21 /22 /23 /21
172.16.64.0 [1£2:16.64.0

172.16.64.0 12.16.65.0
172.16.64.0 | 1L2-16:66.0

16.64.0 IF7556.67.0

172.16.64.0 Ll
172.16.64.0 LE10280

172.16.68.0 BN
172.16.64.0 =00

172.16.64.0 ;g ';?'g

172.16.72.0 Zlos
172.16.64.0 [Ee 8L ts

172.16.72.0 A
172.16.64.0 [0

172.16.76.0 L
172.16.64.0 |210-L8.0

16640 57596 79.0

Step 4: Summarize Vancouver’s Routes

Yes, you can summarize Vancouver’s routes to Seattle. You continue in the same format as
before. Take the routes that Winnipeg, Calgary, and Edmonton sent to Vancouver, and look
for common bit patterns:

172.16.64.0 = 10101100.00010000.01000000.00000000
172.16.68.0 = 10101100.00010000.01000100.00000000
172.16.72.0 = 10101100.00010000.01001000.00000000
Common bits: 10101100.00010000.0100xxxx
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Because there are 20 bits that are common, you can create one summary route for
Vancouver to send to Seattle:

172.16.64.0/20

Vancouver has now told Seattle that in one line of a routing update, 16 different networks
are being advertised. This is much more efficient than sending 16 lines in a routing update
to be processed.

Figure 3-3 shows what the routing updates would look like with route summarization taking
place.

Figure 3-3 Four-City Network with Complete Route Summarization
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Route Summarization and Route Flapping

Another positive aspect of route summarization has to do with route flapping. Route
flapping is when a network, for whatever reason (such as interface hardware failure or
misconfiguration), goes up and down on a router, causing that router to constantly advertise
changes about that network. Route summarization can help insulate upstream neighbors
from these problems.

Consider router Edmonton from Figure 3-1. Suppose that network 172.16.74.0/24 goes
down. Without route summarization, Edmonton would advertise Vancouver to remove that
network. Vancouver would forward that same message upstream to Calgary, Winnipeg,
Seattle, and so on. Now assume the network comes back online a few seconds later.
Edmonton would have to send another update informing Vancouver of the change. Each
time a change needs to be advertised, the router must use CPU resources. If that route were
to flap, the routers would constantly have to update their own tables, as well as advertise
changes to their neighbors. In a CPU-intensive protocol such as OSPF, the constant hit on
the CPU might make a noticeable change to the speed at which network traffic reaches its
destination.

Route summarization enables you to avoid this problem. Even though Edmonton would still
have to deal with the route constantly going up and down, no one else would notice.
Edmonton advertises a single summarized route, 172.16.72.0/21, to Vancouver. Even
though one of the networks is going up and down, this does not invalidate the route to the
other networks that were summarized. Edmonton will deal with its own route flap, but
Vancouver will be unaware of the problem downstream in Edmonton. Summarization can
effectively protect or insulate other routers from route flaps.

Requirements for Route Summarization

To create route summarization, there are some necessary requirements:

¢ Routers need to be running a classless routing protocol, as they carry subnet mask
information with them in routing updates. (Examples are RIP v2, OSPF, EIGRP,
IS-IS, and BGP.)

* Addresses need to be assigned in a hierarchical fashion for the summarized address to
have the same high-order bits. It does no good if Winnipeg has network 172.16.64.0
and 172.16.67.0 while 172.16.65.0 resides in Calgary and 172.16.66.0 is assigned in
Edmonton. No summarization could take place from the edge routers to Vancouver.

TIP: Because most networks use NAT and the ten networks internally, it is
important when creating your network design that you assign network subnets in
a way that they can be easily summarized. A little more planning now can save
you a lot of grief later.
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CHAPTER 4

Cables and
Connections

This chapter provides information and commands concerning the following topics:

* Connecting a rollover cable to your router or switch

* Determining what your terminal settings should be

e Understanding the setup of different LAN connections
 Identifying different serial cable types

* Determining which cable to use to connect your router or switch to another
device

e 568A versus 568B cables

Connecting a Rollover Cable to Your Router or Switch

Figure 4-1 shows how to connect a rollover cable from your PC to a router or switch.

Figure 4-4  Rollover Cable Connections

Terminal Settings

Figure 4-2 illustrates the settings that you should configure to have your PC connect
to a router or switch.



38 LAN Connections

Figure 4-5 PC Settings to Connect to a Router or Switch
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LAN Connections

Table 4-1 shows the various port types and connections between LAN devices.

Table 4-1 LAN Connections

Port or Connection Port Type Connected To Cable
Ethernet RJ-45 Ethernet switch RJ-45
T1/E1 WAN RJ-48C/CA81A T1 or E1 network Rollover
Console 8 pin Computer COM port | Rollover
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Table 4-1 LAN Connections (Continued)

Port or Connection Port Type Connected To Cable
AUX 8 pin Modem RJ-45
BRI S/T RJ-48C/CAS81A NT1 device or private | RJ-45
integrated network
exchange (PINX)
BRI U WAN RJ-49C/CA11A ISDN network RJ-45

Serial Cable Types

Figure 4-3 shows the DB-60 end of a serial cable that connects to a 2500 series router.

Figure 4-4 shows the newer smart serial end of a serial cable that connects to a smart serial
port on your router. Smart serial ports are found on modular routers, such as the ISR (x800)
series, or on older modular routers such as the 1700 or 2600 series.

Figure 4-5 shows examples of the male DTE and the female DCE ends that are on the other
side of a serial or smart serial cable.

Most laptops available today come equipped with USB ports, not serial ports. For these
laptops, you need a USB-to-serial connector, as shown in Figure 4-6.

Figure 4-3 Serial Cable (2500)
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Figure 4-4 Smart Serial Cable (1700, 1800, 2600, 2800)

Figure 4-5 V.35 DTE and DCE Cables

NOTE: CCNA focuses on V.35 cables for back-to-back connections between
routers.
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Figure 4-6

USB-to-Serial Connector for Laptops

Which Cable to Use?

Table 4-2 describes which cable should be used when wiring your devices together. It is
important to ensure you have proper cabling; otherwise, you might be giving yourself
problems before you even get started.

Table 4-2 Determining Which Cables to Use When Wiring Devices Together

If Device A Has A: And Device B Has A: Then Use This Cable:

Computer COM port | Console of router/switch | Rollover

Computer NIC Switch Straight-through

Computer NIC Computer NIC Crossover

Switch port Router’s Ethernet port Straight-through

Switch port Switch port Crossover (check for uplink button

or toggle switch to defeat this)

Router’s Ethernet port

Router’s Ethernet port

Crossover

Computer NIC

Router’s Ethernet port

Crossover

Router’s serial port

Router’s serial port

Cisco serial DCE/DTE cables
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Table 4-3 lists the pinouts for straight-through, crossover, and rollover cables.

Table 4-3 Pinouts for Different Cables

Straight-Through Cable Crossover Cable Rollover Cable
Pin 1 — Pin 1 Pin 1 —Pin 3 Pin 1 — Pin 8
Pin 2 — Pin 2 Pin2 -Pin 6 Pin2 -Pin 7
Pin3-Pin 3 Pin3-Pin 1 Pin3-Pin 6
Pin 4 — Pin 4 Pin 4 — Pin 4 Pin4 - Pin 5
Pin5-Pin5 Pin5-Pin5 Pin 5 -Pin 4
Pin 6 — Pin 6 Pin 6 — Pin 2 Pin 6 — Pin 3
Pin 7-Pin 7 Pin 7-Pin 7 Pin 7 — Pin 2
Pin 8 — Pin 8 Pin 8 — Pin 8 Pin 8 — Pin 1
568A Versus 568B Cables

There are two different standards released by the EIA/TIA group about UTP wiring: S68A
and 568B. Although 568B is newer and is the recommended standard, either one can be
used. The difference between these two standards is pin assignments, not in the use of the
different colors (see Table 4-4). The 568A standard is more compatible with voice
connections and the Universal Service Order Codes (USOC) standard for telephone
infrastructure in the United States. In both 568 A and USOC standards, the blue and orange
pairs are now on the center four pins; therefore, the colors match more closely with S68A
than with the 568B standard. So, which one is preferred? Information here from the
standards bodies on this matter is sketchy at best. 568B was traditionally widespread in the
United States, whereas places such as Canada and Australia use a lot of 568A. However,
568A is now becoming more dominant in the United States, too.

TIP: Use 568A in new installations, and 568B if connecting to an existing 568B
system.
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Table 4-4 UTP Wiring Standards

568A Standard 568B Standard

Pin | Color Pair | Description | Pin | Color Pair | Description

1 White/green | 3 RecvData+ |1 White/ 2 TxData +
orange

2 Green 3 RecvData- |2 Orange 2 TxData -

3 White/ 2 Txdata + 3 White/green | 3 RecvData +

orange

4 Blue 1 Unused 4 Blue 1 Unused

5 White/blue 1 Unused 5 White/blue 1 Unused

6 Orange 2 TxData - 6 Green 3 RecvData -

7 White/brown | 4 Unused 7 White/ 4 Unused
brown

8 Brown 4 Unused 8 Brown 4 Unused

TIP: Odd pin numbers are always the striped wires.

A straight-through cable is one with both ends using the same standard (A or B).

A crossover cable is one that has 568A on one end and 568B on the other end.
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CHAPTER 5

The Command-Line
Interface

This chapter provides information and commands concerning the following topics:

* Shortcuts for entering commands

* Using the Tab%) key to enter complete commands
» Using the question mark for help

* enable command

* exit command

* disable command

* logout command

e Setup mode

* Keyboard help

* History commands

¢ show commands

Shortcuts for Entering Commands

To enhance efficiency, Cisco IOS Software has some shortcuts for entering commands.
Although these are great to use in the real world, when it comes time to write a
vendor exam, make sure you know the full commands, not just the shortcuts.

Router>enable = Router>enab Entering a shortened form of a command
= Router>en is sufficient as long as there is no
confusion about which command you are

attempting to enter.

Router#configure terminal
is the same as
Router#config t

Using the Key to Complete Commands

When you are entering a command, you can use the key to complete the
command. Enter the first few characters of a command and press the (Tab%) key. If the
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characters are unique to the command, the rest of the command is entered in for you. This
is helpful if you are unsure about the spelling of a command.

Router#sh Tab%) = Router#show

Using the Question Mark for Help

The following output shows you how using the question mark can help you work through

a command and all its parameters.

clear clock

Router#? Lists all commands available in the current
command mode
Router#¢c? Lists all the possible choices that start with the

letter ¢

Router#cl?
clear clock

Lists all the possible choices that start with the
letters ¢/

Router#clock

% Incomplete Command

Tells you that more parameters need to be
entered

Router#clock ?
Set

Shows all subcommands for this command (in
this case, Set, which sets the time and date)

Router#clock set 19:50:00 14
July 2007 ? (Enter)

Pressing the («Enter] key confirms the time and
date configured.

Router#

No error message/Incomplete command
message means the command was entered
successfully.

enable Command

Router>enable
Router#

Moves the user from user mode to privileged
mode
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exit Command

Router#exit Logs a user off
Or

Router>exit

Router(config- Moves you back one level
if)#exit

Router(config)#

Router(config)#exit Moves you back one level
Router#

disable Command

Router#disable Moves you from privileged mode back to user mode
Router>

logout Command

Router#logout Performs the same function as exit

Setup Mode

Setup mode start automatically if there is no startup configuration present.

Router#setup Enters startup mode from the command line

NOTE: The answer inside the square brackets, [ ], is the default answer. If this is
the answer you want, just press [~Enter).

Pressing (Ctr)-(C) at any time will end the setup process, shut down all interfaces,
and take you to user mode (Router>).

NOTE: You cannotuse setup mode to configure an entire router. It does only the
basics. For example, you can only turn on either RIPv1 or Interior Gateway Rout-
ing Protocol (IGRP), but not Open Shortest Path First Protocol (OSPF) or
Enhanced Interior Gateway Routing Protocol (EIGRP). You cannot create access
control lists (ACL) here or enable Network Address Translation (NAT). You can
assign an IP address to an interface, but not to a subinterface. All in all, setup
mode is very limiting.
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Entering setup mode is not a recommended practice. Instead, you should use the
command-line interface (CLI), which is more powerful:

Would you like to enter the initial configuration dialog? [yes] : no

Would you like to enable autoinstall? [yes] : no

Autoinstall is a feature that tries to broadcast out all interfaces when attempting
to find a configuration. If you answer yes, you must wait for a few minutes while
it looks for a configuration to load. Very frustrating. Answer no.

Keyboard Help

The keystrokes in the following table are meant to help you edit the configuration. Because
you’ll want to perform certain tasks again and again, Cisco IOS Software provides
certain keystroke combinations to help make the process more efficient.

0

Shows you where you made a mistake in entering
a command

Router#config t

~

~' marker.

Router#config t

% Invalid input detected at

Router(config)#

ctr)-(A) Moves cursor to beginning of line

[Esd-(B) Moves cursor back one word

ctr)-(B) (or ) Moves cursor back one character

ctr)-E) Moves cursor to end of line

ctr)-(F) (or 2)4)) Moves cursor forward one character

Eso-(F) Moves cursor forward one word

ct)-(2) Moves you from any prompt back down to
privileged mode

%) Indicates that the line has been scrolled to the left

Router#terminal no editing
Router#

Turns off the ability to use the previous keyboard
shortcuts

Router#terminal editing
Router#

Reenables enhanced editing mode (can use above
keyboard shortcuts)
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History Commands

Ctr)-(P) (or 1))

Recalls commands in the history buffer
in a backward sequence, beginning with
the most recent command

ctr)-N) (or 1))

Returns to more recent commands in the
history buffer after recalling commands
with the [Ctrl)-(P) key sequence

terminal history size_ number

See the next row for an example

Sets the number of commands in the
buffer that can be recalled by the router
(maximum 256)

Router#terminal history size 25

Causes the router to now remember the
last 25 commands in the buffer

Router#no terminal history size 25 Sets the history buffer back to 10

commands, which is the default

NOTE: The history size command provides the same function as the terminal

history size command.

Be careful when you set the size to something larger than the default. By telling
the router to keep the last 256 commands in a buffer, you are taking memory
away from other parts of the router. What would you rather have: a router that
remembers what you last typed in, or a router that routes as efficiently as

possible?

show Commands

Router#show version

Displays information about the current Cisco
10S Software

Router#show flash

Displays information about flash memory

Router#show history

Lists all commands in the history buffer

NOTE: The lastline of output from the show version command tells you what the

configuration register is set to.
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Configuring a Router

Chapter 6 Configuring a Single Cisco Router
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CHAPTER 6

Configuring a Single
Cisco Router

This chapter provides information and commands concerning the following topics:

* Router modes
* Entering global configuration mode
* Configuring a router, specifically
— Names
— Passwords
— Password encryption
— Interface names
— Moving between interfaces
— Configuring a serial interface
— Configuring a Fast Ethernet interface
— Creating a message-of-the-day (MOTD) banner
— Creating a login banner
— Setting the clock time zone
— Assigning a local host name to an IP address
— The no ip domain-lookup command
— The logging synchronous command
— The exec-timeout command
— Saving configurations
— Erasing configurations
e show commands to verify the router configurations

* EXEC commands in configuration mode: the do command

Router Modes

Router> User mode

Router# Privileged mode (also known as EXEC-level mode)
Router(config)# Global configuration mode

Router(config-if)# Interface mode
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Router(config-subif)# Subinterface mode

Router(config-line)# Line mode

Router(config-router)# | Router configuration mode

TIP: There are other modes than these. Not all commands work in all modes. Be
careful. If you type in a command that you know is correct—show running-config,
for example—and you get an error, make sure that you are in the correct mode.

Entering Global Configuration Mode

Router> Limited viewing of configuration.
You cannot make changes in this
mode.

Router# You can see the configuration and

move to make changes.

Router#configure terminal Moves to global configuration mode.
Router (config)# This prompt indicates that you can
start making changes.

Configuring a Router Name

This command works on both routers and switches.

Router(config)#hostname Cisco The name can be any word you
choose.

Cisco(config)#

Configuring Passwords

These commands work on both routers and switches.

Router(config)#enable password cisco Sets enable password

Router(config)#enable secret class Sets enable secret password
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Router(config)#line console 0

Router(config-line)#password console

Router(config-line)#login

Enters console line mode

Sets console line mode password to
console

Enables password checking at login

Router(config)#line vty 0 4

Router(config-line)#password telnet

Router(config-line)#login

Enters vty line mode for all five vty
lines

Sets vty password to telnet

Enables password checking at login

Router(config)#line aux @

Router(config-line)#password backdoor

Router(config-line)#login

Enters auxiliary line mode

Sets auxiliary line mode password to
backdoor

Enables password checking at login

CAUTION: The enable secret password is encrypted by default. The enable
password is not. For this reason, recommended practice is that you never use the
enable password command. Use only the enable secret password command in a

router or switch configuration.

You cannot set both enable secret password and enable password to the same
password. Doing so defeats the use of encryption.

Password Encryption

Router(config)#service password-
encryption

Applies a weak encryption to
passwords

Router(config)#enable password cisco

Sets enable password to cisco

Router(config)#line console 0

Moves to console line mode

Router(config-line)#password Cisco

Continue setting passwords as above

Router(config)#no service password-
encryption

Turns off password encryption
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CAUTION:

If you have turned on service password encryption, used it, and then

turned it off, any passwords that you have encrypted will stay encrypted. New
passwords will remain unencrypted.

Interface Names

One of the biggest problems that new administrators face is the interface names on the
different models of routers. With all the different Cisco devices in production networks
today, some administrators are becoming confused about the names of their interfaces.

The following chart is a sample of some of the different interface names for various routers.
This is by no means a complete list. Refer to the hardware guide of the specific router

that you are working on to see the different combinations, or use the following command
to see which interfaces are installed on your particular router:

router#show ip interface brief

Port
Router | Location/Slot Slot Numbering
Model | Number Slot/Port Type Range Example
2501 On board Ethernet Interface-type number | ethernetO (e0)
On board Serial Interface-type number | serialO (s0) &
sl
2514 On board Ethernet Interface-type number | e0 & el
On board Serial Interface-type number | sO & sl
1721 On board Fast Ethernet Interface-type number | fastethernetO
(fa0)
Slot 0 WAC (WIN Interface-type number | sO & sl
interface card)
(serial)
1760 On Board Fast Ethernet Interface-type O/port fa0/0
Slot 0 WIC/VIC (voice | Interface-type O/port s0/0 & s0/1
interface card) v0/0 & vO/1
Slot 1 WIC/VIC Interface-type 1/port s1/0 & s1/1

v1/0 & v1/1




Interface Names 57
Slot 2 VIC Interface-type 2/port v2/0 & v2/1
Slot 3 VIC Interface-type 3/port v3/0 & v3/1
2610 On board Ethernet Interface-type O/port e0/0
Slot 0 WIC (Serial) Interface-type 0/port s0/0 & s0/1
2611 On board Ethernet Interface-type O/port e0/0 & e0/1
Slot 0 WIC (Serial) Interface-type O/port s0/0 & s0/1
2620 On board Fast Ethernet Interface-type O/port fa0/0
Slot 0 WIC (serial) Interface-type O/port s0/0 & s0/1
2621 On board Fast Ethernet Interface-type 0/port fa0/0 &
fa0/1
Slot 0 WIC (serial) Interface-type O/port s0/0 & s0/1
1841 On board Fast Ethernet Interface-type O/port fa0/0 &
fa0/1
Slot 0 High-speed Interface-type O/slot/ | s0/0/0 &
WAN interface port s0/0/1
card (HWIC)/
WIC/VWIC
1841 Slot 1 HWIC/WIC/ Interface-type O/slot/ | s0/1/0 &
VWIC port s0/1/1
2801 On board Fast Ethernet Interface-type O/port fa0/0 &
fa0/1
Slot 0 VIC/VWIC Interface-type O/slot/ | voice0/0/0—
(voice only) port voice0/0/3
Slot 1 HWIC/WIC/ Interface-type O/slot/ | 0/1/-0/1/3
VWIC port (single-wide
HWIC)

0/1/0-0/1/7
(double-wide
HWIC)
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Slot 2 WIC/VIC/ Interface-type O/slot/ | 0/2/0-0/2/3
VWIC port
Slot 3 HWIC/WIC/ Interface-type O/slot/ | 0/3/0-0/3/3
VWIC port (single-wide
HWIC)
0/3/0-0/3/7
(double-wide
HWIC)
2811 Built in to USB Interface-type port usb0 & usb 1
chassis front
Built in to Fast Ethernet Interface-type O/port fa0/0 &
chassis rear Gigabit Ethernet fa0/1 gi0/0 &
2i0/1
Slot 0 HWIC/HWIC- Interface-type O/slot/ | s0/0/0 &
D/WIC/VWIC/ | port s0/0/1 £a0/0/0
VIC & 0/0/1
Slot 1 HWIC/HWIC- Interface-type O/slot/ | s0/1/0 &
D/WIC/VWIC/ | port s0/1/1 £a0/1/0
VIC & 0/1/1
NME slot NM/NME Interface-type 1/port gil/0 &
gil/1s1/0 &
sl/1

Moving Between Interfaces

What happens in Column 1 is the same thing occurring in Column 3.

Router(config)
#interface
serial 0/0/0

Moves to serial interface
configuration mode

Router(config)#
interface
serial 0/0/0

Moves to serial
interface
configuration
mode

Router(config-
if)#exit

Returns to global
configuration mode

Router(config-
if)#interface
fastethernet
0/0

Moves directly
to Fast Ethernet
0/0 configuration
mode
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Router(config) | Moves to Fast Ethernet Router(config- In Fast Ethernet

# interface interface configuration | 1f)# 0/0 configuration

fastethernet mode mode now

0/0

Router(config- In Fast Ethernet 0/0 Router(config- Prompt does not

if)# configuration mode now | 1f)# change; be
careful

Configuring a Serial Interface

Router(config)#interface s0/0/0

Moves to serial interface 0/0/0
configuration mode

Router(config-if)#description Link to ISP

Optional descriptor of the link is
locally significant

Router(config-if)#ip address 192.168.10.1

255.255.255.0

Assigns address and subnet
mask to interface

Router(config-if)#clock rate 56000

interface

Assigns a clock rate for the

Router(config-if)#no shutdown

Turns interface on

TIP: The clock rate command is used only on a serial interface that has a DCE
cable plugged into it. There must be a clock rate set on every serial link between
routers. It does not matter which router has the DCE cable plugged into it or which
interface the cable is plugged into. Serial 0 on one router can be plugged into
Serial 1 on another router.

Configuring a Fast Ethernet Interface

Router(config)#interface fastethernet 0/0

Moves to Fast Ethernet 0/0
interface configuration mode

Router(config-if)#description Accounting

LAN

Optional descriptor of the
link is locally significant

Router(config-if)#ip address 192.168.20.1

255.255.255.0

Assigns address and subnet
mask to interface

Router(config-if)#no shutdown

Turns interface on
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Creating a Message-of-the-Day Banner

Router(config)#banner motd # Building Power # is known as a delimiting
will be interrupted next Tuesday evening from

character. The delimiting
8 - 10 PM. #

character must surround the
Router(config)# banner message and can be
any character so long as it is
not a character used within

the body of the message.

TIP: The MOTD banner is displayed on all terminals and is useful for sending
messages that affect all users. Use the no banner motd command to disable the
MOTD banner. The MOTD banner displays before the login prompt and the login
banner, if one has been created.

Creating a Login Banner

Router(config)#banner login # Authorized # is known as a delimiting
Personnel Only! Please enter your username and

- character. The delimiting
password.

character must surround the
Router(config)# banner message and can be
any character so long as it is
not a character used within
the body of the message.

TIP: The login banner displays before the username and password login
prompts. Use the no banner login command to disable the login banner. The
MOTD banner displays before the login banner.

Setting the Clock Time Zone

Router(config)#clock timezone EST -5 Sets the time zone for
display purposes. Based on
coordinated universal time.
(Eastern standard time is

5 hours behind UTC.)
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Assigning a Local Host Name to an IP Address

Router(config)#ip host london 172.16.1.3 Assigns a host name to the

IP address. After this
assignment, you can use the
host name rather than an IP
address when trying to
Telnet or ping to that
address.

Router#ping london Both commands execute the
— same objective: sending a
ping to address 172.16.1.3.

Router#ping 172.16.1.3

TIP: The default port number in the ip host command is 23, or Telnet. If you want
to Telnet to a device, just enter the IP host name itself:

Router#london = Router#telnet london = Router#telnet 172.16.1.3

The no ip domain-lookup Command

Router(config)#no ip domain-lookup Turns off trying to

Router (config)# automatically resolve an
unrecognized command to a
local host name

TIP: Ever type in acommand incorrectly and are left having to wait for a minute
or two as the router tries to translate your command to a domain server of
255.255.255.2557 The router is set by default to try to resolve any word that is not
a command to a Domain Name System (DNS) server at address 255.255.255.255.
If you are not going to set up DNS, turn off this feature to save you time as you
type, especially if you are a poor typist.

The logging synchronous Command

Router(config)#line console @ Moves to line console
configuration mode.

Router(config-line)#logging synchronous Turns on synchronous
logging. Information items
sent to the console will not
interrupt the command you
are typing. The command
will be moved to a new line.
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Erasing Configurations

TIP: Ever try to type in a command and an informational line appears in the
middle of what you were typing? Lose your place? Do not know where you are in
the command, so you just press (Enter] and start all over? The logging
synchronous command tells the router that if any informational items get
displayed on the screen, your prompt and command line should be moved to a
new line, so as not to confuse you.

The informational line does not get inserted into the middle of the command you
are trying to type. If you were to continue typing, the command would execute
properly, even though it looks wrong on the screen.

The exec-timeout Command

Router(config)#line console 0 Moves to line console

configuration mode.

Router(config-line)#exec-timeout 0 0 Sets the time limit when the

console automatically logs
off. Set to 0 0 (minutes
seconds) means the console
never logs off.

Router(config-line)#

TIP: The command exec-timeout 0 0 is great for a lab environment because the
console never logs out. This is considered to be bad security and is dangerous in
the real world. The default for the exec-timeout command is 10 minutes and zero
(0) seconds (exec-timeout 10 0).

Saving Configurations

Router#copy running-config | Saves the running configuration to local NVRAM

startup-config

Router#copy running-config | Saves the running configuration remotely to a
tftp TFTP server

Erasing Configurations

Router#erase startup-config | Deletes the startup configuration file from

NVRAM

TIP: The running configuration is still in dynamic memory. Reload the router to
clear the running configuration.
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show Commands

Router#show ? Lists all show commands available.

Router#show interfaces Displays statistics for all interfaces.

Router#show interface serial 0/0/0 Displays statistics for a specific
interface (in this case, serial 0/0/0).

Router#show ip interface brief Displays a summary of all
interfaces, including status and IP
address assigned.

Router#show controllers serial 0/0/0 Displays statistics for interface
hardware. Statistics display if the
clock rate is set and if the cable is
DCE, DTE, or not attached.

Router#show clock Displays time set on device.

Router#show hosts Displays local host-to-IP address
cache. These are the names and
addresses of hosts on the network to
which you can connect.

Router#show users Displays all users connected to
device.

Router#show history Displays the history of commands
used at this edit level.

Router#show flash Displays info about flash memory.

Router#show version Displays info about loaded software
version.

Router#show arp Displays the Address Resolution
Protocol (ARP) table.

Router#show protocols Displays status of configured Layer
3 protocols.

Router#show startup-config Displays the configuration saved in
NVRAM.

Router#show running-config Displays the configuration currently

running in RAM.
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EXEC Commands in Configuration Mode: The do Command

Router(config)#do show running-config Executes the privileged-level show
running-config command while in
global configuration mode.

Router(config)# The router remains in global
configuration mode after the
command has been executed.

TIP: The do command is useful when you want to execute EXEC commands,
such as show, clear, or debug, while remaining in global configuration mode or in
any configuration submode. You cannot use the do command to execute the
configure terminal command because it is the configure terminal command that
changes the mode to global configuration mode.

Configuration Example: Basic Router Configuration

Figure 6-1 illustrates the network topology for the configuration that follows, which shows
a basic router configuration using the commands covered in this chapter.

Figure 6-5  Network Topology for Basic Router Configuration
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Boston Router

Router>enable Enters privileged mode.

Router#clock set 18:30:00 15 May 2007 Sets the local time on the
router.

Router#configure terminal Enters global configuration
mode.

Router(config)#hostname Boston Sets the router name to
Boston.

Boston(config)#no ip domain-lookup Turns off name resolution on
unrecognized commands
(spelling mistakes).
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Boston(config)#banner motd #
This is the Boston Router.
Authorized Access Only

#

Creates an MOTD banner.

Boston(config)#clock timezone EST -5

Sets time zone to eastern
standard time (-5 from UTC).

Boston(config)#enable secret cisco

Enables secret password set to
cisco.

Boston(config)#service password-encryption

Passwords will be given weak
encryption.

Boston(config)#line console 0

Enters line console mode.

Boston(config-line)#logging synchronous

Commands will not be
interrupted by unsolicited
messages.

Boston(config-line)#password class

Sets the password to class.

Boston(config-line)#login

Enables password checking at
login.

Boston(config-line)#line vty 0 4

Moves to virtual Telnet lines O
through 4.

Boston(config-line)#password class

Sets the password to class.

Boston(config-line)#login

Enables password checking at
login.

Boston(config-line)#line aux @

Moves to line auxiliary mode.

Boston(config-line)#password class

Sets the password to class.

Boston(config-line)#login

Enables password checking at
login.

Boston(config-line)#exit

Moves back to global
configuration mode.

Boston(config)#no service password-
encryption

Turns off password
encryption.

Boston(config)#interface fastethernet 0/0

Moves to interface Fast
Ethernet 0/0 configuration
mode.

65
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Boston(config-if)#description Engineering
LAN

Sets locally significant
description of the interface.

Boston(config-if)#ip address 172.16.10.1
255.255.255.0

Assigns an IP address and
subnet mask to the interface.

Boston(config-if)#no shutdown

Turns on the interface.

Boston(config-if)#interface serial 0/0/0

Moves directly to interface
serial 0/0/0 configuration
mode.

Boston(config-if)#description Link to
Buffalo Router

Sets locally significant
description of the interface.

Boston(config-if)#ip address 172.16.20.1
255.255.255.252

Assigns an IP address and
subnet mask to the interface.

Boston(config-if)#clock rate 56000

Sets a clock rate for serial
transmission. The DCE cable
must be plugged into this
interface.

Boston(config-if)#no shutdown

Turns on the interface.

Boston(config-if)#exit

Moves back to global
configuration mode.

Boston(config)#ip host buffalo 172.16.20.2

Sets a local host name
resolution to IP address
172.16.20.2.

Boston(config)#exit

Moves back to privileged
mode.

Boston#copy running-config startup-config

Saves the running
configuration to NVRAM.
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CHAPTER 7

Static Routing

This chapter provides information and commands concerning the following topics:

» Configuring a static route on a router

* The permanent keyword (optional)

 Static routes and administrative distance (optional)
* Configuring a default route on a router

* Verifying static routes

» Configuration example: Static routes

Configuring a Static Route on a Router

When using the ip route command, you can identify where packets should be routed
in two ways:

e The next-hop address

* The exit interface

Both ways are shown in the “Configuration Example: Static Routes” and the
“Configuring a Default Route on a Router” sections.

Router(config)#ip route 172.16.20.0 172.16.20.0 = destination
255.255.255.0 172.16.10.2 network.

255.255.255.0 = subnet mask.
172.16.10.2 = next-hop address.

Read this to say, “To get to the
destination network of
172.16.20.0, with a subnet mask
0f 255.255.255.0, send all packets
to 172.16.10.27

Router(config)#ip route 172.16.20.0 172.16.20.0 = destination
255.255.255.0 serial 0/0/0 network.

255.255.255.0 = subnet mask.
Serial 0/0/0 = exit interface.

Read this to say, “To get to the
destination network of
172.16.20.0, with a subnet mask
0f 255.255.255.0, send all packets
out interface serial 0/0/0.”
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The permanent Keyword (Optional)

Without the permanent keyword in a static route statement, a static route will be removed
if an interface goes down. A downed interface will cause the directly connected network
and any associated static routes to be removed from the routing table. If the interface comes
back up, the routes are returned.

Adding the permanent keyword to a static route statement will keep the static routes in the
routing table even if the interface goes down and the directly connected networks are
removed. You cannot get to these routes—the interface is down—but the routes remain in
the table. The advantage to this is that when the interface comes back up, the static routes
do not need to be reprocessed and placed back into the routing table, thus saving time
and processing power.

When a static route is added or deleted, this route, along with all other static routes, is
processed in one second. Before Cisco IOS Software Release 12.0, this processing time was
five seconds.

The routing table processes static routes every minute to install or remove static routes
according to the changing routing table.

To specify that the route will not be removed, even if the interface shuts down, enter the
following command, for example:

Router(config)#ip route 172.16.20.0 255.255.255.0 172.16.10.2
permanent

Static Routes and Administrative Distance (Optional)

To specify that an administrative distance of 200 has been assigned to a given route, enter
the following command, for example:

Router(config)#ip route 172.16.20.0 255.255.255.0 172.16.10.2 200

By default, a static route is assigned an administrative distance (AD) of 1. Administrative
distance rates the “trustworthiness” of a route. AD is a number from 0 through 255, where
01is absolutely trusted and 255 cannot be trusted at all. Therefore, an AD of 1 is an extremely
reliable rating, with only an AD of 0 being better. An AD of 0 is assigned to a directly
connected route. The following table lists the administrative distance for each type of route.

Route Type Administrative Distance
Connected 0

Static 1

Enhanced Interior Gateway Routing 5

Protocol (EIGRP) summary route
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Exterior Border Gateway Protocol (eBGP) | 20
EIGRP (internal) 90
Open Shortest Path First Protocol (OSPF) | 110
Intermediate System-to-Intermediate 115
System Protocol (IS-IS)

RIP 120
Exterior Gateway Protocol (EGP) 140
On-Demand Routing 160
EIGRP (external) 170
Internal Border Gateway Protocol iIBGP) | 200
(external)

Unknown 255

By default, a static route is always used rather than a routing protocol. By adding an AD
number to your ip route statement, however, you can effectively create a backup route

to your routing protocol. If your network is using EIGRP, and you need a backup route, add
a static route with an AD greater than 90. EIGRP will be used because its AD is better
(lower) than the static route. If EIGRP goes down, however, the static route will be used in
its place. This is known as a floating static route.

If a static route refers to an exit interface rather than a next-hop address, the destination is
considered to be directly connected and is therefore given an AD of 0 rather than 1.

Configuring a Default Route on a Router

Router(config)#ip route 0.0.0.0 0.0.0.0

172.16.10.2

Send all packets destined for
networks not in my routing
table to 172.16.10.2.

Router(config)#ip route 0.0.0.0 0.0.0.0

serial 0/0/0

Send all packets destined for
networks not in my routing
table out my serial 0/0
interface.




72  Configuration Example: Static Routes

Verifying Static Routes

To display the contents of the IP routing table, enter the following command:

Router#show ip route

NOTE: The codes to the left of the routes in the table tell you from where the
router learned the routes. A static route is described by the letter S.

Configuration Example: Static Routes

Figure 7-1 illustrates the network topology for the configuration that follows, which shows
how to configure static routes using the commands covered in this chapter.

Figure 7-6 Network Topology for Static Route Configuration
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NOTE: The host names, passwords, and interfaces have all been configured
using the commands shown in the configuration example in Chapter 6,
“Configuring a Single Cisco Router.”

Boston Router

Boston>enable Moves to privileged mode

Boston#configure terminal Moves to global
configuration mode
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Boston(config)#ip route 172.16.30.0
255.255.255.0 172.16.20.2

Configures a static route
using the next-hop address

Boston(config)#ip route 172.16.40.0
255.255.255.0 172.16.20.2

Configures a static route
using the next-hop address

Boston(config)#ip route 172.16.50.0
255.255.255.0 172.16.20.2

Configures a static route
using the next-hop address

Boston(config)#exit

Moves to privileged mode

Boston#copy running-config startup-config

Saves the configuration to
NVRAM

Buffalo Router

Buffalo>enable

Moves to privileged mode

Buffalo#configure terminal

Moves to global
configuration mode

Buffalo(config)#ip route 172.16.10.0
255.255.255.0 serial 0/0/1

Configures a static route
using the exit interface

Buffalo(config)#ip route 172.16.50.0
255.255.255.0 serial 0/0/0

Configures a static route
using the exit interface

Buffalo(config)#exit

Moves to privileged mode

Buffalo#copy running-config startup-config

Saves the configuration to
NVRAM

Bangor Router

Bangor>enable

Moves to privileged mode

Bangor#configure terminal

Moves to global
configuration mode

Bangor(config)#ip route 0.0.0.0 0.0.0.0 serial
0/0/1

Configures a static route
using the default route

Bangor(config)#exit

Moves to privileged mode

Bangor#copy running-config startup-config

Saves the configuration to
NVRAM
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CHAPTER 8

RIP

This chapter provides information and commands concerning the following topics:

* The ip classless command

e RIP routing: mandatory commands
e RIP routing: optional commands

* Troubleshooting RIP issues

* Configuration example: RIPv2 routing

The ip classless Command

Router(config)#ip classless

Instructs Cisco 10S Software
to forward packets destined for
an unknown subnet to the best
supernet route

Router(config)#no ip classless

Turns off the ip classless
command

NOTE: A supernet route is a route that covers a range of subnets with a

single entry.

NOTE: The ip classless command is enabled by default in Cisco I0S Soft-

ware Release 11.3 and later.

RIP Routing: Mandatory Commands

Router(config)#router rip

Enables RIP as a routing
protocol.

Router(config-router)#network w.x.y.z

w.x.y.z is the network number
of the directly connected
network you want to advertise.
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NOTE: You need to advertise only the classful network number, not a subnet:
Router(config-router)#network 172.16.0.0

not

Router(config-router)#network 172.16.10.0

If you advertise a subnet, you will not receive an error message,
because the router will automatically convert the subnet to the
classful network address.

RIP Routing: Optional Commands

Router(config)#no router rip Turns off the RIP routing
process.
Router(config-router)#no network w.x.y.z Removes network w.x.y.z

from the RIP routing process.

Router(config-router)#version 2 RIP will now send and
receive RIPv2 packets
globally.

Router(config-router)#version 1 RIP will now send and

receive RIPv1 packets only.

Router(config-if)#ip rip send version 1 The interface will send only
RIPv1 packets.

Router(config-if)#ip rip send version 2 The interface will send only
RIPV2 packets.
Router(config-if)#ip rip send version 1 2 The interface will send both

RIPv1 and RIPv2 packets.

Router(config-if)#ip rip receive version 1 The interface will receive
only RIPv1 packets.

Router(config-if)#ip rip receive version 2 The interface will receive
only RIPv2 packets.

Router(config-if)#ip rip receive version 1 2 | The interface will receive
both RIPv1 and RIPv2
packets.

Router(config-router)#no auto-summary RIPv2 summarizes networks
at the classful boundary.
This command turns auto-
summarization off.
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Router(config-router)#passive-interface
s0/0/0

RIP updates will not be sent
out this interface.

Router(config-router)#neighbor a.b.c.d

Defines a specific neighbor
with which to exchange
information.

Router(config-router)#no ip split-horizon

Turns off split horizon (on
by default).

Router(config-router)#ip split-horizon

Reenables split horizon.

Router(config-router)#timers basic 30 90 180
270 360

Changes timers in RIP:
30 = Update timer (in
seconds)

90 = Invalid timer (in
seconds)

180 = Hold-down timer (in
seconds)

270 = Flush timer (in
seconds)

360 = Sleep time (in
milliseconds)

Router(config-router)#maximum-paths x

Limits the number of paths
for load balancing to x (4 =
default, 6 = maximum).

Router(config-router)#default-information
originate

Generates a default route
into RIP.

Troubleshooting RIP Issues

Router#debug ip rip

Displays all RIP activity in
real time

Router#show ip rip database

Displays contents of the RIP
database




78 Configuration Example: RIPv2 Routing

Configuration Example: RIPv2 Routing

Figure 8-1 illustrates the network topology for the configuration that follows, which shows
how to configure RIPv2 using the commands covered in this chapter.

Figure 8-7  Network Topology for RIPv2 Routing Configuration
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NOTE: The host name, password, and interfaces have all been configured as per
the configuration example in Chapter 6, “Configuring a Single Cisco Router.”

Cancun Router

Cancun>enable Moves to privileged mode
Cancun#configure terminal Moves to global configuration
mode
Cancun(config)#router rip Enables RIP routing
Cancun(config-router)#version 2 Enables RIPv2

Cancun(config-router)#network 172.16.0.0 Advertises directly connected
networks (classful address only)

Cancun(config-router)#no auto-summary Turns off auto-summarization
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Cancun(config-router)#exit

Returns to global configuration
mode

Cancun(config)#exit

Returns to privileged mode

Cancun#copy run start

Saves the configuration to
NVRAM

Acapulco Router

Acapulco>enable

Moves to privileged mode

Acapulco#configure terminal

Moves to global configuration

mode
Acapulco(config)#router rip Enables RIP routing
Acapulco(config-router)#version 2 Enables RIPv2

Acapulco(config-router)#network Advertises directly connected
172.16.0.0 networks (classful address only)

Acapulco(config-router)#no auto-summary Turns off auto-summarization

Acapulco(config-router)#exit Moves to global configuration

mode

Acapulco(config)#exit Returns to privileged mode

Acapulco#copy running-config startup- Saves the configuration to
config NVRAM

Mazatlan Router

Mazatlan>enable Moves to privileged mode

Mazatlan#configure terminal Moves to global configuration

mode
Mazatlan(config)#router rip Enables RIP routing
Mazatlan(config-router)#version 2 Enables RIPv2

Mazatlan(config-router)#network Advertises directly connected
172.16.0.0 networks (classful address only)
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Mazatlan(config-router)#no auto-summary

Turns off auto-summarization

Mazatlan(config-router)#exit

Moves to global configuration
mode

Mazatlan(config)#exit

Returns to privileged mode

Mazatlan#copy running-config startup-
config

Saves the configuration to
NVRAM




CHAPTER 9

EIGRP

This chapter provides information and commands concerning the following topics:

* Configuring Enhanced Interior Gateway Routing Protocol (EIGRP)

* EIGRP auto-summarization

* Load balancing: variance

* Bandwidth use

* Authentication

 Veritying EIGRP

* Troubleshooting EIGRP

* Configuration example: EIGRP

Configuring Enhanced Interior Gateway Routing Protocol (EIGRP)

Router(config)#router eigrp 100

Turns on the EIGRP process.

100 is the autonomous system
number, which can be a
number between 1 and
65,535.

All routers in the same
autonomous system must use
the same autonomous system
number.

Router(config-router)#network 10.0.0.0

Specifies which network to
advertise in EIGRP.

Router(config-if)#bandwidth x

Sets the bandwidth of this
interface to x kilobits to allow
EIGRP to make a better
metric calculation.

TIP: The bandwidth
command is used for metric
calculations only. It does not
change interface
performance.

Router(config-router)#no network
10.0.0.0

Removes the network from
the EIGRP process.
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Router(config)#no router eigrp 100 Disables routing process 100.

Router(config-router)#network 10.0.0.0 Identifies which interfaces or
0.255.255.255 networks to include in
EIGRP. Interfaces must be
configured with addresses
that fall within the wildcard
mask range of the network
statement. A network mask
can also be used here.

Router(config-router)#metric weights tos | Changes the default k values
k1 k2 k3 k4 k& used in metric calculation.
These are the default values:

tos=0, k1=1, k2=0, k3=1,
k4=0, k5=0

NOTE: tosis a reference to the original Interior Gateway Routing Protocol
(IGRP) intention to have IGRP perform type-of-service routing. Because this
was never adopted into practice, the tos field in this command is always
set to zero (0).

NOTE: With default settings in place, the metric of EIGRP is reduced to the
slowest bandwidth plus the sum of all the delays of the exit interfaces from the
local router to the destination network.

TIP: For two routers to form a neighbor relationship in EIGRP, the k values must

match.

CAUTION: Unless you are very familiar with what is occurring in your network,
it is recommended that you do not change the kvalues.

EIGRP Auto-Summarization

Router(config-router)#auto-summary Enables auto-summarization for the
EIGRP process.

NOTE: The default behavior of auto-
summarized changed from enabled to
disabled was introduced in Cisco IOS
Software Release 12.2(8)T.

Router(config-router)#no auto- Turns off the auto-summarization
summary feature.
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NOTE: The behavior of the auto-
summary command is disabled by
default, beginning in Cisco I0S
Software Release 12.2(8)T. This means
that Cisco 10S Software will now send
subprefix routing information across
classful network boundaries.

Router(config)#interface
fastethernet 0/0

Enters interface configuration mode.

Router(config-if)#ip summary -
address eigrp 100 10.10.0.0
255.255.0.0 75

Enables manual summarization for
EIGRP autonomous system 100 on this
specific interface for the given address
and mask. An administrative distance of
75 is assigned to this summary route.

NOTE: The administrative-distance
argument is optional in this command.
Without it, an administrative distance of
5 is automatically applied to the
summary route.

CAUTION: EIGRP automatically summarizes networks at the classful boundary.
A poorly designed network with discontiguous subnets could have problems
with connectivity if the summarization feature is left on. For instance, you

could have two routers advertise the same network—172.16.0.0/16—when in
fact they wanted to advertise two different networks—172.16.10.0/24 and

172.16.20.0/24.

Recommended practice is that you turn off automatic summarization if
necessary, use the ip summary-address command, and summarize manually

what you need to.

Load Balancing: variance

Router(config)#router eigrp 100

Creates routing process 100

Router(config-router)#network
10.0.0.0

Specifies which network to advertise in
EIGRP

Router(config-router)#variance n

Instructs the router to include routes
with a metric less than or equal to n
times the minimum metric route for that
destination, where n is the number
specified by the variance command
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NOTE:

If a path is not a feasible successor, it is not used in load balancing.

NOTE: EIGRP supports up to six unequal-cost paths.

Bandwidth Use

Router(config)#interface serial 0/0

Enters interface configuration mode.

Router(config-if)#bandwidth 256

Sets the bandwidth of this interface
to 256 kilobits to allow EIGRP to
make a better metric calculation.

eigrp 50 100

Router(config-if)#ip bandwidth-percent

Configures the percentage of
bandwidth that may be used by
EIGRP on an interface.

50 is the EIGRP autonomous system
number.

100 is the percentage value.
100% * 256 = 256 kbps.

NOTE: By default, EIGRP is set to use only up to 50 percent of the bandwidth of
an interface to exchange routing information. Values greater than 100 percent
can be configured. This configuration option might prove useful if the bandwidth
is set artificially low for other reasons, such as manipulation of the routing metric
or to accommodate an oversubscribed multipoint Frame Relay configuration.

NOTE: The ip bandwidth-percent command relies on the value set by the

bandwidth command.

Authentication

Router(config)#interface serial 0/0

Enters interface configuration mode.

Router(config-if)#ip
authentication mode eigrp 100 md5

Enables Message Digest 5 algorithm
(MD)5) authentication in EIGRP packets
over the interface.

Router(config-if)#ip
authentication key-chain eigrp 100
romeo

Enables authentication of EIGRP
packets.

romeo is the name of the key chain.

Router(config-if)#exit

Returns to global configuration mode.
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Router(config)#key chain romeo

Identifies a key chain. The name must
match the name configured in interface
configuration mode above.

Router(config-keychain)#key 1

Identifies the key number.

NOTE: The range of keys is from

0 to 2147483647. The key identification
numbers do not need to be consecutive.
At least 1 key must be defined on a key
chain.

Router(config-keychain-key)#key -
string shakespeare

Identifies the key string.

NOTE: The string can contain from

1 to 80 uppercase and lowercase
alphanumeric characters, except that the
first character cannot be a number.

Router(config-keychain-
key)#accept-lifetime start-time
{infinite | end-time | duration
seconds}

Optionally specifies the period during
which the key can be received.

NOTE: The default start time and the
earliest acceptable date is January 1,
1993. The default end time is an infinite
period.

Router(config-keychain-key)#send-
lifetime start-time {infinite | end-
time | duration seconds}

Optionally specifies the period during
which the key can be sent.

NOTE: The default start time and the
earliest acceptable date is January 1,
1993. The default end time is an infinite
period.

NOTE: For the start time and the end time to have relevance, ensure that the
router knows the correct time. Recommended practice dictates that you run
Network Time Protocol (NTP) or some other time-synchronization method if you

intend to set lifetimes on keys.
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Verifying EIGRP

Router#show ip eigrp neighbors Displays the neighbor table.
Router#show ip eigrp neighbors Displays a detailed neighbor table.
detail
TIP: The show ip eigrp neighbors
detail command verifies whether a
neighbor is configured as a stub router.
Router#show ip eigrp interfaces Shows information for each interface.
Router#show ip eigrp interfaces Shows information for a specific interface.
serial 0/0
Router#show ip eigrp interfaces 100 | Shows information for interfaces running
process 100.
Router#show ip eigrp topology Displays the topology table.
TIP: The show ip eigrp topology
command shows you where your feasible
successors are.
Router#show ip eigrp traffic Shows the number and type of packets
sent and received.
Router#show ip route eigrp Shows a routing table with only EIGRP

entries.

Troubleshooting EIGRP

Router#debug eigrp fsm Displays events/actions related to
EIGRP feasible successor metrics
(FSM)

Router#debug eigrp packet Displays events/actions related to

EIGRP packets

Router#debug

eigrp neighbor

Displays events/actions related to your
EIGRP neighbors

Router#debug

ip eigrp neighbor

Displays events/actions related to your
EIGRP neighbors

Router#debug

ip eigrp notifications

Displays EIGRP event notifications
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Configuration Example: EIGRP

Figure 9-1 illustrates the network topology for the configuration that follows, which shows
how to configure EIGRP using the commands covered in this chapter.

Figure 9-8  Network Topology for EIGRP Configuration
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Austin Router

Austin>enable Moves to privileged mode.
Austin#configure terminal Moves to global configuration mode.
Austin(config)#interface serial 0/0 Enters interface configuration mode.
Austin(config-if)#ip address Assigns the TP address and netmask.
172.16.20.1 255.255.255.0
Austin(config-if)#ip authentication Enables MD5 authentication in
mode eigrp 100 md5 EIGRP packets.
Austin(config-if)#ip authentication Enables authentication of EIGRP
key-chain eigrp 100 susannah packets. susannah is the name of the
key chain.
Austin(config-if)#no shutdown Enables the interface.
Austin(config-if)#interface Enters interface configuration mode.

fastethernet 0/1

Austin(config-if)#ip address Assigns the TP address and netmask.
172.16.10.1 255.255.255.0

Austin(config-if)#no shutdown Enables the interface.

Austin(config-if)#router eigrp 100 Enables EIGRP routing.
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Austin(config-router)#no auto-summary

Disables auto-summarization.

Austin(config-router)#eigrp log-
neighbor-changes

Changes with neighbors will be
displayed.

Austin(config-router)#network
172.16.0.0

Adbvertises directly connected
networks (classful address only).

Austin(config-router)#key chain
susannah

Identifies a key chain name, which
must match the name configured in
interface configuration mode.

Austin(config-keychain)#key 1

Identifies the key number.

Austin(config-keychain-key)#key-
string tower

Identifies the key string.

Austin(config-keychain-key)#accept-
lifetime 06:30:00 Apr 19 2007 infinite

Specifies the period during which the
key can be received.

Austin(config-keychain-key)#send-
lifetime 06:30:00 Apr 19 2007 09:45:00
Apr 19 2007

Specifies the period during which the
key can be sent.

Austin(config-keychain-key)#exit

Returns to global configuration mode.

Austin(config)#exit

Returns to privileged mode

Austin#copy running-config startup-
config

Saves the configuration to NVRAM.

Houston Router

Houston>enable

Moves to privileged mode.

Houston#configure terminal

Moves to global configuration mode.

Houston(config)#interface serial 0/1

Enters interface configuration mode.

Houston(config-if)#ip address
172.16.20.2 255.255.255.0

Assigns the IP address and netmask.

Houston(config-if)#ip authentication
mode eigrp 100 md5

Enables MD5 authentication in
EIGRP packets.

Houston(config-if)#ip authentication
key-chain eigrp 100 eddie

Enables authentication of EIGRP
packets. eddie is the name of the key
chain.
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Houston(config-if)#clock rate 56000

Sets the clock rate.

Houston(config-if)#no shutdown

Enables the interface.

Houston(config-if)#interface
fastethernet 0/1

Enters interface configuration mode.

Houston(config-if)#ip address
172.16.30.1 255.255.255.0

Assigns the IP address and netmask.

Houston(config-if)#no shutdown

Enables the interface.

Houston(config-if)#router eigrp 100

Enables EIGRP routing.

Houston(config-router)#no auto-summary

Disables auto-summarization.

Houston(config-router)#eigrp log-
neighbor-changes

Changes with neighbors will be
displayed.

Houston(config-router)#network
172.16.0.0

Advertises directly connected
networks (classful address only).

Houston(config-router)#key chain eddie

Identifies a key chain name, which
must match the name configured in
interface configuration mode.

Houston(config-keychain)#key 1

Identifies the key number.

Houston(config-keychain-key)#key-
string tower

Identifies the key string.

Houston(config-keychain-key)#accept-
lifetime 06:30:00 Apr 19 2007 infinite

Specifies the period during which the
key can be received.

Houston(config-keychain-key)#send-
lifetime 06:30:00 Apr 19 2007 09:45:00
Apr 19 2007

Specifies the period during which the
key can be sent.

Houston(config-keychain-key)#exit

Returns to global configuration
mode.

Houston(config)#exit

Returns to privileged mode.

Houston#copy running-config startup-
config

Saves the configuration to NVRAM.




This page intentionally left blank



CHAPTER 10

Single Area OSPF

This chapter provides information and commands concerning the following topics:

* Configuring OSPF: Mandatory commands
* Using wildcard masks with OSPF areas
e Configuring OSPF: Optional commands
— Loopback interfaces
— Router ID
— DR/BDR elections
— Modifying cost metrics
— Authentication: Simple
— Authentication: Using MD5 encryption
— Timers
— Propagating a default route
 Verifying OSPF configuration
* Troubleshooting OSPF

* Configuration example: Single area OSPF

Configuring OSPF: Mandatory Commands

Router(config)#router ospf 123 Starts OSPF process 123. The process
ID is any positive integer value
between 1 and 65,535. The process
ID is not related to the OSPF area.
The process ID merely distinguishes
one process from another within the

device.
Router(config-router)#network OSPF advertises interfaces, not
172.16.10.0 0.0.0.255 area 0 networks. Uses the wildcard mask to

determine which interfaces to
advertise. Read this line to say “Any
interface with an address of
172.16.10.x is to be put into area 0.”




92 Using Wildcard Masks with OSPF Areas

NOTE: The process ID number of
one router does not have to match the
process ID of any other router.

Unlike Enhanced Interior Gateway
Routing Protocol (EIGRP), matching
this number across all routers does not
ensure that network adjacencies will

form.
Router(config-router)#log- Configures the router to send a syslog
adjacency-changes detail message when there is a change of

state between OSPF neighbors.

TIP: Although the log-adjacency-
changes command is on by default,
only up/down events are reported
unless you use the detail keyword.

Using Wildcard Masks with OSPF Areas

When compared to an IP address, a wildcard mask identifies which addresses get matched
for placement into an area:

* A0 (zero) in a wildcard mask means to check the corresponding bit in the address for
an exact match.

* A1 (one) in a wildcard mask means to ignore the corresponding bit in the address—
can be either 1 or 0.

Example 1: 172.16.0.0 0.0.255.255

172.16.0.0 = 10101100.00010000.00000000.00000000
0.0.255.255 = 00000000.00000000.11111111.11111111

result = 10101100.00010000 xxxxxxxx. xxxxxxxx

172.16.x.x (Anything between 172.16.0.0 and 172.16.255.255 will
match the example statement.)

TIP: An octet of all 0s means that the octet has to match exactly to the address.
An octet of all 1s means that the octet can be ignored.
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Example 2: 172.16.8.0 0.0.7.255

172.168.8.0 = 10101100.00010000.00001000.00000000
0.0.0.7.255 = 00000000.00000000.00000111.11111111

result = 10101100.00010000.0000 Lxxox. xxxxxxxx
00001xxx = 00001000 to 00001711 = 8-15

xxxxxxxx = 00000000 to 11111111 = 0-255

Anything between 172.16.8.0 and 172.16.15.255 will match the
example statement.

Router(config-router)#network Read this line to say “Any interface
172.16.10.1 0.0.0.0 area 0 with an exact address of 172.16.10.1
is to be put into area 0.”

Router(config-router)#network Read this line to say “Any interface
172.16.10.0 0.0.255.255 area 0 with an address of 172.16.x.x is to be
put into area 0.”

Router(config-router)#network 0.0.0.0 | Read this line to say “Any interface
255.255.255.255 area 0 with any address is to be put into area
0>

Configuring OSPF: Optional Commands

The following commands, although not mandatory, enable you to have a more controlled
and efficient deployment of OSPF in your network.

Loopback Interfaces

Router(config)#interface loopback @ Creates a virtual interface named
loopback 0, and then moves the
router to interface configuration

mode.
Router(config-if)#ip address Assigns the IP address to the
192.168.100.1 255.255.255.255 interface.

NOTE: Loopback interfaces are
always “up and up” and do not go
down unless manually shut down.
This makes loopback interfaces
great for use as OSPF router IDs.
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Router ID

Router(config)#router ospf 1

Starts OSPF process 1.

Router(config-router)#router-id
10.1.1.1

Sets the router ID to 10.1.1.1. If
this command is used on an OSPF
router process that is already active
(has neighbors), the new router ID
is used at the next reload or at a
manual OSPF process restart.

Router(config-router)#no router-id
10.1.1.1

Removes the static router ID from
the configuration. If this command
is used on an OSPF router process
that is already active (has
neighbors), the old router ID
behavior is used at the next reload
or at a manual OSPF process
restart.

DR/BDR Elections

Router(config)#interface serial 0/0

Changes the router to interface
configuration mode.

Router(config-if)#ip ospf priority 50

Changes the OSPF interface
priority to 50.

NOTE: The assigned priority can
be between 0 and 255. A priority
of 0 makes the router ineligible to
become a designated router (DR)
or backup designated router BDR).
The highest priority wins the
election. A priority of 255
guarantees a tie in the election. If
all routers have the same priority,
regardless of the priority number,
they tie. Ties are broken by the
highest router ID.




Configuring OSPF: Optional Commands

95

Modifying Cost Metrics

Router(config)#interface serial 0/0 | Changes the router to interface

configuration mode.

Router(config-if)#bandwidth 128

If you change the bandwidth, OSPF
recalculates the cost of the link.

Or

Router(config-if)#ip ospf cost 1564 | Changes the cost to a value of 1564.

the interface bandwidth.
The bandwidth of the interface is a

unit of measurement is kilobits.

The cost is a number between 1 and
65,535. The cost has no unit of
measurement—it is just a number.

number between 1 and 10,000,000. The

NOTE: The cost of a link is determined
by dividing the reference bandwidth by

Authentication: Simple

Router(config)#router ospf 1

Starts OSPF process 1.

authentication

Router(config-router)#area 0

will be sent in clear text.

Enables simple authentication; password

Router(config-router)#exit

Returns to global configuration mode.

Router(config)#interface
fastethernet 0/0

Moves to interface configuration mode.

Router(config-if)#ip ospf
authentication-key fred

Sets key (password) to fred.

NOTE: The password can be any
be entered from the keyboard, up to
OSPF information, all neighboring

the same password.

continuous string of characters that can

routers on the same network must have

8 bytes in length. To be able to exchange
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Authentication: Using MD5 Encryption

Router(config)#router ospf 1

Starts OSPF process 1.

Router(config-router)#area 0
authentication message-digest

Enables authentication with MDS5
password encryption.

Router(config-router)#exit

Returns to global configuration mode.

Router(config)#interface
fastethernet 0/0

Moves to interface configuration mode.

digest-key 1 md5 fred

Router(config-if)#ip ospf message-

1 is the key-id. This value must be the
same as that of your neighboring router.

md5 indicates that the MD5 hash
algorithm will be used.

fred is the key (password) and must be
the same as that of your neighboring
router.

NOTE: If the service password-
encryption command is not used when
implementing OSPF MD5
authentication, the MD5 secret is
stored as plain text in NVRAM.

Timers

interval timer 20

Router(config-if)#ip ospf hello-

Changes the Hello Interval timer to
20 seconds.

Router(config-if)#ip ospf dead-
interval 80

Changes the Dead Interval timer to
80 seconds.

NOTE: Hello and Dead Interval timers
must match for routers to become
neighbors.

Propagating a Default Route

Router(config)#ip route 0.0.0.0
0.0.0.0 s0/0

Creates a default route.

Router(config)#router ospf 1

Starts OSPF process 1.

Router(config-router)#default-
information originate

Sets the default route to be propagated to
all OSPF routers.
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Router(config-router)#default-
information originate always

The always option propagates a default
“quad-zero” route even if one is not
configured on this router.

NOTE: The default-information
originate command or the default-
information originate always command
is usually only to be configured on your
“entrance” or “gateway” router, the
router that connects your network to the
outside world—the Autonomous System
Boundary Router (ASBR).

Verifying OSPF Configuration

Router#show ip protocol

Displays parameters for all protocols
running on the router

Router#show ip route

Displays a complete IP routing table

Router#show ip ospf

Displays basic information about OSPF
routing processes

Router#show ip ospf interface

Displays OSPF info as it relates to all
interfaces

Router#show ip ospf interface
fastethernet 0/0

Displays OSPF information for interface
fastethernet 0/0

Router#show ip ospf border-routers

Displays border and boundary router
information

Router#show ip ospf neighbor

Lists all OSPF neighbors and their states

Router#show ip ospf neighbor detail

Displays a detailed list of neighbors

Router#show ip ospf database

Displays contents of the OSPF database

Router#show ip ospf database
nssa-external

Displays NSSA external link states
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Troubleshooting OSPF

Router#clear ip route * Clears entire routing table, forcing it to
rebuild

Router#clear ip route a.b.c.d Clears specific route to network a.b.c.d

Router#clear ip opsf counters Resets OSPF counters

Router#clear ip ospf process Resets entire OSPF process, forcing

OSPF to re-create neighbors, database,
and routing table

Router#debug ip ospf events Displays all OSPF events

Router#debug ip ospf adjacency Displays various OSPF states and DR/
BDR election between adjacent routers

Router#debug ip ospf packets Displays OPSF packets

Configuration Example: Single Area OSPF

Figure 10-1 illustrates the network topology for the configuration that follows, which shows
how to configure Single Area OSPF using commands covered in this chapter.

Figure 10-9  Network Topology for Single Area OSPF Configuration
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Austin Router

Router>enable

Moves to privileged mode.

Router#configure terminal

Moves to global configuration mode.

Router(config)#hostname Austin

Sets the host name.

Austin(config)#interface
fastethernet 0/0

Moves to interface configuration mode.

Austin(config-if)#ip address
172.16.10.1 255.255.255.0

Assigns an [P address and netmask.

Austin(config-if)#no shutdown

Enables the interface.

Austin(config-if)#interface serial
0/0

Moves to interface configuration mode.

Austin(config-if)#ip address
172.16.20.1 255.255.255.252

Assigns an IP address and netmask.

Austin(config-if)#clock rate 56000

DCE cable plugged in this side.

Austin(config-if)#no shutdown

Enables the interface.

Austin(config-if)#exit

Returns to global configuration mode.

Austin(config)#router ospf 1

Starts OSPF process 1.

Austin(config-router)#network
172.16.10.0 0.0.0.255 area 0

Any interface with an address of
172.16.10.x is to be put into area 0.

Austin(config-router)#network
172.16.20.0 0.0.0.255 area 0

Any interface with an address of
172.16.20.x is to be put into area 0.

Austin(config-router)#<ctrl> z

Returns to privileged mode.

Austin#copy running-config
startup-config

Saves the configuration to NVRAM.
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Houston Router

Router>enable

Moves to privileged mode.

Router#configure terminal

Moves to global configuration mode.

Router(config)#hostname Houston

Sets the host name.

Houston(config)#interface
fastethernet 0/0

Moves to interface configuration mode.

Houston(config-if)#ip address
172.16.30.1 255.255.255.0

Assigns an [P address and netmask.

Houston(config-if)#no shutdown

Enables the interface.

Houston(config-if)#interface
serialo/o

Moves to interface configuration mode.

Houston(config-if)#ip address
172.16.40.1 255.255.255.252

Assigns an IP address and netmask.

Houston(config-if)#clock rate 56000

DCE cable plugged in this side.

Houston(config-if)#no shutdown

Enables the interface.

Houston(config)#interface serial 0/1

Moves to interface configuration mode.

Houston(config-if)#ip address
172.16.20.2 255.255.255.252

Assigns an IP address and netmask.

Houston(config-if)#no shutdown

Enables the interface.

Houston(config-if)#exit

Returns to global configuration mode.

Houston(config)#router ospf 1

Starts OSPF process 1.

Houston(config-router)#network
172.16.0.0 0.0.255.255 area 0

Any interface with an address of
172.16.x.x is to be put into area 0.
One statement will now advertise all
three interfaces.

Houston(config-router)#<ctrl> z

Returns to privileged mode.

Houston#copy running-config startup-
config

Saves the configuration to NVRAM.
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Galveston Router

Router>enable

Moves to privileged mode.

Router#configure terminal

Moves to global configuration mode.

Router(config)#hostname Galveston

Sets the host name.

Galveston(config)#interface
fastethernet 0/0

Moves to interface configuration mode.

Galveston(config-if)#ip address
172.16.50.1 255.255.255.0

Assigns an [P address and netmask.

Galveston(config-if)#no shutdown

Enables the interface.

Galveston(config-if)#interface
serial 0/1

Moves to interface configuration mode.

Galveston(config-if)#ip address
172.16.40.2 255.255.255.252

Assigns an IP address and netmask.

Galveston(config-if)#no shutdown

Enables the interface.

Galveston(config-if)#exit

Returns to global configuration mode.

Galveston(config)#router ospf 1

Starts OSPF process 1.

Galveston(config-router)#network
172.16.40.2 0.0.0.0 area 0

Any interface with an exact address of
172.16.40.2 is to be put into area 0. This
is the most precise way to place an
exact address into the OSPF routing
process.

Galveston(config-router)#network
172.16.50.1 0.0.0.0 area 0

Any interface with an exact address of
172.16.50.2 is to be put into area 0.

Galveston(config-router)#<ctrl> z

Returns to privileged mode.

Galveston#copy running-config
startup-config

Saves the configuration to NVRAM.
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CHAPTER 11

Configuring a Switch

This chapter provides information and commands concerning the following topics:

Help commands

Command modes

Verifying commands

Resetting switch configuration
Setting host names

Setting passwords

Setting IP addresses and default gateways
Setting interface descriptions
Setting duplex operation

Setting operation speed
Managing the MAC address table
Configuring static MAC addresses
Switch port security

Verifying switch port security
Sticky MAC addresses
Configuration example

Help Commands

switch>? The ? works here the same as

in a router.

Command Modes

switch>enable User mode, same as a router
switch# Privileged mode
switch#disable Leaves privileged mode
switch>exit Leaves user mode
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Verifying Commands

switch#show version

Displays information about
software and hardware.

switch#show flash:

Displays information about
flash memory (for the 2900/
2950 series only).

switch#show mac-address-table

Displays the current MAC
address forwarding table.

switch#show controllers ethernet-controller

Displays information about
the Ethernet controller.

switch#show running-config

Displays the current
configuration in DRAM.

switch#show startup-config

Displays the current
configuration in NVRAM.

switch#show post

Displays whether the switch
passed POST.

switch#show vlan

Displays the current VLAN
configuration.

switch#show interfaces

Displays the interface
configuration and status of
line: up/up, up/down, admin
down.

NOTE: This command is
unsupported in some Cisco
10S Software releases, such
as 12.2(25)FX.

switch#show interface vlani

Displays setting of virtual
interface VLAN 1, the
default VLAN on the switch.

NOTE: This command is
unsupported in some Cisco
10S Software releases, such
as 12.2(25)FX.
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Resetting Switch Configuration

Switch#delete flash:vlan.dat

Removes the VLAN database
from flash memory.

Delete filename [vlan.dat]? Press (@Enter).
Delete flash:vlan.dat? [confirm] Reconfirm by pressing
<Enter).

Switch#erase startup-config

Erases the file from NVRAM.

<output omitted>

Switch#reload

Restarts the switch.

Setting Host Names

Switch#configure terminal

Moves to global configuration
mode.

Switch(config)#hostname 2960Switch

Creates a locally significant
host name of the switch. This
is the same command as the
router.

2960Switch(config)#

Setting Passwords

Setting passwords for the 2960 series switches is the same method as used for a router.

2960Switch(config)#enable password cisco

Sets the enable password to
cisco

2960Switch(config)#enable secret class

Sets the encrypted secret
password to class

2960Switch(config)#line console 0

Enters line console mode

2960Switch(config-1line)#login

Enables password checking

2960Switch(config-1line)#password cisco

Sets the password to cisco

2960Switch(config-line)#exit

Exits line console mode

2960Switch(config-line)#line aux @

Enters line auxiliary mode
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2960Switch(config-1line)#login

Enables password checking

2960Switch(config-1line)#password cisco

Sets the password to cisco

2960Switch(config-1line)#exit

Exits line auxiliary mode

2960Switch(config-line)#line vty 0 4

Enters line vty mode for all
five virtual ports

2960Switch(config-1line)#login

Enables password checking

2960Switch(config-line)#password cisco

Sets the password to cisco

2960Switch(config-1line)#exit

Exits line vty mode

2960Switch(config)#

Setting IP Addresses and Default Gateways

2960Switch(config)#interface vlani

Enters the virtual interface
for VLAN 1, the default
VLAN on the switch

2960Switch(config-if)#ip address 172.16.10.2
255.255.255.0

Sets the IP address and
netmask to allow for remote
access to the switch

2960Switch(config-if)#exit

2960Switch(config)#ip default-gateway
172.16.10.1

Allows IP information an
exit past the local network

TIP: Forthe 2960 series switches, the IP address of the switch is just that—the IP
address for the entire switch. That is why you set the address in VLAN 1 (the
default VLAN of the switch) and not in a specific Ethernet interface.

Setting Interface Descriptions

2960Switch(config)#interface fastethernet 0/1

Enters interface
configuration mode

2960Switch(config-if)#description Finance VLAN

Adds a description of the
interface

TIP: The 2960 series switches have either 12 or 24
fa0/1, fa0/2, ... fa0/24—there is no fastethernet 0/0.

Fast Ethernet ports named
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Setting Duplex Operation

2960Switch2960Switch(config)#interface
fastethernet 0/1

Moves to interface
configuration mode

2960Switch(config-if)#duplex full

Forces full-duplex
operation

2960Switch(config-if)#duplex auto

Enables auto-duplex config

2960Switch(config-if)#duplex half

Forces half-duplex operation

Setting Operation Speed

2960Switch(config)#interface fastethernet 0/1

2960Switch(config-if)#speed 10

Forces 10-Mbps operation

2960Switch (config-if)#speed 100

Forces 100-Mbps operation

2960Switch(config-if)#speed auto

Enables autospeed
configuration

Managing the MAC Address Table

switch#show mac address-table

Displays current MAC
address forwarding table

switch#clear mac address-table

Deletes all entries from
current MAC address
forwarding table

switch#clear mac address-table dynamic

Deletes only dynamic
entries from table

Configuring Static MAC Addresses

2960Switch(config)#mac address-table static
aaaa.aaaa.aaaa vlan 1 interface fastethernet
0/1

Sets a permanent address to
port fastethernet 0/1 in
VLAN 1
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2960Switch(config)#no mac address-table
static aaaa.aaaa.aaaa vlan 1 interface
fastethernet 0/1

Removes the permanent
address to port fastethernet
0/1in VLAN 1

Switch Port Security

Switch(config)#interface fastethernet 0/1

Moves to interface
configuration mode.

Switch(config-if)#switchport port-security

Enables port security on the
interface.

Switch(config-if)#switchport port-security
maximum 4

Sets a maximum limit of
four MAC addresses that
will be allowed on this port.

NOTE: The maximum
number of secure MAC
addresses that you can
configure on a switch is set
by the maximum number of
available MAC addresses
allowed in the system.

Switch(config-if)#switchport port-security
mac-address 1234.5678.90ab

Sets a specific secure MAC
address 1234.5678.90ab.
You can add additional
secure MAC addresses up to
the maximum value
configured.

Switch(config-if)#switchport port-security
violation shutdown

Configures port security to
shut down the interface if a
security violation occurs.

NOTE: In shutdown mode,
the port is errdisabled, a log
entry is made, and manual
intervention or errdisable
recovery must be used to
reenable the interface.

Switch(config-if)#switchport port-security
violation restrict

Configures port security to
restrict mode if a security
violation occurs.
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NOTE: In restrict mode,
frames from a nonallowed
address are dropped, and
a log entry is made. The
interface remains
operational.

Switch(config-if)#switchport port-security Configures port security to
violation protect protect mode if a security
violation occurs.

NOTE: In protect mode,
frames from a nonallowed
address are dropped, but no
log entry is made. The
interface remains

operational.
Verifying Switch Port Security

Switch#show port-security Displays security
information for all
interfaces

Switch#show port-security interface Displays security

fastethernet 0/5 information for interface
fastethernet 0/5

Switch#show port-security address Displays MAC address
table security information

Switch#show mac address-table Displays the MAC address
table

Switch#clear mac address-table dynamic Deletes all dynamic MAC
addresses

Switch#clear mac address-table dynamic address | Deletes the specified
aaaa.bbbb.cccc dynamic MAC address

Switch#clear mac address-table dynamic Deletes all dynamic MAC

interface fastethernet 0/5 addresses on interface

fastethernet 0/5

Switch#clear mac address-table dynamic vlan 1@ | Deletes all dynamic MAC
addresses on VLAN 10
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Switch#clear mac address-table notification Clears MAC notification
global counters

NOTE: Beginning with
Cisco I0S Software Release
12.1(11)EAL, the clear mac
address-table command
(no hyphen in mac address)
replaces the clear mac-
address-table command
(with the hyphen in mac-
address). The clear mac-
address-table static
command (with the hyphen
in mac-address) will
become obsolete in a future
release.

Sticky MAC Addresses

Sticky MAC addresses are a feature of port security. Sticky MAC addresses limit switch
port access to a specific MAC address that can be dynamically learned, as opposed to a
network administrator manually associating a MAC address with a specific switch port.
These addresses are stored in the running configuration file. If this file is saved, the sticky
MAC addresses do not have to be relearned when the switch is rebooted, and thus provide
a high level of switch port security.

Switch(config)#interface fastethernet 0/5 Moves to interface
configuration mode.

Switch(config-if)#switchport port-security Converts all dynamic port
mac-address sticky security learned MAC
addresses to sticky secure
MAC addresses.
Switch(config-if)#switchport port-security Converts all dynamic port
mac-address sticky vlan 10 voice security learned MAC

addresses to sticky secure
MAC addresses on voice
VLAN 10.

NOTE: The voice
keyword is available only
if a voice VLAN is first
configured on a port and if
that port is not the access
VLAN.
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Configuration Example

Figure 11-1 shows the network topology for the basic configuration of a 2960 series switch
using commands covered in this chapter.

Network Topology for 2960 Series Switch Configuration

Network 192.168.1.0/24
— 7

\eicmardd

Fa0/0 | 192.168.1.1

2960Switch | 192.168.1.2
Fa0/1

Workstation A
192.168.1.10

switch>enable

Enters privileged mode.

switch#configure terminal

Enters global configuration
mode.

switch(config)#no ip domain-lookup

Turns off Domain Name
System (DNS) queries so
that spelling mistakes do not
slow you down.

switch(config)#hostname 2960

Sets the host name.

2960 (config)#enable secret cisco

Sets the encrypted secret
password to cisco.

2960 (config)#line console 0@

Enters line console mode.

2960 (config-line)#logging synchronous

Appends commands to a
new line; router information
will not interrupt.
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2960 (config-line)#login

User must log in to console
before use.

2960 (config-line)#password switch

Sets the password to switch.

2960 (config-line)#exec-timeout 0 0

Console will never log out.

2960 (config-line)#exit

Moves back to global
configuration mode.

2960 (config)#line aux 0

Moves to line auxiliary
mode.

2960 (config-line)#login

User must log in to auxiliary
port before use.

2960 (config-line)#password class

Sets the password to class.

2960 (config-line)#exit

Moves back to global
configuration mode.

2960 (config)#line vty 0@ 15

Moves to configure all 16 vty
ports at the same time.

2960 (config-line)#login

User must log in to vty port
before use.

2960 (config-line)#password class

Sets the password to class.

2960 (config-line)#exit

Moves back to global
configuration mode.

2960 (config)#ip default-gateway 192.168.1.1

Sets default gateway.

2960 (config)#interface vlan 1

Moves to virtual interface
VLAN 1 configuration
mode.

2960 (config-if)#ip address 192.168.1.2
255.255.255.0

Sets the IP address and
netmask for switch.

2960 (config-if)#no shutdown

Turns the virtual interface
on.

2960 (config-if)#interface fastethernet 0/1

Moves to interface
configuration mode for
fastethernet 0/1.
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2960 (config-if)#description Link to Bismarck

Router

Sets a local description.

2960 (config-if)#interface fastethernet 0/4

Moves to interface
configuration mode for
fastethernet 0/4.

2960 (config-if)#description Link to
Workstation A

Sets a local description.

2960 (config-if)#switchport port-security

Activates port security.

2960 (config-if)#switchport port-security
maximum 1

Only one MAC address will
be allowed in the MAC
table.

2960 (config-if)#switchport port-security
violation shutdown

Port will be turned off if
more than one MAC address
is reported.

2960 (config-if)#interface fastethernet 0/8

Moves to interface
configuration mode for
fastethernet 0/8.

2960 (config-if)#description Link to
Workstation B

Sets a local description.

2960 (config-if)#switchport port-security

Activates port security.

2960 (config-if)#switchport port-security
maximum 1

Only one MAC address will
be allowed in the MAC
table.

2960 (config-if)#switchport port-security
violation shutdown

Port will be turned off if
more than one MAC address
is reported.

2960 (config-if)#exit

Returns to global
configuration mode.

2960 (config)#exit

Returns to privileged mode.

2960#copy running-config startup-config

Saves the configuration to
NVRAM.

2960#
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CHAPTER 12

VLANSs

This chapter provides information and commands concerning the following topics:

* Creating static VLANs
— Using VLAN configuration mode
— Using VLAN database mode

* Assigning ports to VLANs

* Using the range command

e Verifying VLAN information

» Saving VLAN configurations

* FErasing VLAN configurations

» Configuration example: VLANs

Creating Static VLANs

Static VLANSs occur when a switch port is manually assigned by the network
administrator to belong to a VLAN. Each port is associated with a specific VLAN. By
default, all ports are originally assigned to VLAN 1. You can create VLANS in two
different ways:

» Using the VLAN configuration mode, which is the recommended way to create
VLANs

» Using the VLAN database mode (which should not be used but is still available)

Using VLAN Configuration Mode

Switch(config)#vlan 3 Creates VLAN 3 and enters VLAN
configuration mode for further
definitions.

Switch(config-vlan)#name Assigns a name to the VLAN. The

Engineering length of the name can be from 1 to

32 characters.

Switch(config-vlan)#exit Applies changes, increases the revision
number by 1, and returns to global
configuration mode.

Switch(config)#
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NOTE: This method is the only way to configure extended-range VLANs (VLAN

IDs from 100 to 4094).

NOTE: Regardless of the method used to create VLANS, the VTP revision number
is increased by 1 each time a VLAN is created or changed.

Using VLAN Database Mode

CAUTION: The VLAN database mode has been deprecated and will be removed
in some future Cisco I0OS Software release. It is recommended to use only VLAN

configuration mode.

Switch#vlan database

Enters VLAN database mode.

Switch(vlan)#vlan 4 name Sales

Creates VLAN 4 and names it Sales.
The length of the name can be from 1 to
32 characters.

Switch(vlan)#vlan 10

Creates VLAN 10 and gives it a name of

VLANO0010 as a default.
Switch(vlan)#apply Applies changes to the VLAN database and
increases the revision number by 1.
Switch(vlan)#exit Applies changes to the VLAN database,
increases the revision number by 1, and exits
VLAN database mode.
Switch#

NOTE: You mustapply the changes to the VLAN database for the changes to take
effect. You must use either the apply command or the exit command to do so.
Using the (tr)-(z) command to exit out of the VLAN database does not work in this
mode because it aborts all changes made to the VLAN database—you must either
use exit or apply and then the exit command.

Assigning Ports to VLANs

Switch(config)#interface fastethernet 0/1 Moves to interface

configuration mode

Switch(config-if)#switchport mode access Sets the port to access mode

Switch(config-if)#switchport access vlan 10 | Assigns this port to VLAN 10
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NOTE: When the switchport mode access command is used, the port
operates as a nontrunking, single VLAN interface that transmits and receives

nonencapsulated frames.

An access port can belong to only one VLAN.

Using the range Command

Switch(config)#interface range
fastethernet 0/1 - 9

Enables you to set the same configuration
parameters on multiple ports at the same
time.

NOTE: There is a space before and after
the hyphen in the interface range
command.

Switch(config-if-range)#switchport
mode access

Sets ports 1-9 as access ports.

Switch(config-if-range)#switchport
access vlan 10

Assigns ports 1-9 to VLAN 10.

Verifying VLAN Information

Switch#show vlan

Displays VLAN information

Switch#show vlan brief

Displays VLAN information in brief

Switch#show vlan id 2

Displays information about VLAN 2 only

Switch#show vlan name marketing

Displays information about VLAN named
marketing only

Switch#show interfaces vlan x

Displays interface characteristics for the
specified VLAN

Saving VLAN Configurations

The configurations of VLANS 1 through 1005 are always saved in the VLAN database. As
long as the apply or the exit command is executed in VLAN database mode, changes are
saved. If you are using VLAN configuration mode, the exit command saves the changes to

the VLAN database, too.
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If the VLAN database configuration is used at startup, and the startup configuration
file contains extended-range VLAN configuration, this information is lost when the system
boots.

If you are using VTP transparent mode, the configurations are also saved in the running
configuration and can be saved to the startup configuration using the copy running-config
startup-config command.

If the VTP mode is transparent in the startup configuration, and the VLAN database and the
VTP domain name from the VLAN database matches that in the startup configuration file,
the VLAN database is ignored (cleared), and the VTP and VLAN configurations in the
startup configuration file are used. The VLAN database revision number remains
unchanged in the VLAN database.

Erasing VLAN Configurations

Switch#delete flash:vlan.dat | Removes the entire VLAN database from flash.

WARNING: Make sure there is no space
between the colon (:) and the characters vian.dat.
You can potentially erase the entire contents of
the flash with this command if the syntax is not
correct. Make sure you read the output from the
switch. If you need to cancel, press Ctr)-C) to
escape back to privileged mode:

(Switch#)

Switch#delete flash:vlan.dat

Delete filename [vlan.dat]?

Delete flash:vlan.dat? [confirm]

Switch#
Switch(config)#interface Moves to interface configuration mode.
fastethernet 0/5
Switch(config-if)#no Removes port from VLAN 5 and reassigns it to
switchport access vlan 5 VLAN I—the default VLAN.
Switch(config-if)#exit Moves to global configuration mode.
Switch(config)#no vlan 5 Removes VLAN 5 from the VLAN database.
Or
Switch#vlan database Enters VLAN database mode.
Switch(vlan)#no vlan 5 Removes VLAN 5 from the VLAN database.
Switch(vlan)#exit Applies changes, increases the revision number

by 1, and exits VLAN database mode.
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NOTE: When you delete a VLAN from a switch that is in VTP server mode, the
VLAN is removed from the VLAN database for all switches in the VTP domain.
When you delete a VLAN from a switch that is in VTP transparent mode, the
VLAN is deleted only on that specific switch.

NOTE: You cannot delete the default VLANs for the different media types:
Ethernet VLAN 1 and FDDI or Token Ring VLANs 1002 to 1005.

CAUTION: When you delete a VLAN, any ports assigned to that VLAN become
inactive. They remain associated with the VLAN (and thus inactive) until you
assign them to a new VLAN. Therefore, it is recommended that you reassign
ports to a new VLAN or the default VLAN before you delete a VLAN from the
VLAN database.

Configuration Example: VLANs

Figure 12-1 illustrates the network topology for the configuration that follows, which shows
how to configure VLANS using the commands covered in this chapter.

Figure 12-2  Network Topology for VLAN Configuration Example
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2960 Switch

Switch>enable

Moves to privileged mode.

Switch#configure terminal

Moves to global configuration mode.

Switch(config)#hostname 2960

Sets the host name.

2960 (config)#vlan 10

Creates VLAN 10 and enters VLAN
configuration mode.

2960 (config-vlan)#name Admin

Assigns a name to the VLAN.

2960 (config-vlan)#exit

Increases the revision number by 1 and
returns to global configuration mode.

2960 (config)#vlan 20

Creates VLAN 20 and enters VLAN
configuration mode.

2960 (config-vlan)#name Accounting

Assigns a name to the VLAN.

2960 (config-vlan)#vlan 30

Creates VLAN 30 and enters VLAN
configuration mode. Note that you do not
have to exit back to global configuration
mode to execute this command.

2960 (config-vlan)#name
Engineering

Assigns a name to the VLAN.

2960 (config-vlan)#exit

Increases the revision number by 1 and
returns to global configuration mode.

2960 (config)#interface range
fasthethernet 0/1 - 8

Enables you to set the same configuration
parameters on multiple ports at the same
time.

2960 (config-if-range)#switchport
mode access

Sets ports 1-8 as access ports.

2960 (config-if-range)#switchport
access vlan 10

Assigns ports 1-8 to VLAN 10.

2960 (config-if-range)#interface
range fastethernet 0/9 - 15

Enables you to set the same configuration
parameters on multiple ports at the same
time.

2960 (config-if-range)#switchport
mode access

Sets ports 9-15 as access ports.

2960 (config-if-range)#switchport
access vlan 20

Assigns ports 9-15 to VLAN 20.
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2960 (config-if-range)#interface
range fastethernet 0/16 - 24

Enables you to set the same configuration
parameters on multiple ports at the same
time.

2960 (config-if-range)#switchport
mode access

Sets ports 16-24 as access ports.

2960 (config-if-range)#switchport
access vlan 30

Assigns ports 16-24 to VLAN 30.

2960 (config-if-range)#exit

Returns to global configuration mode.

2960 (config)#exit

Returns to privileged mode.

2960#copy running-config startup-
config

Saves the configuration in NVRAM.
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CHAPTER 13

VLAN Trunking Protocol
and Inter-VLAN Routing

This chapter provides information and commands concerning the following topics:

* Dynamic Trunking Protocol (DTP)
* Setting the encapsulation type
e VLAN Trunking Protocol (VTP)
— Using global configuration mode
— Using VLAN database mode
e Verifying VTP
* Inter-VLAN communication using an external router: Router-on-a-stick
e Inter-VLAN communication tips

» Configuration example: Inter-VLAN communication

Dynamic Trunking Protocol (DTP)

Switch (config)#interface Moves to interface configuration mode.
fastethernet 0/1

Switch(config-if) Makes the interface actively attempt to
#switchport mode dynamic convert the link to a trunk link.
desirable

NOTE: With the switchport mode dynamic
desirable command set, the interface
becomes a trunk link if the neighboring
interface is set to trunk, desirable, or auto.

Switch(config-if) Makes the interface able to convert into a
#switchport mode dynamic trunk link.
auto

NOTE: With the switchport mode dynamic
auto command set, the interface becomes a
trunk link if the neighboring interface is set to
trunk or desirable.

Switch(config-if) Prevents the interface from generating DTP
#switchport nonegotiate frames.
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NOTE: Use the switchport mode
nonegotiate command only when the
interface switchport mode is access or trunk.
You must manually configure the neighboring
interface to establish a trunk link.

Switch(config-if)
#switchport mode trunk

Puts the interface into permanent trunking
mode and negotiates to convert the link into a
trunk link.

NOTE: With the switchport mode trunk
command set, the interface becomes a trunk
link even if the neighboring interface is not a
trunk link.

TIP: The default mode is dependent on the platform. For the 2960, the default

mode is dynamic auto.

TIP: On a 2960 switch, the default for all ports is to be an access port. However,
with the default DTP mode being dynamic auto, an access port can be converted
into a trunk port if that port receives DTP information from the other side of

the link if that side is set to trunk or desirable. It is therefore recommended to hard-
code all access ports as access ports with the switchport mode access command.
This way, DTP information will not inadvertently change an access port to a
trunk port. Any port set with the switchport mode access command ignores any

DTP requests to convert the link.

Setting the Encapsulation Type

Depending on the series of switch that you are using, you might have a choice as to what
type of VLAN encapsulation you want to use: the Cisco proprietary Inter-Switch Link (ISL)
or the IEEE Standard 802.1q (dotlq). The 2960 switch supports only dotlq trunking.

3560Switch(config)#interface
fastethernet 0/1

Moves to interface configuration mode

3560Switch(config-if)
#switchport mode trunk

Puts the interface into permanent trunking
mode and negotiates to convert the link into a
trunk link

3560Switch(config-if)
#switchport trunk
encapsulation isl

Specifies ISL encapsulation on the trunk link

3560Switch(config-if)
#switchport trunk
encapsulation dotiq

Specifies 802.1q encapsulation on the trunk
link
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3560Switch(config-if) Specifies that the interface negotiate with
#switchport trunk the neighboring interface to become either
encapsulation negotiate an ISL or dotlq trunk, depending on the

capabilities or configuration of the
neighboring interface

TIP: With the switchport trunk encapsulation negotiate command set, the
preferred trunking method is ISL.

CAUTION: The 2960 series switch supports only dot1q trunking.

VLAN Trunking Protocol (VTP)

VTP is a Cisco proprietary protocol that allows for VLAN configuration (addition, deletion,
or renaming of VLANS) to be consistently maintained across a common administrative
domain.

Using Global Configuration Mode

Switch(config)#vtp mode Changes the switch to VTP client mode.
client

Switch(config)#vtp mode Changes the switch to VTP server mode.
server

Switch(config)#vtp mode Changes the switch to VTP transparent mode.
transparent

NOTE: By default, all Catalyst switches are in
server mode.

Switch(config)#no vtp mode Returns the switch to the default VTP server
mode.

Switch(config)#vtp domain Configures the VTP domain name. The name

domain-name can be from 1 to 32 characters long.

NOTE: All switches operating in VTP server or
client mode must have the same domain name
to ensure communication.

Switch(config)#vtp password Configures a VTP password. In Cisco 10S
password Software Release 12.3 and later, the password is
an ASCII string from 1 to 32 characters long. If
you are using a Cisco IOS Software release
earlier than 12.3, the password length ranges
from 8 to 64 characters long.
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NOTE: To communicate with each other, all
switches must have the same VTP password set.

Switch(config)#vtp v2-mode

Sets the VTP domain to Version 2. This
command is for Cisco IOS Software Release
12.3 and later. If you are using a Cisco [0S
Software release earlier than 12.3, the command
is vtp version 2.

NOTE: VTP Versions 1 and 2 are not
interoperable. All switches must use the same
version. The biggest difference between
Versions 1 and 2 is that Version 2 has support
for Token Ring VLANS.

Switch(config)#vtp pruning

Enables VTP pruning.

NOTE: By default, VTP pruning is disabled.
You need to enable VTP pruning on only
1 switch in VTP server mode.

NOTE: Only VLANs includ
through 1001 are pruning e

ed in the pruning-eligible list can be pruned. VLANs 2
ligible by default on trunk ports. Reserved VLANs

and extended-range VLANs cannot be pruned. To change which eligible
VLANSs can be pruned, use the interface-specific switchport trunk pruning

vlan command:

Switch(config-if)#switc
! Removes VLANs 4 and 2
Switch(config-if)#switc
! A1l VLANs are added t

hport trunk pruning vlan remove 4, 20-30
0-30

hport trunk pruning vlan except 40-50

o the pruning list except for 40-50

Using VLAN Database Mode

CAUTION: The VLAN data
in some future Cisco I0S re
the VLAN configuration mo

base mode has been deprecated and will be removed
lease. Recommended practice dictates using only
de.

Switch#vlan database

Enters VLAN database mode.

Switch(vlan)#vtp client

Changes the switch to VTP client mode.

Switch(vlan)#vtp server

Changes the switch to VTP server mode.

Switch(vlan)#vtp
transparent

Changes the switch to VTP transparent mode.

NOTE: By default, all Catalyst switches are in server
mode.
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Switch(vlan)#vtp domain | Configures the VTP domain name. The name can be
domain-name from 1 to 32 characters long.

NOTE: All switches operating in VTP server or client
mode must have the same domain name to ensure

communication.
Switch(vlan)#vtp Configures a VTP password. In Cisco IOS Software
password password Release 12.3 and later, the password is an ASCII string

from 1 to 32 characters long. If you are using a Cisco
IOS release earlier than 12.3, the password length
ranges from 8 to 64 characters long.

NOTE: All switches must have the same VTP
password set to communicate with each other.

Switch(vlan)#vtp v2-mode | Sets the VTP domain to Version 2. This command is
for Cisco IOS Release 12.3 and later. If you are using a
Cisco IOS release earlier than 12.3, the command is
vtp version 2.

NOTE: VTP Versions 1 and 2 are not interoperable.
All switches must use the same version. The

biggest difference between Versions 1 and 2 is that
Version 2 has support for Token Ring VLANSs.

Switch(vlan)#vtp pruning | Enables VTP pruning.

NOTE: By default, VTP pruning is disabled. You
need to enable VTP pruning on only one switch in
VTP server mode.

NOTE: Only VLANSs included in the pruning-eligible
list can be pruned. VLANSs 2 through 1001 are pruning
eligible by default on trunk ports. Reserved VLANs
and extended-range VLANS cannot be pruned. To
change which eligible VLANS can be pruned, use the
interface-specific switchport trunk pruning vlan
command:

Switch(config-if)#switchport trunk pruning
vlan remove 4, 20-30

Removes VLANSs 4 and 20 through 30.

Switch(config-if)#switchport trunk pruning
vlan except 40-50

All VLANS are added to the pruning list except for 40
through 50.

Switch(vlan)#exit Applies changes to the VLAN database, increases the
revision number by 1, and exits back to privileged
mode.
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Inter-VLAN Communication Using an External Router: Router-on-a-Stick

Verifying VTP

Switch#show vtp status

Displays general information about VTP configuration

Switch#show vtp counters

Displays the VTP counters for the switch

NOTE:

If trunking has been established before VTP is set up, VTP information

is propagated throughout the switch fabric almost immediately. However,
because VTP information is advertised only every 300 seconds (5 minutes),
unless a change has been made to force an update, it can take several minutes
for VTP information to be propagated.

Inter-VLAN Communication Using an External Router:

Router-on-a-Stick

Router(config)#interface
fastethernet 0/0

Moves to interface configuration mode.

Router(config-if)#duplex full

Sets the interface to full duplex.

Router(config-if)#no shutdown

Enables the interface.

Router(config-if)#interface
fastethernet 0/0.1

Creates subinterface 0/0.1 and moves to
subinterface configuration mode.

Router(config-subif)#description
Management VLAN 1

(Optional) Sets the locally significant
description of the subinterface.

Router(config-subif)
#encapsulation dot1q 1 native

Assigns VLAN 1 to this subinterface.
VLAN 1 will be the native VLAN. This
subinterface will use the 802.1q trunking
protocol.

Router(config-subif)#ip address
192.168.1.1 255.255.255.0

Assigns the IP address and netmask.

Router(config-subif)#interface
fastethernet 0/0.10

Creates subinterface 0/0.10 and moves to
subinterface configuration mode.

Router(config-subif)#description
Accounting VLAN 10

(Optional) Sets the locally significant
description of the subinterface.

Router(config-subif)
#encapsulation dot1q 10

Assigns VLAN 10 to this subinterface. This
subinterface will use the 802.1q trunking
protocol.
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Router(config-subif)#ip address
192.168.10.1 255.255.255.0

Assigns the IP address and netmask.

Router(config-subif)#exit

Returns to interface configuration mode.

Router(config-if)#exit

Returns to global configuration mode.

Router(config)#

NOTE: The subnets of the VLANSs are directly connected to the router. Routing
between these subnets does not require a dynamic routing protocol. In a more
complex topology, these routes need to either be advertised with whatever
dynamic routing protocol is being used or be redistributed into whatever dynamic
routing protocol is being used.

NOTE: Routes to the subnets associated with these VLANs appear in the routing
table as directly connected networks.

Inter-VLAN Communication Tips

Although most routers support both ISL and dot1q encapsulation, some switch models
only support dotlq (the 2950 and 2960 series, for example).

If you need to use ISL as your trunking protocol, use the command encapsulation isl
x, where x is the number of the VLAN to be assigned to that subinterface.

Recommended best practice is to use the same number of the VLAN number for the
subinterface number. It is easier to troubleshoot VLAN 10 on subinterface fa0/0.10
than on fa0/0.2.

The native VLAN (usually VLAN 1) cannot be configured on a subinterface for Cisco
10S Software releases that are earlier than 12.1(3)T. Native VLAN IP addresses
therefore need to be configured on the physical interface. Other VLAN traffic is
configured on subinterfaces:

Router (config) #interface fastethernet 0/0

Router (config-if) #encapsulation dotlg 1 native

Router (config-if) #ip address 192.168.1.1 255.255.255.0
Router (config-if) #interface fastethernet 0/0.10

Router (config-subif) #encapsulation dotlg 10

Router (config-subif) #ip address 192.168.10.1 255.255.255.0
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Configuration Example: Inter-VLAN Communication

Figure 13-1 illustrates the network topology for the configuration that follows, which shows
how to configure inter-VLAN communication using commands covered in this chapter.
Some commands used in this configuration are from previous chapters.

Figure 13-3  Network Topology for Inter-VLAN Communication Configuration
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ISP Router

Router>enable

Moves to privileged mode

Router>#configure terminal

Moves to global configuration mode

Router(config)#hostname ISP

Sets the host name

ISP(config)#interface loopback @

Moves to interface configuration mode

ISP(config-if)#description
simulated address representing
remote website

Sets the locally significant interface
description

ISP(config-if)#ip address
198.133.219.1 255.255.255.0

Assigns the IP address and netmask

ISP(config-if)#interface serial
0/0/0

Moves to interface configuration mode

ISP(config-if)#description WAN
link to the Corporate Router

Sets the locally significant interface
description

ISP(config-if)#ip address
192.31.7.5 255.255.255.252

Assigns the IP address and netmask

ISP(config-if)#clock rate 56000

Assigns a clock rate to the interface—the
DCE cable is plugged into this interface

ISP(config-if)#no shutdown

Enables the interface

ISP(config-if)#exit

Returns to global configuration mode

ISP(config-if)#router eigrp 10

Creates Enhanced Interior Gateway Routing
Protocol (EIGRP) routing process 10

ISP(config-router)#network
198.133.219.0

Advertises directly connected networks
(classful address only)

ISP(config-router)#network
192.31.7.0

Advertises directly connected networks
(classful address only)

ISP(config-router)#no auto-
summary

Disables auto summarization

ISP(config-router)#exit

Returns to global configuration mode

ISP(config)#exit

Returns to privileged mode

ISP#copy running-config startup-
config

Saves the configuration to NVRAM




134 Configuration Example: Inter-VLAN Communication

CORP Router

Router>enable

Moves to privileged mode.

Router>#configure terminal

Moves to global configuration mode.

Router(config)#hostname CORP

Sets the host name.

CORP(config)#no ip domain-lookup

Turns off Domain Name System (DNS)
resolution to avoid wait time due to DNS
lookup of spelling errors.

CORP (config)#interface serial
0/0/0

Moves to interface configuration mode.

CORP(config-if)#description link
to ISP

Sets the locally significant interface
description.

CORP(config-if)#ip address
192.31.7.6 255.255.255.252

Assigns the IP address and netmask.

CORP (config-if)#no shutdown

Enables the interface.

CORP(config-if)#exit

Returns to global configuration mode.

CORP(config)#interface
fastethernet 0/0

Enters interface configuration mode.

CORP (config-if)#duplex full

Enables full-duplex operation to ensure
trunking takes effect between here and
L2Switchl.

CORP (config-if)#no shutdown

Enables the interface.

CORP(config-if)#interface
fastethernet 0/0.1

Creates a virtual subinterface and moves
to subinterface configuration mode.

CORP (config-subif)#description
Management VLAN 1 - Native VLAN

Sets the locally significant interface
description.

CORP (config-subif)#encapsulation
dot1gq 1 native

Assigns VLAN 1 to this subinterface.
VLAN 1 will be the native VLAN. This
subinterface will use the 802.1q trunking
protocol.

CORP(config-subif)#ip address
192.168.1.1 255.255.255.0

Assigns the IP address and netmask.

CORP (config-subif)#interface
fastethernet 0/0.10

Creates a virtual subinterface and moves
to subinterface configuration mode.
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CORP(config-subif)#description
Sales VLAN 10

Sets the locally significant interface
description.

CORP(config-subif)#encapsulation
dot1q 10

Assigns VLAN 10 to this subinterface.
This subinterface will use the 802.1q
trunking protocol.

CORP(config-subif)#ip address
192.168.10.1 255.255.255.0

Assigns the IP address and netmask.

CORP (config-subif)#interface
fastethernet 0/0.20

Creates a virtual subinterface and moves
to subinterface configuration mode.

CORP (config-subif)#description
Engineering VLAN 20

Sets the locally significant interface
description.

CORP (config-subif)#encapsulation
dot1q 20

Assigns VLAN 20 to this subinterface.
This subinterface will use the 802.1q
trunking protocol.

CORP(config-subif)#ip address
192.168.20.1 255.255.255.0

Assigns the IP address and netmask.

CORP (config-subif)#interface
fastethernet 0/0.30

Creates a virtual subinterface and moves
to subinterface configuration mode.

CORP (config-subif)#description
Marketing VLAN 30

Sets the locally significant interface
description.

CORP (config-subif)#encapsulation
dot1q 30

Assigns VLAN 30 to this subinterface.
This subinterface will use the 802.1q
trunking protocol.

CORP (config-subif)#ip add
192.168.30.1 255.255.255.0

Assigns the IP address and netmask.

CORP(config-subif)#exit

Returns to interface configuration mode.

CORP(config-if)#exit

Returns to global configuration mode.

CORP (config)#router eigrp 10

Creates EIGRP routing process 10 and
moves to router configuration mode.

CORP (config-router)#network
192.168.1.0

Advertises the 192.168.1.0 network.

CORP(config-router)#network
192.168.10.0

Advertises the 192.168.10.0 network.

CORP (config-router)#network
192.168.20.0

Advertises the 192.168.20.0 network.

135
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CORP(config-router)#network
192.168.30.0

Advertises the 192.168.30.0 network.

CORP(config-router)#network
192.31.7.0

Advertises the 192.31.7.0 network.

CORP (config-router)#no auto-
summary

Turns off automatic summarization at the
classful boundary.

CORP(config-router)#exit

Returns to global configuration mode.

CORP(config)#exit

Returns to privileged mode.

CORP#copy running-config startup-
config

Saves the configuration in NVRAM.

L2Switch1 (Catalyst 2960)

Switch>enable

Moves to privileged mode.

Switch#configure terminal

Moves to global configuration mode.

Switch(config)#hostname L2Switch1

Sets the host name.

L2Switch1(config)#no ip domain-lookup

Turns off DNS resolution.

L2Switch1(config)#vlan 10

Creates VLAN 10 and enters VLAN
configuration mode.

L2Switch1(config-vlan)#name Sales

Assigns a name to the VLAN.

L2Switch1(config-vlan)#exit

Returns to global configuration mode.

L2Switch1(config)#vlan 20

Creates VLAN 20 and enters VLAN
configuration mode.

L2Switch1(config-vlan)#name
Engineering

Assigns a name to the VLAN.

L2Switch1(config-vlan)#vlan 30

Creates VLAN 30 and enters VLAN
configuration mode. Note that you do
not have to exit back to global
configuration mode to execute this
command.

L2Switch1(config-vlan)#name Marketing

Assigns a name to the VLAN.

L2Switch1(config-vlan)#exit

Returns to global configuration mode.
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L2Switch1(config)#interface range
fastethernet 0/2 - 4

Enables you to set the same
configuration parameters on multiple
ports at the same time.

L2Switch1(config-if-range)#switchport
mode access

Sets ports 2—4 as access ports.

L2Switch1(config-if-range)#switchport
access vlan 10

Assigns ports 2—4 to VLAN 10.

L2Switch1(config-if-range)#interface
range fastethernet 0/5 - 8

Enables you to set the same
configuration parameters on multiple
ports at the same time.

L2Switch1(config-if-range)#switchport
mode access

Sets ports 5—8 as access ports.

L2Switch1(config-if-range)#switchport
access vlan 20

Assigns ports 5-8 to VLAN 20.

L2Switch1(config-if-range)#interface
range fastethernet 0/9 - 12

Enables you to set the same
configuration parameters on multiple
ports at the same time

L2Switch1(config-if-range)#switchport
mode access

Sets ports 9—12 as access ports.

L2Switch1(config-if-range)#switchport
access vlan 30

Assigns ports 9-12 to VLAN 30.

L2Switchi1(config-if-range)#exit

Returns to global configuration mode.

L2Switchi1(config)#interface
fastethernet 0/1

Moves to interface configuration
mode.

L2Switch1 (config)#description Trunk
Link to CORP Router

Sets the locally significant interface
description.

L2Switchi1(config-if)#switchport mode
trunk

Puts the interface into trunking mode
and negotiates to convert the link into
a trunk link

L2Switch1(config-if)#exit

Returns to global configuration mode.

L2Switchi1(config)#interface vlan 1

Creates the virtual interface for
VLAN 1 and enters interface
configuration mode.
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L2Switch1(config-if)#ip address
192.168.1.2 255.255.255.0

Assigns the IP address and netmask.

L2Switch1(config-if)#no shutdown

Enables the interface.

L2Switchi1(config-if)#exit

Returns to global configuration mode.

L2Switch1(config)#ip default-gateway
192.168.1.1

Assigns the default gateway address.

L2Switch1(config)#exit

Returns to privileged mode.

L2Switch1#copy running-config
startup-config

Saves the configuration in NVRAM.




CHAPTER 14

STP and
EtherChannel

This chapter provides information and commands concerning the following topics:

* Spanning Tree Protocol
— Enabling Spanning Tree Protocol
— Configuring the root switch
— Configuring a secondary root switch
— Configuring port priority
— Configuring the path cost
— Configuring the switch priority of a VLAN
— Configuring STP timers
— Verifying STP
— Optional STP configurations
— Changing the spanning-tree mode
— Extended System ID
— Enabling Rapid Spanning Tree
— Troubleshooting Spanning Tree
— Configuration example: STP
» EtherChannel
— Interface modes in EtherChannel
— Guidelines for configuring EtherChannel
— Configuring Layer 2 EtherChannel
— Verifying EtherChannel

— Configuration example: EtherChannel

Spanning Tree Protocol

Enabling Spanning Tree Protocol

Switch(config)#spanning-tree vlan 5 Enables STP on VLAN 5

Switch(config)#no spanning-tree vlan 5 | Disables STP on VLAN 5
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NOTE: If more VLANs are defined in the VLAN Trunking Protocol (VTP) than
there are spanning-tree instances, you can only have STP on 64 VLANSs. If you
have more than 128 VLANSs, it is recommended that you use Multiple STP.

Configuring the Root Switch

Switch(config)#spanning-tree vlan 5
root

Modifies the switch priority from the
default 32768 to a lower value to allow
the switch to become the root switch for
VLAN 5.

NOTE: If all other switches have
extended system ID support, this switch
resets its priority to 24576. If any other
switch has a priority set to below 24576
already, this switch sets its own priority
to 4096 less than the lowest switch
priority. If by doing this the switch
would have a priority of less than 1, this
command fails.

Switch(config)#spanning-tree vlan
5 root primary

Switch recalculates timers along with
priority to allow the switch to become
the root switch for VLAN 5.

TIP: The root switch should be a
backbone or distribution switch.

Switch(config)#spanning-tree vlan 5
root primary diameter 7

Configures the switch to be the root
switch for VLAN 5 and sets the network
diameter to 7.

TIP: The diameter keyword is used to
define the maximum number of switches
between any two end stations. The range
is from 2 to 7 switches.

Switch(config)#spanning-tree vlan 5
root primary hello-time 4

Configures the switch to be the root
switch for VLAN 5 and sets the hello-
delay timer to 4 seconds.

TIP: The hello-time keyword sets the
hello-delay timer to any amount
between 1 and 10 seconds. The default
time is 2 seconds.
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Configuring a Secondary Root Switch

Switch(config)#spanning-tree vlan 5
root secondary

Switch recalculates timers along with
priority to allow the switch to become
the root switch for VLAN 5 should the
primary root switch fail.

NOTE: If all other switches have
extended system ID support, this switch
resets its priority to 28672. Therefore, if
the root switch fails, and all other
switches are set to the default priority of
32768, this becomes the new root
switch. For switches without extended
system ID support, the switch priority is
changed to 16384.

Switch(config)#spanning-tree vlan
5 root secondary diameter 7

Configures the switch to be the
secondary root switch for VLAN 5 and
sets the network diameter to 7.

Switch(config)#spanning-tree vlan 5
root secondary hello-time 4

Configures the switch to be the
secondary root switch for VLAN 5 and
sets the hello-delay timer to 4 seconds.

Configuring Port Priority

Switch(config)#interface
gigabitethernet 0/1

Moves to interface configuration mode.

Switch(config-if)#spanning-tree
port-priority 64

Configures the port priority for the
interface that is an access port.

Switch(config-if)#spanning-tree
vlan 5 port-priority 64

Configures the VLAN port priority for
an interface that is a trunk port.

NOTE: Port priority is used to break a
tie when 2 switches have equal
priorities for determining the root
switch. The number can be between 0
and 255. The default port priority is
128. The lower the number, the higher
the priority.
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Configuring the Path Cost

Switch(config)#interface Moves to interface configuration mode.
gigabitethernet 0/1

Switch(config-if)#spanning-tree Configures the cost for the interface that is
cost 100000 an access port.
Switch(config-if)#spanning-tree Configures the VLAN cost for an interface
vlan 5 cost 1000000 that is a trunk port.

NOTE: If a loop occurs, STP uses the
path cost when trying to determine which
interface to place into the forwarding state.
A higher path cost means a lower speed
transmission. The range of the cost
keyword is 1 through 200000000. The
default is based on the media speed of the
interface.

Configuring the Switch Priority of a VLAN

Switch(config)#spanning-tree vlan 5 Configures the switch priority of
priority 12288 VLAN 5 to 12288

NOTE: With the priority keyword, the range is 0 to 61440 in increments of 4096.
The default is 32768. The lower the priority, the more likely the switch will be
chosen as the root switch.

Only the following numbers can be used as a priority value:

0 4096 8192 12288
16384 20480 24576 28672
32768 36864 40960 45056
49152 53248 57344 61440

CAUTION: Cisco recommends caution when using this command. Cisco further
recommends that the spanning-tree vlan x root primary or the spanning-tree
vlan x root secondary command be used instead to modify the switch priority.
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Configuring STP Timers

Switch(config)#spanning-tree vlan 5 Changes the hello-delay timer to 4
hello-time 4 seconds on VLAN 5
Switch(config)#spanning-tree vlan 5 Changes the forward-delay timer
forward-time 20 to 20 seconds on VLAN 5
Switch(config)#spanning-tree vlan 5 Changes the maximum-aging timer
max-age 25 to 25 seconds on VLAN 5

NOTE: For the hello-time command, the range is 1to 10 seconds. The default is
2 seconds.

For the forward-time command, the range is 4 to 30 seconds. The default is 15
seconds.

For the max-age command, the range is 6 to 40 seconds. The default is 20
seconds.

CAUTION: Cisco recommends caution when using this command. Cisco further
recommends that the spanning-tree vlan x root primary or the spanning-tree
vlan x root secondary command be used instead to modify the switch timers.

Verifying STP

Switch#show spanning-tree Displays STP information

Switch#show spanning-tree active Displays STP information on active
interfaces only

Switch#show spanning-tree brief Displays a brief status of the STP

Switch#show spanning-tree detail Displays a detailed summary of
interface information

Switch#show spanning-tree interface Displays STP information for
gigabitethernet 0/1 interface gigabitethernet 0/1
Switch#show spanning-tree summary Displays a summary of port states
Switch#show spanning-tree summary Displays the total lines of the STP
totals section

Switch#show spanning-tree vlan 5 Displays STP information for

VLAN 5
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Optional STP Configurations

Although the following commands are not mandatory for STP to work, you might find these

helpful to fine-tune your network.

PortFast

Switch(config)#interface
fastethernet 0/10

Moves to interface configuration mode.

Switch(config-if)#spanning-
tree portfast

Enables PortFast on an access port.

Switch(config-if)#spanning-
tree portfast trunk

Enables PortFast on a trunk port.

WARNING: Use the portfast command only
when connecting a single end station to an
access or trunk port. Using this command on a
port connected to a switch or hub could prevent
spanning tree from detecting loops.

NOTE: If you enable the voice VLAN feature,
PortFast is enabled automatically. If you disable
voice VLAN, PortFast is still enabled.

Switch#show spanning-tree
interface fastethernet 0/10
portfast

Displays PortFast information on interface
fastethernet 0/10.

BPDU Guard

Switch(config)#spanning-tree
portfast bpduguard default

Globally enables BPDU Guard.

Switch(config)#interface
range fastethernet 0/1 - 5

Enters interface range configuration mode.

Switch(config-if-
range)#spanning-tree portfast

Enables PortFast on all interfaces in the range.

NOTE: By default, BPDU Guard is disabled.

Switch(config)#errdisable
recovery cause bpduguard

Allows port to reenable itself if the cause of the
error is BPDU Guard by setting a recovery timer.
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Switch(config)#errdisable
recovery interval 400

Sets recovery timer to 400 seconds. The default
is 300 seconds. The range is from 30 to 86400
seconds.

Switch#show spanning-tree
summary totals

Verifies whether BPDU Guard is enabled or
disabled.

Switch#show errdisable
recovery

Displays errdisable recovery timer information.

Changing the Spanning-Tree Mode

Different types of spanning tree can be configured on a Cisco switch. The options vary

according to the platform:

e Per-VLAN Spanning Tree (PVST)—There is one instance of spanning tree for each
VLAN. This is a Cisco proprietary protocol.

e Per-VLAN Spanning Tree Plus (PVST+)—Also Cisco proprietary. Has added

extensions to the PVST protocol.

* Rapid PVST+—This mode is the same as PVST+ except that it uses a rapid
convergence based on the 802.1w standard.

¢ Multiple Spanning Tree Protocol (MSTP)—IEEE 802.1s. Extends the 802.1w
Rapid Spanning Tree (RST) algorithm to multiple spanning trees. Multiple VLANs
can map to a single instance of RST. You cannot run MSTP and PVST at the same

time.

Switch(config)#spanning-tree mode
mst

Enables MSTP. This command is
available only on a switch running the EI
software image.

Switch(config)#spanning-tree mode
pvst

Enables PVST. This is the default
setting.

Switch(config)#spanning-tree mode
rapid-pvst

Enables Rapid PVST+.
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Extended System ID

Switch(config)#spanning-
tree extend system-id

Enables extended system ID, also known as MAC
address reduction.

NOTE: Catalyst switches running software
earlier than Cisco IOS Software Release 12.1(8)
EA1 do not support the extended system ID.

Switch#show spanning-tree
summary

Verifies extended system ID is enabled.

Switch#show running-config

Verifies extended system ID is enabled.

Enabling Rapid Spanning Tree

Switch(config)#spanning-tree mode
rapid-pvst

Enables Rapid PVST+.

Switch(config)#interface
fastethernet 0/1

Moves to interface configuration mode.

Switch(config-if)#spannisng-tree
link-type point-to-point

Sets the interface to be a point-to-point
interface.

NOTE: By setting the link type to point to
point, this means that if you connect this
port to a remote port, and this port becomes
a designated port, the switch negotiates
with the remote port and transitions the
local port to a forwarding state.

Switch(config-if)#exit

Switch(config)#clear spanning-
tree detected-protocols

NOTE: The clear spanning-tree
detected-protocols command restarts the
protocol-migration process on the switch if
any port is connected to a port on a legacy
802.1D switch.
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Troubleshooting Spanning Tree

Switch#debug spanning-tree all

Displays all spanning-tree debugging
events

Switch#debug spanning-tree events Displays spanning-tree debugging
topology events

Switch#debug spanning-tree Displays spanning-tree debugging

backbonefast BackboneFast events

Switch#debug spanning-tree Displays spanning-tree debugging

uplinkfast UplinkFast event

Switch#debug spanning-tree mstp all | Displays all MST debugging events

Switch#debug spanning-tree switch Displays spanning-tree port state

state changes

Switch#debug spanning-tree pvst+ Displays PVST+ events

Configuration Example: STP

Figure 14-1 illustrates the network topology for the configuration that follows, which shows
how to configure STP using commands covered in this chapter.
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Figure 14-4  Network Topology for STP Configuration Example
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Core Switch (2960)

Switch>enable

Moves to privileged mode.

Switch#configure terminal

Moves to global configuration mode.

Switch(config)#hostname Core

Sets the host name.

Core(config)#no ip domain-
lookup

Turns off Dynamic Name System (DNS)
queries so that spelling mistakes do not slow
you down.

Core(config)#vtp mode server

Changes the switch to VTP server mode. This
is the default mode.

Core(config)#vtp domain stpdemo

Configures the VTP domain name to stpdemo.

Core(config)#vlan 10

Creates VLAN 10 and enters VLAN
configuration mode.

Core(config-vlan)#name
Accounting

Assigns a name to the VLAN.

Core(config-vlan)#exit

Returns to global configuration mode.

Core(config)#vlan 20

Creates VLAN 20 and enters VLAN
configuration mode.

Core(config-vlan)#name
Marketing

Assigns a name to the VLAN.

Core(config-vlan)#exit

Returns to global configuration mode.

Core(config)#spanning-tree
vlan 1 root primary

Configures the switch to become the root
switch for VLAN 1.

Core(config)#exit

Returns to privileged mode.

Core#copy running-config
startup-config

Saves the configuration to NVRAM.

Distribution 1 Switch (2960)

Switch>enable

Moves to privileged mode.

Switch#configure terminal

Moves to global configuration mode.

Switch(config)#hostname
Distributioni

Sets the host name.

Distributioni(config)#no ip
domain-lookup

Turns off DNS queries so that spelling
mistakes do not slow you down.
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Distributioni(config)#vtp domain
stpdemo

Configures the VTP domain name to
stpdemo.

Distributioni(config)#vtp mode
client

Changes the switch to VTP client mode.

Distributiont (config)#spanning-
tree vlan 10 root primary

Configures the switch to become the root
switch of VLAN 10.

Distributioni (config)#exit

Returns to privileged mode.

Distributioni#copy running-config
startup-config

Saves the configuration to NVRAM.

Distribution 2 Switch (2960)

Switch>enable

Moves to privileged mode.

Switch#configure terminal

Moves to global configuration mode.

Switch(config)#hostname
Distribution2

Sets the host name.

Distribution2(config)#no ip
domain-lookup

Turns off DNS queries so that spelling
mistakes do not slow you down.

Distribution2(config)#vtp domain
stpdemo

Configures the VTP domain name to
stpdemo.

Distribution2(config)#vtp mode
client

Changes the switch to VTP client mode.

Distribution2(config)#spanning-
tree vlan 20 root primary

Configures the switch to become the root
switch of VLAN 20.

Distribution2(config)#exit

Returns to privileged mode.

Distribution2#copy running-config
startup-config

Saves the configuration to NVRAM.

EtherChannel

EtherChannel provides fault-tolerant, high-speed links between switches, routers, and
servers. An EtherChannel consists of individual Fast Ethernet or Gigabit Ethernet links
bundled into a single logical link. If a link within an EtherChannel fails, traffic previously
carried over that failed link changes to the remaining links within the EtherChannel.
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Interface Modes in EtherChannel

Mode Protocol | Description

On

None Forces the interface into an EtherChannel without PAgP or
LACP. Channel only exists if connected to another interface
group also in On mode.

Auto PAgP Places the interface into a passive negotiating state—will
respond to PAgP packets but will not initiate PAgP
negotiation.

Desirable | PAgP Places the interface into an active negotiating state—will send

PAgP packets to start negotiations.

Passive LACP Places the interface into a passive negotiating state—will
respond to LACP packets but will not initiate LACP
negotiation.

Active LACP Places the interface into an active negotiating state—will send

LACP packets to start negotiations.

Guidelines for Configuring EtherChannel

PAgP is Cisco proprietary.
LACP is defined in 802.3ad.
You can combine from two to eight parallel links.
All ports must be identical:
— Same speed and duplex
— Cannot mix Fast Ethernet and Gigabit Ethernet
— Cannot mix PAgP and LACP
— Must all be VLAN trunk or nontrunk operational status
All links must be either Layer 2 or Layer 3 in a single channel group.
To create a channel in PAgP, sides must be set to
— Auto-Desirable
— Desirable-Desirable
To create a channel in LACP, sides must be set to
— Active-Active
— Active-Passive
To create a channel without using PAgP or LACP, sides must be set to On-On.

Do not configure a GigaStack gigabit interface converter (GBIC) as part of an
EtherChannel.
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* An interface that is already configured to be a Switched Port Analyzer (SPAN)
destination port will not join an EtherChannel group until SPAN is disabled.

* Do not configure a secure port as part of an EtherChannel.

¢ Interfaces with different native VLANSs cannot form an EtherChannel.

* When using trunk links, ensure all trunks are in the same mode—Inter-Switch Link

(ISL) or dotlq.

Configuring Layer 2 EtherChannel

fastethernet 0/1 - 4

Switch(config)#interface range

Moves to interface range
configuration mode.

protocol pagp

Switch(config-if-range)#channel-

Specifies the PAgP protocol to be used
in this channel.

Or

protocol lacp

Switch(config-if-range)#channel-

Specifies the LACP protocol to be
used in this channel.

| active }

Switch(config-if-range)#channel-group
1 mode {desirable | auto | on | passive

Creates channel group 1 and assigns
interfaces 01-04 as part of it. Use
whichever mode is necessary,
depending on your choice of protocol.

Verifying EtherChannel

Switch#show running-config

Displays list of what is currently running on the
device

Switch#show running-config
interface fastethernet 0/12

Displays interface fastethernet 0/12 information

Switch#show etherchannel

Displays all EtherChannel information

Switch#show etherchannel 1
port-channel

Displays port channel information

Switch#show etherchannel
summary

Displays a summary of EtherChannel information

Switch#show pagp neighbor

Shows PAgP neighbor information

Switch#clear pagp 1 counters

Clears PAgP channel group 1 information

Switch#clear lacp 1 counters

Clears LACP channel group 1 information
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EtherChannel

Figure 14-2 illustrates the network topology for the configuration that follows, which shows
how to configure EtherChannel using commands covered in this chapter.

Figure 14-5  Network Topology for EtherChannel Configuration

Configuration Example: EtherChannel
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Core (2960)

Switch>enable

Moves to privileged mode

Switch#configure terminal

Moves to global configuration mode

Switch(config)#hostname Core

Sets the host name

Core(config)#no ip domain-lookup

Turns off DNS queries so that spelling
mistakes do not slow you down

Core(config)#vtp mode server

Changes the switch to VTP server mode

Core(config)#vtp domain testdomain

Configures the VTP domain name to
testdomain

Core(config)#vlan 10

Creates VLAN 10 and enters VLAN
configuration mode

Core(config-vlan)#name Accounting

Assigns a name to the VLAN

Core(config-vlan)#exit

Returns to global configuration mode

Core(config)#vlan 20

Creates VLAN 20 and enters VLAN
configuration mode

Core(config-vlan)#name Marketing

Assigns a name to the VLAN

Core(config-vlan)#exit

Returns to global configuration mode

Core(config)#interface range
fastethernet 0/1 - 4

Moves to interface range configuration
mode

Core(config-if)#switchport trunk
encapsulation dotiq

Specifies 802.1q encapsulation on the
trunk link

Core(config-if)#switchport mode
trunk

Puts the interface into permanent
trunking mode and negotiates to convert
the link into a trunk link

Core(config-if)#exit

Returns to global configuration mode

Core(config)#interface range
fastethernet 0/1 - 2

Moves to interface range configuration
mode

Core(config-if)#channel-group 1
mode desirable

Creates channel group 1 and assigns
interfaces 01-02 as part of it

Core(config-if)#exit

Moves to global configuration mode
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Core(config)#interface range
fastethernet 0/3 - 4

Moves to interface range configuration
mode

Core(config-if)#channel-group 2
mode desirable

Creates channel group 2 and assigns
interfaces 03—04 as part of it

Core(config-if)#exit

Moves to global configuration mode

Core(config)#exit

Moves to privileged mode

Core#copy running-config startup-
config

Saves the configuration to NVRAM

ALSwitch1 (2960)

Switch>enable

Moves to privileged mode

Switch#configure terminal

Moves to global configuration mode

Switch(config)#hostname ALSwitch1

Sets the host name

ALSwitch1(config)#no ip domain-
lookup

Turns off DNS queries so that spelling
mistakes do not slow you down

ALSwitch1(config)#vtp mode client

Changes the switch to VTP client mode

ALSwitch1(config)#vtp domain
testdomain

Configures the VTP domain name to
testdomain

ALSwitch1(config)#interface range
fastethernet 0/5 - 8

Moves to interface range configuration
mode

ALSwitch1(config-if-
range)#switchport mode access

Sets ports 5—-8 as access ports

ALSwitch1(config-if-
range)#switchport access vlan 10

Assigns ports to VLAN 10

ALSwitch1(config-if-range)#exit

Moves to global configuration mode

ALSwitch1(config)#interface range
fastethernet 0/9 - 12

Moves to interface range configuration
mode

ALSwitch1(config-if-
range)#switchport mode access

Sets ports 9—12 as access ports

ALSwitch1(config-if-
range)#switchport access vlan 20

Assigns ports to VLAN 20
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ALSwitchi(config-if-range)#exit

Moves to global configuration mode

ALSwitch1(config)#interface range
fastethernet 0/1 - 2

Moves to interface range configuration
mode

ALSwitch1(config-if-
range)#switchport mode trunk

Puts the interface into permanent
trunking mode and negotiates to convert
the link into a trunk link

ALSwitch1(config-if-
range)#channel-group 1 mode
desirable

Creates channel group 1 and assigns
interfaces 01-02 as part of it

ALSwitchi1(config-if-range)#exit

Moves to global configuration mode

ALSwitch1(config)#exit

Moves to privileged mode

ALSwitchi#copy running-config
startup-config

Saves the configuration to NVRAM

ALSwitch2 (2960)

Switch>enable

Moves to privileged mode

Switch#configure terminal

Moves to global configuration mode

Switch(config)#hostname ALSwitch2

Sets the host name

ALSwitch2(config)#no ip domain-lookup | Turns off DNS queries so that

spelling mistakes do not slow you
down

ALSwitch2(config)#vtp mode client

Changes the switch to VTP client
mode

ALSwitch2(config)#vtp domain
testdomain

Configures the VTP domain name to
testdomain

ALSwitch2(config)#interface range
fastethernet 0/5 - 8

Moves to interface range
configuration mode

mode access

ALSwitch2(config-if-range)#switchport | Sets ports 5-8 as access ports

access vlan 10

ALSwitch2(config-if-range)#switchport Assigns ports to VLAN 10

ALSwitch2(config-if-range)#exit

Moves to global configuration mode
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ALSwitch2(config)#interface range
fastethernet 0/9 - 12

Moves to interface range
configuration mode

ALSwitch2(config-if-range)#switchport
mode access

Sets ports 9—12 as access ports

ALSwitch2(config-if-range)#switchport
access vlan 20

Assigns ports to VLAN 20

ALSwitch2(config-if-range)#exit

Moves to global configuration mode

ALSwitch2(config)#interface range
fastethernet 0/1 - 2

Moves to interface range
configuration mode

ALSwitch2(config-if-range)#switchport
mode trunk

Puts the interface into permanent
trunking mode and negotiates to
convert the link into a trunk link

ALSwitch2(config-if-range)#channel-
group 1 mode desirable

Creates channel group 1 and assigns
interfaces 01-02 as part of it.

ALSwitch2(config-if-range)#exit

Moves to global configuration mode

ALSwitch2(config)#exit

Moves to privileged mode

ALSwitch2#copy running-config
startup-config

Saves the configuration to NVRAM
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CHAPTER 15

Implementing a
Wireless LAN

This chapter provides information and commands concerning the following topics:

* Wireless access point configuration: Linksys 300N access point

* Wireless client configuration: Linksys Wireless-N Notebook Adapter

NOTE: This chapter contains information that is not part of the objective list
of knowledge needed for passing the CCNA 640-901 certification exam.
However, the Cisco Networking Academy Program has included these topics
as part of its curriculum. Therefore, this chapter is provided to you as
valuable reference information only—the configuration of a wireless access
point or a wireless client is not evaluated on the CCNA certification exam.

Wireless Access Point Configuration: Linksys 300N Access Point

NOTE: The wireless access point (AP) used in this chapter is the Linksys
Wireless-N Broadband Router. If you are using a different AP, the screen cap-
tures shown here may differ.

It is important to use the most up-to-date firmware or drivers. This is espe-
cially true for the 300N AP because the 802.11n technology is still in draft
stage. Therefore, check the AP manufacturer website for available updates.
In the case of Linksys, its website for updates is http:/www.linksys.com/
download.

Figure 15-1 shows the initial screen of the Setup Wizard, which runs automatically
when you use the installation CD provided with the AP. Run the Setup Wizard on the
computer before you plug in any cables to your AP or cable modem.

Figure 15-2 shows the license agreement for the device. After you have read the
agreement, click Next to continue, or Exit to exit the setup program.
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Figure 15-6  GUI Setup Wizard
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Figure 15-7  License Agreement
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Linksys Software License Agreement v.8.15.02

ITHIS LICENSE AGREEMENT 15 BETWEEN YOU AND CISCO-LINKSYS, LLC OR THE CISCO-LINKSYS, LLC SUBSIDIARY —
LICENSING THIS SOFTWARE, IF SALE IS NOT DIRECLTY BY CISCO-LINKSYS, LLC ("Linksys"). BY DOWNLOADING OR
INSTALLING THE SOFTWARE. OR USING THE PRODUCT CONTAINING THE SOFTWARE, YOU ARE CONSENTING TO
BE BOUND BY THIS AGREEMENT. IF YOU DO NOT AGREE TO ALL OF THESE TERMS, THEN YOU MAY NOT
DOWNLOAD, INSTALL OR USE THE SOFTWARE. YOU MAY RETURN UNUSED SOFTWARE (OR. IF THE SOFTWARE

15 SUPPLIED AS PART OF ANOTHER PRODUCT. THE UNUSED PRODUCT) FOR A FULL REFUND UP TO 30 DAYS
IAFTER ORIGINAL PURCHASE, SUBJECT TO THE RETURN PROCESS AND POLICIES OF THE PARTY FROM WHICH

'YOU PURCHASED SUCH PRODUCT OR SOFTWARE.

License. Subject to the terms and conditions of this Agreement. Linksys grants the original end user purchaser of the Linksys

[fyou acceptthe terms of this Agreement, click Next to continue. If not, choose Exit and the Setup Wizard
will close. You must click Next to continue the installation process.

Broadband Router SetupWizard Model No. WRT300N

Figure 15-3 shows the wizard asking you to unplug the power from your modem. When you
have finished, click Next.
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Figure 15-8  Unplugging Power to the Modem

LINKSYS'

A Division of Cisco Systems, Inc.

| 2

3\
i
Unplug the power to i r
your modem. (=] |
QOutlet "\\
Modem
N Broadband Router SelupWizard Model No. WRT300N

Figure 15-4 shows the wizard asking you to unplug the modem from your computer. When
you have finished, click Next.

Figure 15-9  Disconnecting the Modem from the Computer

LINKSYS’

A Division of Cisco Systems, Inc.

Disconnect the cable
that connects your
modem to the
computer

N A A p ="
Wall Jack |:|_]/F]|l jﬂi ] J yd
Modem =

= )

" Broadband Router SetupWizard Model No. WRT300N
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In the next screen, shown in Figure 15-5, the wizard directs you to connect the modem to
the router.

Figure 15-10 Connect the Modem to the Router

LINKSYS'

A Division of Cisco Systems, Inc.

Internet Port

Plug the cable from the modem
into the Router's Internet Port.
This is the same cable that you
have just disconnect from your
PC.

N Broadband Router SetupWizard Model No. WRT300N

The screen in Figure 15-6 shows the wizard asking you to plug power back into the modem.

Figure 15-11 Connect the Power to the Modem

LINKSYS®

A Division of Cisco Systems, Inc.

L 5

Plug in the power to
your modem.

“ Broadband Router SetupWizard Model No. WRT300N
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In the screens shown in Figure 15-7 and Figure 15-8, the wizard asks you to connect your
router to a computer. To install this device correctly, you must have a wired connection to
it. After this, you can configure the device to accept wireless clients.

The 300N has the RJ45 ports colored coded for ease of use—the port to connect to the
modem is blue, and the four ports that you can use to connect to devices are yellow. Check
with your device to make sure you are plugged into the correct ports.

Figure 15-12 Connect the Router to a Computer

LINKSYS®

A Division of Cisco Systems, Inc.

©

The Router comes with a blue network
cable. Plug one end of the netwark
cable into your PC's network port.

(Your PC's network port is the same
port that was previously connected to

the modem.)
Mwo rk port

" Broadband Router SetupWizard Model No. WRT300N

Now that you have wired the Linksys router to your computer and modem, connect the
power cord to the router and plug it into the wall, as instructed in the screen shown in
Figure 15-9.
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Figure 15-13 Connect the Router to a Computer

LINKSYS®

A Division of Cisco Systems, Inc.

@

Wall Jack
Modem

Plug the other end of the
network cable into one of
the Router's ports
numbered 1to 4.

Router

Port 1, 2,

3, or4

N Broadband Router SetupWizard Model No. WRT300N

Figure 15-14 Power on the Router

LINKSYS®

A Division of Cisco Systems, Inc.

Wall Jack
Modem Plug the power adapter into the
Router's power port. Plug the
other end into an electrical
outlet.
" Broadband Router SetwpWizard Model No. WRT300N

At this point, the wizard asks for you to check the status of the router to verify that the
correct LEDs are lit. At this point, if you need to start over, or if you need to review your
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steps, you can click Review instructions from the screen in Figure 15-10 to start over. If
not, click Next to continue. The Setup Wizard checks your computer settings, so you will
see a timer bar appear over the top of the wizard, as shown in Figure 15-11.

Figure 15-15 Check the Router’s Status

LINKSYS®

A Division of Cisco Systems, Inc.

On the Router's front panel. the Power.
Internet and at least one of the
numbered (1. 2, 3. or 4) LEDS should be
lit. If not, make sure your computer,
modem and router are powered on. and
all cables are ly d If
you would like to review the setup
instructions again, click the Review
Instructions button to start over.

-/

N Broadband Router SetupWizard Model No. WRT300N

Figure 15-16 Checking Your Computer’s Settings

LINKSYS®

A Division of Cisco Systems, Inc,

On the Routy (

Internet and

numbered (1 V l
Iit. If not. mal

d and

all cables are y d. If
you would like to review the setup
instructions again, click the Review
Instructions button to start over.

N Broadband Router SewpWizard Model No. WRT300N
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Next, you need to set up the different parameters of the router to connect different devices
to it. The first parameter is DHCP. The screen in Figure 15-12 shows a few different options
from which to select. If you are unsure about what to select, do not select anything. This
example assumes that you are plugged into a cable modem, so you leave this setting at the
default, Cable (DHCP).

Figure 15-17 Configure Cable or DHCP Settings

LINKSYS®

A Division of Cisco Systems, Inc,

If you are unsure of these settings. do not make any changes. Changes
to the settings below may disrupt the operation of your existing network.

WARNING:

H Broadband Router SetwpWizard Model No. WRT300N

The next step is to set an administrative password. Do not leave the password at the default
setting. If you want to have this password saved on the local computer, select the
Remember my password on this computer check box, as shown on the screen in
Figure 15-13. After you set and confirm the password, click Next. The router checks
settings and then progresses to the next screen in the wizard.

Figure 15-14 shows the beginning of the wireless setup on the router. Here you are asked
for the name of your wireless network and what channel you want to use. The name will be
your service set identification (SSID), and this name must be used by any device wanting
to connect to this AP. To ensure the least amount of interference from other wireless
installations, limit your choices of channel number to 1, 6, or 11, because these channels do
not overlap with each other.
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Figure 15-18 Set the Router’s Administrative Password

LINKSYS®

A Division of Cisco Systems, Inc.

The administrative password protects your router from undesired
access and modifications to its settings. For security reasons. you
should change your password from its default setting.

The default password for the router is admin. Create
a new password and enter it in the Password field.
Re-enter the password in the Confirm field.

Confirm _ Note : You will need this password to access the

Router's web-based utility.

[T Remember my password on this computer

Broadband Router SetupWizard Model No. WRT300N

Figure 15-19 Wireless Settings

LINKSYS®

A Division of Cisco Systems, Inc,

Changes to the default settings below may disrupt the operation of your
existing wireless network. Make sure you write down these settings as they
will be needed when setting up your wireless devices.

. Name labl The Wireless Network Mame {S51D) is shared ameng all devices
(e Mt within your wireless network and must be the same for all devices
The Wireless Network Name is case sensitive and should not
exceed 32 characters

Wide Channel b || The Wide Channel is shared among all computers within your
wireless network using 40 Mhz Radie Band that is commenly used
in wireless-N You wireless devices will automatically detect the
channel you set here. f you experience poor performance on a
certain channel, try changing to another channel.

The Router also has Standed Channel or Channels {on older
access point or router) that are used for 20 MHz Radic Band. By
default, the router uses auto for Standed Channel. This is typically
used in the Wireless-B and Wireless-G wireless network.

" Broadband Router SetwpWizard Model No. WRT300N
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The next part of the wireless setup is to choose security settings. This part is optional.
Figure 15-15 shows that PSK2 Personal has been selected, as opposed to not using any
settings. PSK2 stands for Pre-Shared Key 2. If you choose PSK2 Personal, you must enter
a shared key of between 8 and 63 characters in length. In the example in Figure 15-15, the
shared key has letters, numbers, and keyboard characters—in this case, two exclamation
points are included.

Figure 15-20 Configure Wireless Security Settings (Optional)

LINKSYS®

A Division of Cisco Systems, Inc.

9 You may choose between four encryption methods: PSK2 Personal. The
security settings must be the same on all devices on your network. or they
will not to be able to communicate.
Security

|P5K2 Parsonal j' Please choose PSK2 Personal or Disable.

| |grb|nk35!! Enter the Shared Key used by your network. The Shared key can

use any keyboard character and be between 8 and 63 characters
in length.
N Broadband Router SetupWizard Model No. WRT300N

After you finish entering the wireless configuration, you will see the confirmation screen
shown in Figure 15-16. If you want, you can save these settings to a text file by clicking the
Save Settings button. After saving a copy of your settings, click Yes to continue.

This is the end of the Setup Wizard. You are presented with the screen in Figure 15-17, from
which you can install Norton Internet Security on your computer if desired. If you choose
not to install this, click Finish to exit the wizard; you will see the Congratulations screen
shown in Figure 15-18.
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Figure 15-21 Confirm New Settings

LINKSYS®

A Division of Cisco Systems, Inc.

You should save andfor print these setiings and keep them in safe place.
You will need these setiings to configure other wireless devices on your
network

" Broadband Router SetpWizard Model No. WRT3DON

Figure 15-22  Option to Install Norton Internet Security

I NKsYS®

A Division of Cisco Systems, Inc.

The Norton Internet Security(TM) from Symantec(TM) is the award
winning suite which protects your PCs and your family from the perils
of the Internet.

, sy'rnantec_ - Norton AntiVirus(TM) protects email and instant messages.

- Norton(TM) personal Firewall protects against hackers and
Norton intrusions.
Internet Security' - Parental Control shields children from cbjectionable websites.

- Blocks spam. banner ads. pop-up windows. and more.

Special Edition A special edition of the Norton Internet Security with a 60-day free
trial of virus and friewall upfates is included on this Setup CD.

Includes 60-day free
Click below to install it

trial of virus firewall
updates

@

Norton Intemet Security Suite

Safe Surfing SetupWizard

Back | Finish Cisco SysTEMS

Copyright 2006 Cisco Systems. Inc. All rights reserved.
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Figure 15-23 End of Wizard

LINKSYS'

A Division of Cisco Systems, Inc.

The Wireless-N Broadband Router has been
successfully configured!

246H

H Broadband Router SetupWizard Model No. WRT300N

After you have completed the Setup Wizard, you can use your Internet browser to connect
to the AP for management of the device. The default IP address is 192.168.1.1. Enter this
address in the address bar of your browser, and you will be prompted for a username and
password—the ones you set previously. Figure 15-19 shows the username/password
challenge window, and Figure 15-20 shows the main screen of the Linksys web-based
management utility.

Figure 15-21 shows the menu bar present in the web-based management utility. Selecting
any one of the main items—Setup, Wireless, Security, Access Restrictions, Applications &
Gaming, Administration, Status—will take you to a new screen with submenus for
additional management tasks. In Figure 15-21, the main button, Setup, has been selected,
and there are four screens that can be chosen: Basic Setup, DDNS, MAC Address Clone, or
Advanced Routing.
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Figure 15-24 Username/Password Challenge

Figure 15-25 Main Screen of Web-Based Management Utility
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Figure 15-26 Web-Based Management Utility Menu Bar

LiNkKSYS®

A Division of Gisza Sysiems, Inc.
Fimvware Version: v0.53.9

Wireless-N Broadband Router ~ WRT300H

SEtUp Access Applications & 4 inistration Status

Setup Wireless Security Restrictions Gaming

Basic Setup ] DDNS I MAC Address Clone ] A Routing

Wireless Client Configuration: Linksys Wireless-N Notebook Adapter

NOTE: The wireless client card used in this chapter is the Linksys Wireless-N
Notebook Adapter. If you are using a different network adapter, the screen cap-
tures shown here might differ.

The operating system used in this chapter is Windows XP Professional, with Ser-
vice Pack 2 installed. If you are running Windows 2000, refer to the Linksys Quick
Start Handout that came with your adapter card for instructions on installing the
adapter card.

It is important to use the most up-to-date firmware or drivers. This is especially
true for the 300N client card because the 802.11n technology is still in draft stage.
Therefore, check your client card’s website for available updates. In the case of
Linksys, its website for updates is http://www.linksys.com/download.

Figure 15-22 shows the initial screen of the Setup Wizard, which runs automatically when
you use the installation CD provided with the client card. Run the Setup Wizard on the
computer before you plug in your client card to the PC.

Figure 15-27 GUI Setup Wizard

LINKSYS®

A Division of Cisco Systems, Inc.

Welcome to the Setup Wizard for your wireless
adapter.

Please don't connect the Adapter to your
computer until instructed to do so.

Click Here to Start

2455z Wireless-

| usercuide | Exit

mode i WPG30ON
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Figure 15-23 shows the license agreement for the device. After you have read the
agreement, click on Next to continue, or Cancel to exit the setup program.

Figure 15-28 License Agreement

LINKSYS'

A Dvision of Cisco Systems, Inc.

o Please read the following license agreement carefully.

Press the PAGE DOWN key or use the Scroll Bar to see the rest of the agreement.

h'HIS LICEMSE AGREEMENT IS BETWEEM YOU AMD CISCO-LIMKSYS, LLC OR THE
CISCO-LINKSYS, LLC SUBSIDIARY LICENSING THIS SOFTWARE, IF SALE IS NOT
DIRECLTY BY CISCO-LINKSYS, LLC ("Linksys™). BY DOWNLOADING OR INSTALLING
THE SOFTWARE, OR USING THE PRODUCT COMTAIMING THE SOFTWARE, YOU ARE
[COMSEMTING TO BE BOUMD BY THIS AGREEMENT, IF YOU DO NOT AGREE TO ALL OF
THESE TERMS, THEN YOU MAY NOT DOWMLOAD, INSTALL OR UISE THE SOFTWARE.,
¥OLI MAY RETURM UNUSED SOFTWARE (OR, IF THE SOFTWARE IS SUPPLIED AS

1[5

v

If you accept the terms of this Agreement, click Next to continue. If not, choose Cancel and the Setup
Wizard will close. You must click Next to continue the installation process.

N Notebook Adapter Setup Wizard v1.05

The Setup Wizard then installs some files onto your computer. A window might appear
saying that this software has not passed Windows Logo Testing, as shown in Figure 15-24.
Click Continue Anyway to continue with the setup.

Figure 15-29 Software Installation

N

The software you are instaling has not passed Windows Logo
testing to verify its compatibility with Windows XP. (Tell me why
this testing is impaortant.

Continuing your installation of this software may impair
or destabilize the comect operation of your system
either immediately or in the future. Microsoft stronaly
recommends that you stop this installation now and
contact the software vendor for software that has
passed Windows Logo testing.

Cortinue Anyway ] [ STOP Installation

Figure 15-25 shows the next screen of the Setup Wizard, in which you are asked to insert
the adapter into either the PCMCIA or CardBus slot of your PC. Insert the card, and then

click Next.
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Figure 15-30 Connecting the Adapter

LiInKsYS

A Divisin of Cisco Systems, inc.

Connecting the Adapter

Insert the Adapter into the PCMCIA or
CardBus slot of your PC.

N Notehook Adapter Setup Wizard v1.05 medeiin. WPGIOON

A Found New Hardware Wizard pop-up window will appear, as shown in Figure 15-26.
Select Yes, this time only to the question “Can Windows connect to Windows Update to
search for software?”” Then click Next to continue.

Figure 15-31 Found New Hardware Wizard

Found New Hardware Wizard

Welcome to the Found New
Hardware Wizard

Window: earch for cument and updated software by

r computer, on the hardware installation CD, or on
Update Web site {with your pemission)
Read our privacy policy

Can Windows connect to Windows Update ta search far
software?

(® Yes. this time only

() Yes, now and every time | connect a devics
(O No, not this time

Click Next to continue

>

Figure 15-27 is the second screen of the Found New Hardware Wizard. Because you want
to install the software automatically for this adapter, you only have to click the Next button,
because that option is already highlighted in the wizard.
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Figure 15-32  Found New Hardware Wizard Second Screen

Found New Hardware Wizard

This wizard helps you install software for:

Linksys Wirgless-M Motebook Adapter WPC200M

:'\_.'J If your hardware came with an installation CD
g2 orfloppy disk, insert it now.

What do you want the wizard to da?

(%) Install the software automatically (Recommended)
() Install from a list or specific location {Advanced)

Click Meot to continue

[ < Back ]l Meat > ][ Cancel ]

A window may appear saying that this software has not passed Windows Logo Testing, as
shown previously in Figure 15-24. Click Continue Anyway to continue with the setup.
After the files have been successfully copied onto your hard drive, and the drivers have
been installed, the last screen of the Found New Hardware Wizard appears, as shown in
Figure 15-28. Click Finish to exit the wizard.

Figure 15-33 Completing the Found New Hardware Wizard

Found New Hardware Wizard

Completing the Found New
Hardware Wizard

The wizard has finished installing the software for:

lireless-M Motebook Adapter WPCI00M

Click Finish to close the wizard

The next screen is the Creating a Profile screen, shown in Figure 15-29. Here you should
see all the available networks to which you can connect. If you do not see your network
listed, click the Refresh button. The network named lander78 in this screen shot is a
neighbor’s network. Notice that his security is disabled.
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Figure 15-34 Creating a Profile: Available Wireless Networks

LINKSYS'

A Division of Cisco Systems, Inc.

Creating a Profile

Please select the wireless network that you want to connect to, then click the Connect button to
continue. If you are not sure which network to choose, first try the one with the strongest signal.

[ wireless Network Hame signal  Security |

|1 [ 100% | psc2 | Refresh
i [ander 73 5 100% Disabled
Connect
Exit Advanced Setup

N Notebook Adapter Wireless Network Monitor v1.05  meive. WPCI0ON

Because you set up security on the AP earlier in this chapter, you see the pop-up warning
shown in Figure 15-30. To connect to this network, you must enter your security settings—
the same settings you configured on the AP earlier in this chapter. Figure 15-31 shows

the screen in which you enter the pre-shared key: grblnk99!!. Continue by clicking the
Connect button.

Figure 15-35 Security Warning

LINKSYS'

A Division of Cisco Systems, Inc.

Creating a

Please select the w ct button to
continue. If you are You selected a secured u!lreless gest signal.
network. You need your wireless
network’s security settings to
b conalzb continue the setup. Please refer to esh
g ander7a your wireless router/access
point/gateway's documentation.
nect
| cancel | continue
| e | Advanced Setup

N Notebook Adapter Wireless Network Monitor v1.06 WPC300N
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Figure 15-36 Security Connection

LINKSYS'

A Division of o Sysems, bac.

WPA2-Personal Needed for Connection

This wireless network has PSK2 enabled. To connect to this network, enter the required Pre-Shared Key
in the appropriate field below. Then click the Connect button.

m’—_| Please select the wireless security method used by your
existing wireless network.

Pre-shared Key [T Please enter a Pre-shared Key that is 8 to 63 characters
in length.

After connecting to your network, you will see the final screen of the wizard, the
Congratulations screen, shown in Figure 15-32. Click Finish to end the wizard.

Figure 15-37 Congratulations: End of Wizard

LINKSYS®

A Division of Cisco Systems, Inc.

Your profile has been successfully configured!

N Notebook Adapter W Network Monitor v1.05  waas.. WPC300ON

Figure 15-33 shows that the connection to the network is strong—you have solid signal
strength and solid link quality. Signal strength is a measurement of the overall connection
between the client and the AP. Link quality is a measurement of bandwidth after removing
any noise/interference.
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Figure 15-38 Link Information

LINKSYS'

A Division of Cisco Systems, Inc.

Link Information

You have successfully connected fo the access point

O% \

Lo SRR i S ST

N Notebook Adapter Wireless Network Monitor v1.05 WPC300N

From the screen shown in Figure 15-33, you can also choose to go to two other screens:

e Connect—Displays a list of available networks to join (see Figure 15-34)

* Profile—Displays the profiles created for this adapter (see Figure 15-35)

Figure 15-39 Connect Screen

LINKSYS'

A Division of Cisco Systems, Inc.

Connect

Below is a list of available wireless networks. To search for more wireless networks, click
the Refresh button. To view more information about a network, select the wireless network
name. To connect to that network, click the Gonnect bution below.

Site Information |

Wireless Mode Infrastructure
i [ander 78 5 100% Network Type ‘wirelessMN

Radio Band  40MHz
Security P5E2
L MAC Address 00-12-F3-ED-02-2B

Refresh Connect

Adapler is Active

N Notebook Adapter Wireless Network Monitor v1.05 WPC300N
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Figure 15-40 Profiles Screen

LINKSYS'

A Division of Cisco Systems, Inc.

Profiles

To connect to a network, select the profile name then click the Connect button. To create
or edit a profile, use the menu bar at the bottom of the screen.

Site Information 1

Wireless Mode |nfrastructure
Wide Channel Auto
Standard Channel 2uto
Security PSE2
Authentication  Auto

Connect

| mew Edit | import | Export | Delete Adapter is Active

N Notebook Adapter Wireless Network Monitor v1.05 WPC300N

Figure 15-36 shows the status of your wireless connection. In this case, it is Connection 2
because a built-in wireless adapter on this laptop is Connection 1. Note that with the draft

802.11n technology, the connection achieves a speed of 216 Mbps in the local LAN.

Figure 15-41 Wireless Network Connection Status

Wireless Network Connection 2 Status

General | Support
Connection
Status: Connected
Network: conalab
Duration: 00:01:32
Speed: 216.0 Mbps
Signal Strength: n!ﬂﬂn
Activity
e n.
Sent | Received
[
Packets: 184 208
Properties ][ Disable ][ View Wireless Networks ]
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CHAPTER 16

Backing Up and Restoring
Cisco 10S Software and

Configurations

This chapter provides information and commands concerning the following topics:

* Boot system commands
* The Cisco IOS File System
* Backing up configurations to a TFTP server

* Restoring configurations from a TFTP server

* Backing up the Cisco 10S Software to a TFTP server

» Restoring/upgrading the Cisco I0S Software from a TFTP server

* Restoring the Cisco IOS Software from ROM Monitor mode using Xmodem

* Restoring the Cisco IOS Software using the ROM Monitor environmental

variables and tftpdnld command

Boot System Commands

Router(config)#boot system flash image-
name

Loads the Cisco I0S
Software with image-name.

Router(config)#boot system tftp image-name
172.16.10.3

Loads the Cisco 10S
Software with image-name
from a TFTP server.

Router(config)#boot system rom

Loads the Cisco 10S
Software from ROM.

Router(config)#exit

Router#copy running-config startup-config

Saves the running
configuration to NVRAM.
The router will execute
commands in their order
on the next reload.

If you enter boot system flash first, that is the first place the router will go to look for
the Cisco IOS Software. If you want to go to a TFTP server first, make sure that the

boot system tftp command is the first one you enter.
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The Cisco I0S File System

NOTE: The Cisco IOS File System (IFS) provides a single interface to all the file
systems available on a routing device, including the flash memory file system;
network file systems such as TFTP, Remote Copy Protocol (RCP), and File Transfer
Protocol (FTP); and any other endpoint for reading and writing data, such as
NVRAM, or the running configuration.

The Cisco IFS minimizes the required prompting for many commands. Instead
of entering in an EXEC-level copy command and then having the system prompt
you for more information, you can enter a single command on one line with

all necessary information.

Cisco 10S Software Commands IFS Commands

copy tftp running-config copy tftp: system:running-config
copy tftp startup-config copy tftp: nvram:startup-config
show startup-config more nvram:startup-config

erase startup-config erase nvram:

copy running-config startup- copy system:running-config
config nvram:startup-config

copy running-config tftp copy system:running-config tftp:
show running-config more system:running-config

Backing Up Configurations to a TFTP Server

Denver#copy running-config startup-config Saves the running
configuration from DRAM
to NVRAM (locally).

Denver#copy running-config tftp Copies the running
configuration to the remote
TFTP server.

Address or name of remote host[ ]? The IP address of the TFTP
192.168.119.20 SErver.
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Destination Filename [Denver-confg]?<Enter

The name to use for the file
saved on the TFTP server.

Each bang symbol (!) =1
datagram of data.

624 bytes copied in 7.05 secs

Denver#

File has been transferred
successfully.

NOTE: You can also use the preceding sequence for a copy startup-config tftp

command sequence.

Restoring Configurations from a TFTP Server

Denver#copy tftp running-config

Copies the configuration

file from the TFTP server
to DRAM.
Address or name of remote host[ ]? The IP address of the
192.168.119.20 TFTP server.

Source filename [ ]7?Denver-confg

Enter the name of the file
you want to retrieve.

Destination filename [running-config]?

Accessing tftp://192.168.119.20/Denver -
confg..

Loading Denver-confg from 192.168.119.02
(via Fast Ethernet 0/0):

[OK-624 bytes]

624 bytes copied in 9.45 secs

Denver#

File has been transferred
successfully.

NOTE: You can also use the preceding sequence for a copy tftp startup-config

command sequence.
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Backing Up the Cisco I0S Software to a TFTP Server

Denver#copy flash tftp

Source filename [ ]? €2600-js-1_121-3.bin

Name of the Cisco IOS
Software image.

Address or name of remote host [ ]?
192.168.119.20

The address of the TFTP
server.

Destination filename [c2600-js-1_121-3.bin]?
“Enter)

The destination filename
is the same as the source
filename, so just press

<Enter).

8906589 bytes copied in 263.68 seconds

Denver#

Restoring/Upgrading the Cisco I0S Software from a TFTP Server

Denver#copy tftp flash

Address or name of remote host [ ]?
192.168.119.20

Source filename [ ]? c2600-js-1_121-3.bin

Destination filename [c2600-js-1_121-
3.bin]? (Enter

Accessing tftp://192.168.119.20/c2600-js-
1 121-3.bin

Erase flash: before copying? [confirm]
[<Enter

If flash memory is full, erase
it first.

Erasing the flash file system will remove
all files

Continue? [confirm] [Enter

Press (Ctrl)-(C) if you want to
cancel.
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Erasing device eeeeeeeeeeeeeeeeee..erased | Each e represents data being

erased.
Loading ¢c2600-js-1_121-3.bin from
192.168.119.20
(via) FastEthernet 0/0): Each bang symbol (!) =1

PEULDELDUDEERD U LD L Y | Gavaoram of data.

Verifying Check sum ... OK

[OK - 8906589 Bytes]

8906589 bytes copied in 277.45 secs

Denver# Success.

Restoring the Cisco I0S Software from ROM Monitor Mode Using
Xmodem

The output that follows was taken from a 1720 router. Some of this output might vary from
yours, depending on the router model that you are using.

rommon 1 >confreg Shows the configuration summary.
Step through the questions,
answering defaults until you can
change the console baud rate.
Change it to 115200; it makes
transfer go faster.

Configuration Summary
enabled are:
load rom after netboot fails
console baud: 9600

boot: image specified by the boot system
commands

or default to: cisco2-c1700
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do you wish to change the configuration?
y/n [n]:y

enable "diagnostic mode"? y/n [n]: n
enable "use net in IP bcast address"?
y/n [n]: n

disable "load rom after netboot

fails"? y/n [n]: n

enable "use all zero broadcast"? y/n
[n]: n

enable "break/abort has effect"? y/n
[n]: n

enable "ignore system config info"?
y/n [n]: n

change console baud rate? y/n [n]: y

enter rate: 0=9600, 1=4800, 2=1200,
3=2400

4=19200, 5=38400, 6=57600,
7=115200 [0]: 7
change the boot characteristics? y/n
[n]: n

Prompts begin to ask a series of
questions that allow you to change
the configuration register. Answer n
to all questions except the one that
asks you to change the console
baud rate. For the enter rate, choose
7 because that is the number that
represents a baud rate of 115200.

Configuration Summary
enabled are:

load rom after netboot fails
115200

boot: image specified by the boot system
commands

console baud:

or default to: cisco2-c1700

do you wish to change the configuration?
y/n [n]: n

rommon2>

After the summary is shown again,
choose n to not change the
configuration and go to the
rommon> prompt again.

rommon 2>reset

Reloads the router at the new com
speed. Change the HyperTerminal
setting to 115200 to match the
router’s new console setting.

Rommon 1>xmodem c1700-js-1_121-3.bin

Asking to transfer this image using
Xmodem.

..<output cut>..
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Do you wish to continue? y/n [n ]:y

Choose y to continue.

In HyperTerminal, go to Transfer,
then Send File (see Figure 16-1).
Locate the Cisco IOS Software file
on the hard drive and click Send
(see Figure 16-2).

Router will reload when transfer is completed.

Reset baud rate on router.

Router(config)#line con @

Router(config-line)#speed 9600

Router(config-line)#exit

HyperTerminal will stop
responding. Reconnect to the router
using 9600 baud, 8-N-1.

Figure 16-1  Finding the Cisco 10S Software Image File
cisco - HyperTerminal
e -'_.? &l -
Download al C:::rut request A
rommon 3 > serd TextFik...
System Bog:, CiPue toPrinter n 12.0(3)T, RELEASE SOFTWARE (fcl)

Copyright (c) 1999 by
PC = OufffBbe48, Uector = BNSGB SP = BuffO027b0
1700 platforn with 92768 Kbytes of main memory

PC = OxfffObet8, Vector = Bx508, SP = 0x3000486¢c

monitor: command “boot”
rommon 1 > confreg

aborted due to user interrupt

Configuration Summary
enabled are:
load rom after netboot fails
console baud:

boot: image specified by the bool system commands
or default to: cisco2-C1700
do you wish to change the configuration? v/n Inl: n
rommon 2 > xmodem cl780-y-mz.120-1.KXA3
Do not start the sending program yet...
File size Checksum File name

2442492 bytes (Bx2544fc)  Bxcf99
26462492 bytes (Ox2564fc)  Bwrcf99 c1700-y-nz.120-1.X

WARNING: All existing data in bootflash will be lost!
Invoke this application_only for disaster recovery.
Do vou wish to continue? y/n [nl:

c1700-y-nz.120-1. KR3 {deleted)

fsends a s tathe remats system
e B search Results

10:04 PM.
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Figure 16-2  Sending the Cisco 10S Software Image File to the Router

Folder. C:\Documenits and SeltingshDad

Fiename:
[¢ VoA 700 1 201 %83
Fiotocal:

||_Browse..

EZmodem wilh Crash Recovery

4|

| sena |[ cCios

[ cancel |

Restoring the Cisco 10S Software Using the ROM Monitor
Environmental Variables and tftpdnld Command

rommon 1>IP_ADDRESS=192.168.100.1

Indicates the IP address for this
unit.

rommon 2>IP_SUBNET_MASK=255.255.255.0

Indicates the subnet mask for this
unit.

rommon 3>DEFAULT_GATEWAY=192.168.100.1

Indicates the default gateway for
this unit.

rommon 4>TFTP_SERVER=192.168.100.2

Indicates the IP address of the
TFTP server.

rommon 5>TFTP_FILE= ¢2600-js-1_121-3.bin

Indicates the filename to fetch
from the TFTP server.

rommon 6>tftpdnld

Starts the process.

..<output cut>..

Do you wish to continue? y/n: [n]:y

.<output cut>..

Rommon 7>i

Resets the router. The i stands for
initialize.

NOTE: Commands and environmental variables are case sensitive, so be sure
that you have not accidentally added spaces between variables and answers.
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Password-Recovery
Procedures and the
Configuration Register

This chapter provides information and commands concerning the following topics:

e The configuration register

— A visual representation

— What the bits mean

— The boot field

— Console terminal baud rate settings

— Changing the console line speed: CLI

— Changing the console line speed: ROM Monitor mode
* Password-recovery procedures for Cisco routers

e Password-recovery procedures for 2960 series switches

The Configuration Register

router#show version The last line of output tells you what
the configuration register is set to.

router#configure terminal Moves to global configuration mode.
router(config)#config-register Changes the configuration register
0x2142 to 2142.

A Visual Representation

The configuration register is a 16-bit field stored in NVRAM. The bits are numbered
from 15 to 0 looking at the bit stream from left to right. Bits are split up into groups
of 4, and each group is represented by a hexadecimal digit.

15141312 111098 7654 3210 Bit places

0010 O0O0O01 01a000010 Register bits

2 1 4 2 Bits represented in hex
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What the Bits Mean

Bit Number Hexadecimal Meaning

00-03 0x0000-0x000F | Boot field.

06 0x0040 Ignore NVRAM contents.

07 0x0080 OEM bit enabled.

08 0x0100 Break disabled.

09 0x0200 Causes system to use secondary bootstrap
(typically not used).

10 0x0400 IP broadcast with all Os.

5,11, 12 0x0020, 0x0800, | Console line speed.

0x1000

13 0x2000 Boots default ROM software if network boot fails.

14 0x4000 IP broadcasts do not have net numbers.

15 0x8000 Enables diagnostic messages and ignores NVRAM
contents.

The Boot Field

NOTE: Even though there are 16 possible combinations in the boot field, only

3 are used.
Boot Field Meaning
00 Stays at the ROM Monitor on a reload or power cycle
01 Boots the first image in flash memory as a system image
02-F Enables default booting from flash memory
Enables boot system commands that override default booting from
flash memory

TIP: Because the default boot field has 14 different ways to represent it, a
configuration register setting of 0x2102 is the same as 0x2109, or 210F. The boot
system command is described in Chapter 16, “Backing Up and Restoring Cisco
I0S Software and Configurations.”
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Console Terminal Baud Rate Settings

Baud Bit 5 Bit 12 Bit 11

115200 1 1 1

57600 1 1 0

38400 1 0 1

19200 1 0 0

9600 0 0 0

4800 0 0 1

2400 0 1 1

1200 0 1 0
Changing the Console Line Speed: CLI

router#configure terminal

router(config)#line console 0 Enters console line mode

router(config-line)#speed 19200 Changes speed to 19200 baud

TIP: Cisco IOS Software does not allow you to change the console speed bits

directly with the config-register command.

Changing the Console Line Speed: ROM Monitor Mode

rommoni>confreg

Shows configuration
summary. Step through
the questions,
answering with the
defaults until you can
change the console
baud rate.

Configuration Summary

enabled are:

load rom after netboot fails

console baud: 9600

boot: image specified by the boot system commands

or default to: x (name of system image)
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do you wish to change the configuration? y/n [n]: Yy

enable "diagonstic mode"? y/n [n]: n

enable "use net in IP bcast address"? y/n [n]: n
disable "load rom after netboot fails"? y/n [n]: n
enable "use all zero broadcast"? y/n [n]: n
enable "break/abort has effect"? y/n [n]: n
enable "ignore system config info"? y/n [n]: n

change console baud rate? y/n [n]: y
enter rate: 0=9600, 1=4800, 2=1200, 3=2400

4=19200, 5=38400, 6=57600, 7=115200
[0]: 7

Configuration Summary

enabled are:

load rom after netboot fails

115200

boot: image specified by the boot system commands

console baud:

or default to: x (name of system image)

change the boot characteristics? y/n [n]: n

After the summary is
shown again, choose n
to not change the
configuration and go to
the rommon>prompt
again.

rommon2>

TIP: Make sure that after you change the console baud rate, you change your

terminal program to match the same rate!

Password-Recovery Procedures for Cisco Routers

1700/2600/ISR Series

Step 2500 Series Commands Commands
Step 1: Boot the router Press (Ctrl)-Break Press (Ctrl)-Break
and interrupt the boot S rommon 1>

sequence as soon as text
appears on the screen.
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Step 2: Change the

>0/r 0x2142

rommon 1>confreg

configuration register to 0x2142
ignore contents of
NVRAM.
> rommon 2>
Step 3: Reload the router. | >i rommon 2>reset
Step 4: Enter privileged Router>enable Router>enable
mode. (Do not enter setup
mode.)
Router# Router#

Step 5: Copy the startup
configuration into the
running configuration.

Router#copy startup-
config running-config

Router#copy startup-
config running-config

.<output cut>..

.<output cut>..

Denver# Denver#
Step 6: Change the Denver#configure Denver#configure
terminal terminal

password.

Denver(config)#enable
secret new

Denver(config)#enable
secret new

Denver(config)#

Denver(config)#

Step 7: Reset the
configuration register back
to its default value.

Denver(config)#config-
register 0x2102

Denver(config)#config-
register 0x2102

Denver(config)#

Denver(config)#

Step 8: Save the
configuration.

Denver(config)#exit

Denver(config)#exit

Denver#copy running-
config startup-config

Denver#copy running-
config startup-config

Denver#

Denver#
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configuration register.

Step 9: Verify the Denver#show version

Denver#show version

..<output cut>..

..<output cut>..

is 0x2142 (will be

Configuration register | Configuration register

is 0x2142 (will be

0x2102 at next reload) | @x2102 at next reload)

Denver#

Denver#

Step 10: Reload the router. | Denver#reload

Denver#reload

Password Recovery for 2960 Series Switches

Unplug the power supply from the back of the switch.

Press and hold the Mode button on the front of the
switch.

Plug the switch back in.

Release the Mode button when the SYST LED blinks

amber and then turns solid green. When you release
the Mode button, the SYST LED blinks green.

Issue the following commands:

switch: flash_init

Initializes the flash memory.

switch: load_helper

switch: dir flash:

Do not forget the colon. This
displays which files are in flash
memory.

switch: rename flash:config.text
flash:config.old

You are renaming the
configuration file. The
config.text file contains the
password.

switch: boot

Boots the switch.
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When asked whether you want to enter the
configuration dialog, enter n to exit out to the switch
prompt.

Takes you to user mode.

switch>enable

Enters privileged mode.

switch#rename flash:config.old
flash:config.text

Renames the configuration file
back to the original name.

Destination filename [config.text]

Press «Enter).

switch#copy flash:config.text
system:running-config

Copies the configuration file
into memory.

768 bytes copied in 0.624 seconds

2960Switch#

The configuration file is now
reloaded. Notice the new
prompt.

2960Switch#configure terminal

Enters global configuration
mode.

2960Switch(config)#

Proceed to change the passwords as needed

2900Switch(config)#exit

2900Switch#copy running-config startup-
config

Saves the configuration into
NVRAM with new passwords.




This page intentionally left blank



CHAPTER 18

Cisco Discovery
Protocol (CDP)

This chapter provides information and commands concerning the following topic:

* Cisco Discovery Protocol (CDP)

Cisco Discovery Protocol

Router#show cdp

Displays global CDP information
(such as timers)

Router#show cdp neighbors

Displays information about neighbors

Router#show cdp neighbors detail

Displays more detail about the
neighbor device

Router#show cdp entry word

Displays information about the device
named word

Router#show cdp entry *

Displays information about all devices

Router#show cdp interface

Displays information about interfaces
that have CDP running

Router#show cdp interface x

Displays information about specific
interface x running CDP

Router#show cdp traffic

Displays traffic information—packets
in/out/version

Router(config)#cdp holdtime x

Changes the length of time to keep
CDP packets

Router(config)#cdp timer x

Changes how often CDP updates are
sent

Router(config)#cdp run

Enables CDP globally (on by default)

Router(config)#no cdp run

Turns off CDP globally

Router(config-if)#cdp enable

Enables CDP on a specific interface
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Router(config-if)#no cdp enable Turns off CDP on a specific interface
Router#clear cdp counters Resets traffic counters to 0
Router#clear cdp table Deletes the CDP table
Router#debug cdp adjacency Monitors CDP neighbor information
Router#debug cdp events Monitors all CDP events
Router#debug cdp ip Monitors CDP events specifically
for IP
Router#debug cdp packets Monitors CDP packet-related
information

CAUTION: Although CDP is necessary for some management applications, CDP
should still be disabled in some instances.

Disable CDP globally if

* CDPis not required at all.

» The device is located in an insecure environment.

Use the command no cedp run to disable CDP globally:
RouterOrSwitch(config)#no cdp run

Disable CDP on any interface if

* Management is not being performed.

» The switch interface is a nontrunk interface.

» The interface is connected to a nontrusted network.

Use the interface configuration command no cdp enable to disable CDP on a
specific interface:

RouterOrSwitch(config)#interface fastethernet 0/1
RouterOrSwitch(config-if)#no cdp enable
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Telnet and SSH

This chapter provides information and commands concerning the following topics:

* Using Telnet to remotely connect to other devices
* Configuring the Secure Shell Protocol (SSH)

Using Telnet to Remotely Connect to Other Devices

The following five commands all achieve the same result: the attempt to connect
remotely to the router named Paris at IP address 172.16.20.1.

Denver>telnet paris Enter if ip host command was used previously
to create a mapping of an IP address to the
word paris.

Denver>telnet 172.16.20.1

Denver>paris Enter if ip host command is using default
port #.

Denver>connect paris

Denver>172.16.20.1

Any of the preceding commands lead to the following configuration sequence:

Paris> As long as vty password is set. See the
Caution following this table.

Paris>exit Terminates the Telnet session and returns
you to the Denver prompt.

Denver>

Paris>logout Terminates the Telnet session and returns
you to the Denver prompt.
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Denver>

Paris> (- (*Shift)-(8),
release, then press

Suspends the Telnet session but does not
terminate it, and returns you to the Denver
prompt.

Denver>

Denver>«Enter) Resumes the connection to Paris.
Paris>

Denver>resume Resumes the connection to Paris.
Paris>

Denver>disconnect paris

Terminates the session to Paris.

Denver>

Denver#show sessions

Displays connections you opened to other
sites.

Denver#show users

Displays who is connected remotely to you.

Denver#clear line x

Disconnects the remote user connected to
you on line x.

The line number is listed in the output
gained from the show users command.

Denver(config)#line vty 0 4

Moves to line configuration mode for vty
lines 0—4.

Denver(config-line)
session-limit x

Limits the number of simultaneous sessions
per vty line to x number.

CAUTION: The following configuration creates a big security hole. Never use it

in a live production environment. Use it in the lab only!
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Denver(config)#line vty 0 4 Moves you to line configuration mode for vty

lines 0-4.

Denver(config-line)#no password | The remote user is not challenged when

Telnetting to this device.

Denver(config-line)#no login The remote user moves straight to user mode.

NOTE: A device must have two passwords for a remote user to be able to make
changes to your configuration:

» Line vty password (or have it explicitly turned off; see the preceding Caution)
» Enable or enable secret password

Without the enable or enable secret password, a remote user will only be able to
get to user mode, not to privileged mode. This is extra security.

Configuring the Secure Shell Protocol (SSH)

CAUTION: SSH Version 1 implementations have known security issues. It is rec-
ommended to use SSH Version 2 whenever possible.

NOTE: To work, SSH requires a local username database, a local IP domain, and
an RSA key to be generated.

The Cisco implementation of SSH requires Cisco 10S Software to support Rivest-
Shamir-Adleman (RSA) authentication and minimum Data Encryption Standard

(DES) encryption—a cryptographic software image.

Router(config)#username Roland
password tower

Creates a locally significant username/
password combination. These are the
credentials needed to be entered when
connecting to the router with SSH client
software.

Router(config)#ip domain-name
test.lab

Creates a host domain for the router.

Router(config)#crypto key
generate rsa

Enables the SSH server for local and remote
authentication on the router and generates
an RSA key pair.




This page intentionally left blank



CHAPTER 20

The ping and
traceroute Commands

This chapter provides information and commands concerning the following topics:

e ICMP redirect messages
e The ping command
e Examples of using the ping and the extended ping commands

¢ The traceroute command

ICMP Redirect Messages

Router(config-if)#no ip redirects | Disables ICMP redirects from this
specific interface

Router(config-if)#ip redirects Reenables ICMP redirects from this
specific interface

The ping Command

Router#ping w.x.y.z Checks for Layer 3 connectivity with
device at address w.x.y.z

Router#ping Enters extended ping mode, which
provides more options

The following table describes the possible ping output characters.

Character Meaning

! Successful receipt of a reply.

Device timed out while waiting for a reply.

U A destination unreachable error protocol data unit (PDU) was
received.

Q Source quench (destination too busy).
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M Could not fragment.
? Unknown packet type.
& Packet lifetime exceeded.

Examples of Using the ping and the Extended ping Commands

Router#ping 172.168.20.1

Performs a basic Layer 3
test to address.

Router#ping paris

Same as above but through
the IP host name.

Router#ping

Enters extended ping mode;
can now change parameters
of ping test.

Protocol [ip]: [Enter]

Press [«Enter] to use ping
for IP.

Target IP address: 172.16.20.1

Enter the target IP address.

Repeat count [5]: 100

Enter the number of echo
requests you want to send.
The default is 5.

Datagram size [100]:

Enter the size of datagrams
being sent. The default
is 100.

Timeout in Seconds [2]: [Enter

Enter the timeout delay
between sending echo
requests.

Extended commands [n]: yes

Allows you to configure
extended commands.

Source address or interface: 10.0.10.1

Allows you to explicitly set
where the pings are
originating from.

Type of Service [0]

Allows you to set the TOS
field in the IP header.
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Set DF bit in IP header [no]

Allows you to set the DF bit
in the IP header.

Validate reply data? [no]

Allows you to set whether
you want validation.

Data Pattern [@XABCD]

Allows you to change the
data pattern in the data field
of the ICMP echo request
packet.

Loose, Strict, Record, Timestamp,

Verbose[none]: [Enter
Sweep range of sizes [no]: [Enter

Type escape sequence to abort

Sending 100, 100-byte ICMP Echos to
172.16.20.1, timeout is 2 seconds:

Success rate is 100 percent (100/100) round-

trip min/avg/max = 1/1/4 ms

The traceroute Command

Router#traceroute 172.168.20.1

Discovers the route taken to travel to the
destination

Router#traceroute paris

Command with IP host name rather than IP
address

Router#trace 172.16.20.1

Common shortcut spelling of the traceroute
command
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CHAPTER 21

SNMP and Syslog

This chapter provides information and commands concerning the following topics:

* Configuring SNMP
* Configuring Syslog

Configuring SNMP

Router(config)#snmp-server community
academy ro

Sets a read-only (ro)
community string called
academy

Router(config)#snmp-server community
academy rw

Sets a read-write (rw)
community string called
academy

Router(config)#snmp-server location 2nd
Floor IDF

Defines an SNMP string
that describes the physical
location of the SNMP
server

Router(config)#snmp-server contact Scott
Empson 555-5236

Defines an SNMP string
that describes the
sysContact information

NOTE: A community string is like a password. In the case of the first
command, the community string grants you access to SNMP.

Configuring Syslog

Router(config)#logging on

Enables logging to all
supported destinations.

Router(config)#logging 192.168.10.53

Logging messages will be
sent to a syslog server
host at address
192.168.10.53.
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Router(config)#logging sysadmin Logging messages will be
sent to a syslog server
host named sysadmin.

Router(config)#logging trap x Sets the syslog server
logging level to value x,
where x is a number
between 0 and 7 or a word
defining the level. The
table that follows
provides more details.

Router(config)#service timestamps log Syslog messages will now

datetime have a timestamp

included.

There are eight levels of severity in logging messages, as follows:

0 Emergencies System is unusable

1 Alerts Immediate action needed

2 Critical Critical conditions

3 Errors Error conditions

4 Warnings Warning conditions

5 Notifications Normal but significant conditions

6 Informational Informational messages (default level)
7 Debugging Debugging messages

Setting a level means you will get that level and everything below it. Level 6 means you
will receive level 6 and 7 messages. Level 4 means you will get levels 4 through 7.
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Basic
Troubleshooting

This chapter provides information and commands concerning the following topics:

* Viewing the routing table

* Determining the gateway of last resort

e Determining the last routing update

* OSI Layer 3 testing

e OSI Layer 7 testing

e Interpreting the show interface command
* Clearing interface counters

* Using CDP to troubleshoot

* The traceroute command

* The show controllers command

¢ debug commands

e Using time stamps

* Operating system IP verification commands
e The ip http server command

¢ The netstat command

Viewing the Routing Table

Router#show ip route Displays the entire routing table

Router#show ip route protocol Displays a table about a specific
protocol (for example, RIP or IGRP)

Router#show ip route w.x.y.z Displays information about route w.x.y.z
Router#show ip route connected Displays a table of connected routes
Router#show ip route static Displays a table of static routes

Router#show ip route summary Displays a summary of all routes
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Determining the Gateway of Last Resort

Router(config)#ip default-network
W.X.y.z

Sets network w.x.y.z to be the default
route. All routes not in the routing table
will be sent to this network.

Router(config)#ip route 0.0.0.0
0.0.0.0 172.16.20.1

Specifies that all routes not in the routing
table will be sent to 172.16.20.1.

NOTE: The ip default-network command is for use with the deprecated Cisco
proprietary Interior Gateway Routing Protocol (IGRP). Although you can use it
with Enhanced Interior Gateway Routing Protocol (EIGRP) or RIP, it is not recom-
mended. Use the ip route 0.0.0.0 0.0.0.0 command instead.

Routers that use the ip default-network command must have either a specific
route to that network or a 0.0.0.0 /0 default route.

Determining the Last Routing Update

Router#show ip route

Displays the entire routing table

Router#show ip route w.x.y.z

Displays information about route w.x.y.z

Router#show ip protocols

Displays the IP routing protocol
parameters and statistics

Router#show ip rip database

Displays the RIP database

OSI Layer 3 Testing

Router#ping w.x.y.z

Checks for Layer 3 connectivity with the
device at address w.x.y.z

Router#ping

Enters extended ping mode, which
provides more options

NOTE: See Chapter 20, “The ping and traceroute Commands,” for all applicable

ping commands.
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OSI Layer 7 Testing

NOTE: See Chapter 19, “Telnet and SSH,” for all applicable Telnet commands.

Router#debug telnet

Displays the Telnet negotiation process

Interpreting the show interface Command

Router#show interface serial 0/0/0

Displays the status and stats of the
interface.

Serial 0/0/0 is
is up

up, line protocol

The first part refers to the physical status.
The second part refers to the logical status.

.<output cut>..

Possible output results:

Serial 0/0/0 is
is up

up, line protocol

The interface is up and working.

Serial 0/0/0 is
is down

up, line protocol

Keepalive or connection problem
(no clock rate, bad encapsulation).

Serial 0/0/@ is down, line protocol
is down

Interface problem, or other end has not
been configured.

Serial 0/0/0 is administratively
down, line protocol is down

Interface is disabled—shut down.

Clearing Interface Counters

Router#clear counters

Resets all interface counters to 0

Router#clear counters interface
type/slot

Resets specific interface counters to 0
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Using CDP to Troubleshoot

NOTE: See Chapter 19 for all applicable CDP commands.

The traceroute Command

Router#traceroute w.x.y.z

Displays all routes used to reach the
destination of w.x.y.z

NOTE: See Chapter 20 for all applicable traceroute commands.

The show controllers Command

Router#show controllers serial
0/0/0

Displays the type of cable plugged into the
serial interface (DCE or DTE) and what
the clock rate is, if it was set

debug Commands

Router#debug all

Turns on all possible debugging.

Router#u all

(short form of undebug all)

Turns off all possible debugging.

Router#show debug

Lists what debug commands are on.

Router#terminal monitor

Debug output will now be seen through a
Telnet session (default is to only send
output on the console screen)

CAUTION: Turning all possible debugging on is extremely CPU intensive and
will probably cause your router to crash. Use extreme caution if you try this
on a production device. Instead, be selective about which debug commands

you turn on.

Do not leave debugging turned on. After you have gathered the necessary infor-
mation from debugging, turn all debugging off. If you want to turn off only

one specific debug command and leave others on, issue the no debug x com-
mand, where x is the specific debug command you want to disable.
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Using Time Stamps

Router(config)#service timestamps

Adds a time stamp to all system logging
messages

Router(config)#service timestamps
debug

Adds a time stamp to all debugging
messages

Router(config)#service timestamps
debug uptime

Adds a time stamp along with the total
uptime of the router to all debugging
messages

Router(config)#service timestamps
debug datetime localtime

Adds a time stamp displaying the local
time and the date to all debugging
messages

Router(config)#no service
timestamps

Disables all time stamps

TIP: Make sure you have the date and time set with the clock command at
privileged mode so that the time stamps are more meaningful.

Operating System IP Verification Commands

The following are commands that you should use to verify what your IP settings are.
Different operating systems have different commands.

¢ ipconfig (Windows 2000/XP):

Click Start > Run > Command > ipconfig or

ipconfig/all.
» winipcfg (Windows 95/98/Me):

Click Start > Run > winipcfg.

« ifconfig (Mac/Linux):
#ifconfig

The ip http server Command

Router(config)#ip http server

Enables the HTTP server, including the
Cisco web browser user interface

Router(config-if)#no ip http
server

Disables the HTTP server
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CAUTION: The HTTP server was introduced in Cisco |I0S Software Release 11.0
to extend router management to the web. You have limited management capabil-
ities to your router through a web browser if the ip http server command is
turned on.

Do not turn on the ip http server command unless you plan to use the browser
interface for the router. Having it on creates a potential security hole because
another port is open.

The netstat Command

C\>netstat Used in Windows and UNIX/Linux to
display TCP/IP connection and protocol
information; used at the command prompt
in Windows
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CHAPTER 23

Network Address
Translation

This chapter provides information and commands concerning the following topics:

* Private IP addresses: RFC 1918
* Configuring dynamic NAT: One private to one public address translation

* Configuring Port Address Translation (PAT): Many private to one public address
translation

» Configuring static NAT: One private to one permanent public address translation
* Verifying NAT and PAT configurations

e Troubleshooting NAT and PAT configurations

» Configuration example: PAT

Private IP Addresses: RFC 1918

The following table lists the address ranges as specified in RFC 1918 that can be used
by anyone as internal private addresses. These will be your “inside-the-LAN”
addresses that will have to be translated into public addresses that can be routed across
the Internet. Any network is allowed to use these addresses; however, these addresses
are not allowed to be routed onto the public Internet.

Private Addresses

Class RFC 1918 Internal Address Range CIDR Prefix

A 10.0.0.0-10.255.255.255 10.0.0.0/8

B 172.16.0.0-172.31.255.255 172.16.0.0/12
C 192.168.0.0-192.168.255.255 192.168.0.0/16

Configuring Dynamic NAT: One Private to
One Public Address Translation

NOTE: For a complete configuration of NAT/PAT with a diagram for visual
assistance, see the sample configuration at the end of this chapter.
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Step 1: Define a
static route on
the remote router
stating where the
public addresses
should be
routed.

ISP(config)#ip route
64.64.64.64 255.255.255.128
s0/0/0

Informs the ISP router
where to send packets with
addresses destined for
64.64.64.64
255.255.255.128.

Step 2: Define a
pool of usable
public IP
addresses on
your router that
will perform
NAT.

The private address will
receive the first available
public address in the pool.

Corp(config)#ip nat pool
scott 64.64.64.70
64.64.64.126 netmask
255.255.255.128

Defines the following:

The name of the pool is
scott. (The name of the pool
can be anything.)

The start of the pool is
64.64.64.70.

The end of the pool is
64.64.64.126.

The subnet mask is
255.255.255.128.

Step 3: Create
an access control
list (ACL) that
will identify
which private IP
addresses will be
translated.

Corp(config)#access-list 1
permit 172.16.10.0 0.0.0.255

Step 4: Link the
ACL to the pool
of addresses
(create the
translation).

Corp(config)#ip nat inside
source list 1 pool scott

Defines the following:

The source of the private
addresses is from ACL 1.

The pool of available public
addresses is named scott.
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Step 5: Define
which interfaces
are inside
(contain the
private
addresses).

Router(config)#interface
fastethernet 0/0

Moves to interface
configuration mode.

Router(config-if)#ip nat
inside

You can have more than one
inside interface on a router.
Addresses from each inside
interface are then allowed to
be translated into a public
address.

Router(config-if)#exit

Returns to global
configuration mode.

Step 6: Define
the outside
interface (the
interface leading
to the public
network).

Router(config)#interface
serial 0/0/0

Router(config-if)#ip nat
outside

Configuring PAT: Many Private to One Public Address Translation

All private addresses use a single public IP address and numerous port numbers for

translation.

Step 1: Define a
static route on the
remote router
stating where
public addresses
should be routed.

ISP(config)#ip route
64.64.64.64
255.255.255.128 s0/0

Informs the Internet service
provider (ISP) where to
send packets with addresses
destined for 64.64.64.64
255.255.255.128.

223
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Step 2: Define a
pool of usable
public IP
addresses on your
router that will
perform NAT
(optional).

Use this step if you have
many private addresses to
translate. A single public IP
address can handle
thousands of private
addresses. Without using a
pool of addresses, you can
translate all private
addresses into the IP address
of the exit interface (the
serial link to the ISP, for
example).

Corp(config)#ip nat pool
scott 64.64.64.70
64.64.64.70 netmask
255.255.255.128

Defines the following:

The name of the pool is
scott. (The name of the pool
can be anything.)

The start of the pool is
64.64.64.70.

The end of the pool is
64.64.64.70.

The subnet mask is
255.255.255.128.

Step 3: Create an

Corp(config)#access-list

the outside public
interface (create
the translation).

serial 0/0/0 overload

ACL that will 1 permit 172.16.10.0

identify which 0.0.0.255

private IP

addresses will be

translated.

Step 4 (Option 1): | Corp(config)#ip nat inside The source of the private
Link the ACL to source list 1 interface addresses is from ACL 1.

The public address to be
translated into is the one
assigned to serial 0/0/0.

The overload keyword
states that port numbers will
be used to handle many
translations.
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Step 4 (Option 2):
Link the ACL to
the pool of
addresses (create
the translation).

If using the pool created in
Step1...

Corp(config)#ip nat inside
source list 1 pool scott
overload

The source of the private
addresses is from ACL 1.

The pool of the available
addresses is named scott.

The overload keyword
states that port numbers will
be used to handle many
translations.

Step 5: Define
which interfaces
are inside (contain
the private
addresses).

Corp(config)#interface
fastethernet 0/0

Moves to interface
configuration mode.

Corp(config-if)#ip nat
inside

You can have more than one
inside interface on a router.

Corp(config-if)#exit

Returns to global
configuration mode.

Step 6: Define the
outside interface
(the interface
leading to the
public network).

Corp(config)#interface
serial 0/0/0

Moves to interface
configuration mode.

Corp(config-if)#ip nat
outside

Defines which interface is
the outside interface for
NAT.

NOTE: You can have an IP NAT pool of more than one address, if needed. The
syntax for this is as follows:

Corp(config)#ip nat pool scott 64.64.64.70 74.64.64.128 netmask
255.255.255.128

You would then have a pool of 63 addresses (and all of their ports) available for

translation.
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Configuring Static NAT: One Private to One Permanent
Public Address Translation

Step 1: Define a static
route on the remote
router stating where the
public addresses should
be routed.

ISP(config)#ip route
64.64.64.64
255.255.255.128 s0/0

Informs the ISP where
to send packets with
addresses destined for
64.64.64.64
255.255.255.128.

Step 2: Create a static
mapping on your router
that will perform NAT.

Corp(config)#ip nat inside
source static 172.16.10.5
64.64.64.65

Permanently translates
the inside address of

172.16.10.5 to a public
address of 64.64.64.65.

Use the command for
each of the private IP
addresses you want to
statically map to a
public address.

Step 3: Define which
interfaces are inside
(contain the private
addresses).

Corp(config)#interface
fastethernet 0/0

Moves to interface
configuration mode.

Corp(config-if)#ip nat
inside

You can have more than
one inside interface on a
router.

Step 4: Define the
outside interface (the
interface leading to the
public network).

Corp(config-if)#interface
serial 0/0/0

Moves to interface
configuration mode.

Corp(config-if)#ip nat
outside

Defines which interface
is the outside interface
for NAT.

CAUTION: Make sure that you have in your router configurations a way for
packets to travel back to your NAT router. Include a static route on the ISP router
advertising your NAT pool and how to travel back to your internal network.
Without this in place, a packet can leave your network with a public address, but
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it will not be able to return if your ISP router does not know where the pool of
public addresses exists in the network. You should be advertising the pool of
public addresses, not your private addresses.

Verifying NAT and PAT Configurations

Router#show ip nat translations Displays the translation table

Router#show ip nat statistics Displays NAT statistics

Router#clear ip nat translations inside Clears a specific translation

a.b.c.d outside e.f.g.h from the table before it
times out

Router#clear ip nat translations* Clears the entire translation
table before entries time out

Troubleshooting NAT and PAT Configurations

Router#debug ip nat Displays information about
every packet that is translated.

Be careful with this
command. The router’s CPU
might not be able to handle
this amount of output and
might therefore hang the
system.

Router#debug ip nat detailed Displays greater detail about
packets being translated.
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Configuration Example: PAT

Figure 23-1 shows the network topology for the PAT configuration that follows using the
commands covered in this chapter.

Figure 23-3  Port Address Translation Configuration
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ISP Router

router>enable

Moves to privileged mode.

router#configure terminal

Moves to global configuration mode.

router(config)#host ISP

Sets the host name.

ISP(config)#no ip domain-lookup

Turns off Domain Name System
(DNS) resolution to avoid wait time
due to DNS lookup of spelling errors.

ISP(config)#enable secret cisco

Sets the encrypted password to cisco.

ISP(config)#1line console @

Moves to line console mode.

ISP(config-line)#login

User must log in to be able to access
the console port.

ISP(config-line)#password class

Sets the console line password to
class.

ISP(config-line)#logging synchronous

Commands will be appended to a new
line.

ISP(config-line)#exit

Returns to global configuration mode.
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ISP(config)#interface serial 0/0/1

Moves to interface configuration
mode.

ISP(config-if)#ip address
198.133.219.2 255.255.255.252

Assigns an IP address and netmask.

ISP(config-if)#clock rate 56000

Assigns the clock rate to the DCE
cable on this side of the link.

ISP(config-if)#no shutdown

Enables the interface.

ISP(config-if)#interface loopback 0

Creates loopback interface 0 and
moves to interface configuration
mode.

ISP(config-if)#ip address
192.31.7.1255.255.255.255

Assigns an IP address and netmask.

ISP(config-if)#exit

Returns to global configuration mode.

ISP(config)#exit

Returns to privileged mode.

ISP#copy running-config startup-
config

Saves the configuration to NVRAM.

Company Router

router>enable

Moves to privileged mode.

router#configure terminal

Moves to global configuration mode.

router(config)#host Company

Sets the host name.

Company (config)#no ip domain-lookup

Turns off DNS resolution to avoid
wait time due to DNS lookup of
spelling errors.

Company (config)#enable secret cisco

Sets the secret password to cisco.

Company (config)#line console 0@

Moves to line console mode.

Company (config-line)#login

User must log in to be able to access
the console port.

Company (config-line)#password class

Sets the console line password to
class.

Company (config-line)#logging
synchronous

Commands will be appended to a new
line.
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Company (config-line)#exit

Returns to global configuration mode.

Company (config)#interface
fastethernet 0/0

Moves to interface configuration
mode.

Company (config-if)#ip address
172.16.10.1 255.255.255.0

Assigns an IP address and netmask.

Company (config-if)#no shutdown

Enables the interface.

Company (config-if)#interface serial
o/0/0

Moves to interface configuration
mode.

Company (config-if)#ip address
198.133.219.1 255.255.255.252

Assigns an IP address and netmask.

Company (config-if)#no shutdown

Enables the interface.

Company (config-if)#exit

Returns to global configuration mode.

Company (config)#ip route 0.0.0.0
0.0.0.0 198.133.219.2

Sends all packets not defined in the
routing table to the ISP router.

Company (config)#access-1list 1 permit
172.16.10.0 0.0.0.255

Defines which addresses are
permitted through; these addresses are
those that will be allowed to be
translated with NAT.

Company (config)#ip nat inside source
list 1 interface serial 0/0/0 overload

Creates NAT by combining list 1 with
the interface serial 0/0/0. Overloading
will take place.

Company (config)#interface
fastethernet 0/0

Moves to interface configuration
mode.

Company (config-if)#ip nat inside

Location of private inside addresses.

Company (config-if)#interface serial
o/0/0

Moves to interface configuration
mode.

Company (config-if)#ip nat outside

Location of public outside addresses.

Company (config-if)#Ctl)-(z)

Returns to privileged mode.

Company#copy running-config startup-
config

Saves the configuration to NVRAM.
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DHCP

This chapter provides information and commands concerning the following topics:

* Configuring DHCP

* Verifying and troubleshooting DHCP configuration

e Configuring a DHCP helper address

e DHCEP client on a Cisco IOS Software Ethernet interface

* Configuration example: DHCP

Configuring DHCP

Router(config)#ip dhcp pool
internal

Creates a DHCP pool called internal.

Router(dhcp-config)#network
172.16.10.0 255.255.255.0

Defines the range of addresses to be
leased.

Router(dhcp-config)#default-
router 172.16.10.1

Defines the address of the default router
for the client.

Router(dhcp-config)#dns-server
172.16.10.10

Defines the address of the Domain
Name System (DNS) server for the
client

Router(dhcp-config)#netbios-
name-server 172.16.10.10

Defines the address of the NetBIOS
server for the client.

Router(dhcp-config)#domain-name
fakedomainname.ca

Defines the domain name for the client.

Router(dhcp-config)#
lease 14 12 23

Defines the lease time to be 14 days,
12 hours, 23 minutes.

Router(dhcp-config)#lease
infinite

Sets the lease time to infinity; the
default time is 1 day.

Router(dhcp-config)#exit

Returns to global configuration mode.

Router(config)#ip dhcp excluded-
address 172.16.10.1 172.16.10.9

Specifies the range of addresses not to
be leased out to clients.
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Router(config)#service dhcp

Enables the DHCP service and relay
features on a Cisco IOS router.

Router(config)#no service dhcp

Turns the DHCP service off. DHCP
service is on by default in Cisco I0S
Software.

Verifying and Troubleshooting DHCP Configuration

Router#show ip dhcp binding

Displays a list of all bindings created

Router#show ip dhcp binding
W.X.y.z

Displays the bindings for a specific DHCP
client with an IP address of w.x.y.z

Router#clear ip dhcp binding
a.b.c.d

Clears an automatic address binding from
the DHCP server database

Router#clear ip dhcp binding *

Clears all automatic DHCP bindings

Router#show ip dhcp conflict

Displays a list of all address conflicts
recorded by the DHCP server

Router#clear ip dhcp conflict
a.b.c.d

Clears address conflict from the database

Router#clear ip dhcp conflict *

Clears conflicts for all addresses

Router#show ip dhcp database

Displays recent activity on the DHCP
database

Router#show ip dhcp server
statistics

Displays a list of the number of messages
sent and received by the DHCP server

Router#clear ip dhcp server
statistics

Resets all DHCP server counters to 0

Router#debug ip dhcp server
{events | packets | linkage | class}

Displays the DHCP process of addresses
being leased and returned

Configuring a DHCP Helper Address

Router(config)#interface
fastethernet 0/0

Moves to interface configuration mode.

Router(config-if)#ip helper-
address 172.16.20.2

DHCP broadcasts will be forwarded as a
unicast to this specific address rather than be
dropped by the router.
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NOTE: The ip helper-address command will forward broadcast packets as a uni-
cast to eight different UDP ports by default:

» TFTP (port 69)

+ DNS (port 53)

+ Time service (port 37)

* NetBIOS name server (port 137)

» NetBIOS datagram server (port 138)

» Boot Protocol (BOOTP) client and server datagrams (ports 67 and 68)
» TACACS service (port 49)

If you want to close some of these ports, use the no ip forward-protocol udp x
command at the global configuration prompt, where x is the port number you
want to close. The following command stops the forwarding of broadcasts to
port 49:

Router(config)#no ip forward-protocol udp 49

If you want to open other UDP ports, use the ip forward-helper udp x command,
where x is the port number you want to open:

Router(config)#ip forward-protocol udp 517

DHCP Client on a Cisco I0S Software Ethernet Interface

Router(config)#interface Moves to interface configuration mode
fastethernet 0/0

Router(config-if)#ip address dhcp | Specifies that the interface acquire an
IP address through DHCP

Configuration Example: DHCP

Figure 24-1 illustrates the network topology for the configuration that follows, which shows
how to configure DHCP services on a Cisco IOS router using the commands covered in this
chapter.

Figure 24-4  Network Topology for DHCP Configuration
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Edmonton Router

router>enable

Moves to privileged mode

router#configure terminal

Moves to global configuration mode

router(config)#host Edmonton

Sets the host name

Edmonton(config)#interface
fastethernet 0/0

Moves to interface configuration mode

Edmonton(config-if)#description
LAN Interface

Sets the local description of the interface

Edmonton(config-if)#ip address
10.0.0.1 255.0.0.0

Assigns an IP address and netmask

Edmonton(config-if)#no shutdown

Enables the interface

Edmonton(config-if)#interface Moves to interface configuration mode
serial 0/0/0

Edmonton(config-if)#description Sets the local description of the interface
Link to Gibbons Router

Edmonton(config

-if)#ip address
192.168.1.2 255.

255.255.252

Assigns an IP address and netmask

Edmonton(config

-if)#clock rate

Assigns the clock rate to the DCE cable

56000 on this side of link
Edmonton(config-if)#no shutdown Enables the interface
Edmonton(config-if)#exit Returns to global configuration mode

Edmonton(config)#router eigrp 10

Enables the EIGRP routing process for
autonomous system 10

Edmonton(config-router)#network Advertises the 10.0.0.0 network
10.0.0.0

Edmonton(config-router)#network Advertises the 192.168.1.0 network
192.168.1.0

Edmonton(config-router)#exit Returns to global configuration mode

Edmonton(config)#service dhcp

Verifies that the router can use DHCP
services and that DHCP is enabled

10network

Edmonton(config)#ip dhcp pool

Creates a DHCP pool called 10network




Configuration Example: DHCP 235

Edmonton(dhcp-config)#network
10.0.0.0 255.0.0.0

Defines the range of addresses to be leased

Edmonton(dhcp-config)#default-
router 10.0.0.1

Defines the address of the default router
for clients

Edmonton(dhcp-config)#netbios-
name-server 10.0.0.2

Defines the address of the NetBIOS server
for clients

Edmonton(dhcp-config)#dns-server
10.0.0.3

Defines the address of the DNS server for
clients

Edmonton(dhcp-config)#domain-name
fakedomainname.ca

Defines the domain name for clients

Edmonton(dhcp-config)#lease 12 14
30

Sets the lease time to be 12 days, 14
hours, 30 minutes

Edmonton(dhcp-config)#exit

Returns to global configuration mode

Edmonton(config)#ip dhcp excluded-
address 10.0.0.1 10.0.0.5

Specifies the range of addresses not to be
leased out to clients

Edmonton(config)#ip dhcp pool
192.168.3network

Creates a DHCP pool called the
192.168.3network

Edmonton(dhcp-config)#network
192.168.3.0 255.255.255.0

Defines the range of addresses to be
leased

Edmonton(dhcp-config)#default-
router 192.168.3.1

Defines the address of the default router
for clients

Edmonton(dhcp-config)#netbios-
name-server 10.0.0.2

Defines the address of the NetBIOS server
for clients

Edmonton(dhcp-config)#dns-server
10.0.0.3

Defines the address of the DNS server for
clients

Edmonton(dhcp-config)#domain-name
fakedomainname.ca

Defines the domain name for clients

Edmonton(dhcp-config)#lease 12 14
30

Sets the lease time to be 12 days, 14
hours, 30 minutes

Edmonton(dhcp-config)#exit

Returns to global configuration mode

Edmonton(config)#exit

Returns to privileged mode

Edmonton#copy running-config
startup-config

Saves the configuration to NVRAM
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Gibbons Router

router>enable

Moves to privileged mode.

router#configure terminal

Moves to global configuration mode.

router(config)#host Gibbons

Sets the host name.

Gibbons(config)#interface
fastethernet 0/0

Moves to interface configuration mode.

Gibbons(config-if)#description
LAN Interface

Sets the local description of the interface.

Gibbons(config-if)#ip address
192.168.3.1 255.255.255.0

Assigns an IP address and netmask.

Gibbons(config-if)#ip helper-
address 192.168.1.2

DHCP broadcasts will be forwarded as a
unicast to this address rather than be
dropped.

Gibbons(config-if)#no shutdown

Enables the interface.

Gibbons(config-if)#interface
serial 0/0/1

Moves to interface configuration mode.

Gibbons(config-if)#description
Link to Edmonton Router

Sets the local description of the interface.

Gibbons(config-if)#ip address
192.168.1.1 255.255.255.252

Assigns an [P address and netmask.

Gibbons(config-if)#no shutdown

Enables the interface.

Gibbons(config-if)#exit

Returns to global configuration mode.

Gibbons(config)#router eigrp 10

Enables the EIGRP routing process for
autonomous system 10.

Gibbons(config-router)#network
192.168.3.0

Advertises the 192.168.3.0 network.

Gibbons(config-router)#network
192.168.1.0

Advertises the 192.168.1.0 network.

Gibbons(config-router)#exit

Returns to global configuration mode.

Gibbons(config)#exit

Returns to privileged mode.

Gibbons#copy running-config
startup-config

Saves the configuration to NVRAM.
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IPv6

This chapter provides information and commands concerning the following topics:

» Assigning IPv6 addresses to interfaces

* [Pv6 and RIPng
* Configuration example: IPv6 RIP

e [Pv6 tunnels: manual overlay tunnel

¢ Static routes in IPv6

* Floating static routes in IPv6

* Verifying and troubleshooting IPv6

e [Pv6 ping

NOTE: For an excellent overview of IPv6, | strongly recommend you read
Jeff Doyle’s book, Routing TCP/IP Volume I, Second Edition.

Assigning IPv6 Addresses to Interfaces

Router(config)#ipv6
unicast-routing

Enables the forwarding of IPV6 unicast
datagrams globally on the router.

Router(config)#interface
fastethernet 0/0

Moves to interface configuration mode.

Router(config-if)#ipv6é enable

Automatically configures an IPv6
link-local address on the interface and
enables IPv6 processing on the interface.

NOTE: The link-local address that the
ipv6 enable command configures can
be used only to communicate with
nodes on the same link.

Router(config-if)#ipv6é address
3000::1/64

Configures a global IPv6 address on the
interface and enables IPv6 processing
on the interface.

Router(config-if)#ipv6 address
2001:db8:0:1::/64 eui-64

Configures a global IPv6 address with
an interface identifier in the low-order
64 bits of the IPv6 address.
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Router(config-if)#ipv6 address
fe80::260:3eff:fe47:1530/64 link-
local

Configures a specific link-local IPv6
address on the interface instead of the one
that is automatically configured when
IPv6 is enabled on the interface.

Router(config-if)#ipv6é unnumbered
type/number

Specifies an unnumbered interface and
enables IPv6 processing on the interface.
The global IPv6 address of the interface
specified by type/number will be used as
the source address.

IPv6 and RIPng

Router(config)#interface
serial 0/0

Moves to interface configuration mode.

Router(config-if)#ipvé rip tower
enable

Creates the RIPng process named tower
and enables RIPng on the interface.

NOTE: Unlike RIPv1 and RIPv2, where
you needed to create the RIP routing
process with the router rip command and
then use the network command to specify
the interfaces on which to run RIP, the
RIPng process is created automatically
when RIPng is enabled on an interface
with the ipv6 rip name enable command.

NOTE: Cisco IOS Software
automatically creates an entry in the
configuration for the RIPng routing
process when it is enabled on an interface.

NOTE: The ipv6 router rip process-
name command is still needed when
configuring optional features of RIPng.

Router(config)#ipv6é router rip
tower

Creates the RIPng process named tower if
it has not already been created, and moves
to router configuration mode

Router(config-router)#maximum-
paths 2

Defines the maximum number of equal-
cost routes that RIPng can support.

NOTE: The number of paths that can be
used is a number from 1 to 64. The default
is 4.
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Configuration Example: IPv6 RIP

Figure 25-1 illustrates the network topology for the configuration that follows, which shows
how to configure IPv6 and RIPng using the commands covered in this chapter.

Figure 25-1  Network Topology for IPv6/RIPng Configuration Example
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Austin Router
Router>enable Moves to privileged mode
Router#configure terminal Moves to global configuration mode
Router(config)#hostname Austin Assigns a host name to the router
Austin(config)#ipv6 unicast- Enables the forwarding of IPv6 unicast
routing datagrams globally on the router
Austin(config)#interface Enters interface configuration mode

fastethernet 0/0

Austin(config-if)#ipv6é enable Automatically configures an IPv6 link-
local address on the interface and enables
IPv6 processing on the interface

Austin(config-if)#ipv6 address Configures a global IPv6 address with an
2001:db8:c18:2::/64 eui-64 interface identifier in the low-order 64 bits
of the IPv6 address
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Austin(config-if)#ipv6é rip tower
enable

Creates the RIPng process named tower
and enables RIPng on the interface

Austin(config-if)#no shutdown

Activates the interface

Austin(config-if)#interface
fastethernet 0/1

Enters interface configuration mode

Austin(config-if)#ipv6é enable

Automatically configures an IPv6 link-
local address on the interface and enables
IPv6 processing on the interface

Austin(config-if)#ipv6 address
2001:db8:c18:1::/64 eui-64

Configures a global IPv6 address with an
interface identifier in the low-order 64 bits
of the IPv6 address

Austin(config-if)#ipv6é rip tower
enable

Creates the RIPng process named tower
and enables RIPng on the interface

Austin(config-if)#no shutdown

Activates the interface

Austin(config-if)#exit

Moves to global configuration mode

Austin(config)#exit

Moves to privileged mode

Austin#copy running-config
startup-config

Saves the configuration to NVRAM

Houston Router

Router>enable

Moves to privileged mode

Router#configure terminal

Moves to global configuration mode

Router(config)#hostname Houston

Assigns a host name to the router

Houston(config)#ipv6é unicast-
routing

Enables the forwarding of IPv6 unicast
datagrams globally on the router

Houston(config)#interface
fastethernet 0/0

Enters interface configuration mode

Houston(config-if)#ipv6 enable

Automatically configures an IPv6 link-
local address on the interface and enables
IPv6 processing on the interface

Houston(config-if)#ipv6 address
2001:db8:c18:2::/64 eui-64

Configures a global IPv6 address with an
interface identifier in the low-order 64 bits
of the IPv6 address

Houston(config-if)#ipv6é rip tower
enable

Creates the RIPng process named tower
and enables RIPng on the interface
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Houston(config-if)#no shutdown

Activates the interface

Houston(config-if)#interface
fastethernet 0/1

Enters interface configuration mode

Houston(config-if)#ipv6é enable

Automatically configures an IPv6 link-
local address on the interface and enables
IPv6 processing on the interface

Houston(config-if)#ipv6 address
2001:db8:c18:3::/64 eui-64

Configures a global IPv6 address with an
interface identifier in the low-order 64 bits
of the IPv6 address

Houston(config-if)#ipv6é rip tower
enable

Creates the RIPng process named tower
and enables RIPng on the interface

Houston(config-if)#no shutdown

Activates the interface

Houston(config-if)#exit

Moves to global configuration mode

Houston(config)#exit

Moves to privileged mode

Houston#copy running-config
startup-config

Saves the configuration to NVRAM

IPv6 Tunnels: Manual Overlay Tunnel

NOTE: Although not part of the official CCNA exam objectives, the concept of
IPv6 tunnels is one that network administrators dealing with IPv6 need to be

comfortable with.

Figure 25-2 illustrates the network topology for the configuration that follows, which shows

how IPv6 tunnels are created.

Figure 25-2  Network Topology for IPv6 Tunnel Creation
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Juneau Router

Router>enable

Moves to privileged mode

Router#configure terminal

Moves to global configuration mode

Router(config)#hostname Juneau

Sets the host name of the router

Juneau(config)#ipv6é unicast-
routing

Enables the forwarding of IPv6 unicast
datagrams globally on the router

Juneau(config)#interface tunnel0

Moves to tunnel interface configuration
mode

Juneau(config-if)#ipv6 address
2001:db8:c003:1104::1/64

Assigns an IPv6 address to this interface

Juneau(config-if)#tunnel source
serial 0/0

Specifies the source interface type and
number for the tunnel interface

Juneau(config-if)#tunnel
destination 10.1.1.2

Specifies the destination IPv4 address for
the tunnel interface

Juneau(config-if)#tunnel mode
ipvéip

Defines a manual IPv6 tunnel; specifically,
that IPv6 is the passenger protocol and
IPv4 is both the encapsulation and
protocol for the IPv6 tunnel

Juneau(config-if)#interface
fastethernet 0/0

Moves to interface configuration mode

Juneau(config-if)#ipv6é address
2001:db8:c003:111e::1/64

Assigns an IPv6 address to this interface

Juneau(config-if)#no shutdown

Activates the interface

Juneau(config-if)#interface serial
/0

Moves to interface configuration mode

Juneau(config-if)#ip address
10.1.1.1 255.255.255.252

Assigns an IPv4 address and netmask

Juneau(config-if)#clock rate 56000

Sets the clock rate on interface

Juneau(config-if)#no shutdown

Starts the interface

Juneau(config-if)#exit

Moves to global configuration mode

Juneau(config)#exit

Moves to privileged mode

Juneau#copy running-config
startup-config

Saves the configuration to NVRAM
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Fairbanks Router

Router>enable

Moves to privileged mode

Router#configure terminal

Moves to global configuration mode

Router(config)#hostname Fairbanks

Sets the host name of the router

Fairbanks(config)#interface
tunnelo

Moves to tunnel interface configuration
mode

Fairbanks(config-if)#ipv6é address
2001:db8:c003:1104::2/64

Assigns an IPv6 address to this interface

Fairbanks(config-if)#tunnel source
serial 0/0

Specifies the source interface type and
number for the tunnel interface

Fairbanks(config-if)#tunnel
destination 10.1.1.1

Specifies the destination IPv4 address for
the tunnel interface

Fairbanks(config-if)#tunnel mode
ipvéip

Defines a manual IPv6 tunnel; specifically,
that IPv6 is the passenger protocol and
IPv4 is both the encapsulation and
protocol for the IPv6 tunnel

Fairbanks(config-if)#interface
fastethernet 0/0

Moves to interface configuration mode

Fairbanks(config-if)#ipv6é address
2001:db8:c003:111f::1/64

Assigns an IPv6 address to this interface

Fairbanks(config-if)#no shutdown

Activates the interface

Fairbanks(config-if)#interface Moves to interface configuration mode
serial 0/0
Fairbanks(config-if)#ip address Assigns an IPv4 address and netmask

10.1.1.2 255.255.255.252

Fairbanks(config-if)#no shutdown

Starts the interface

Fairbanks(config-if)#exit

Moves to global configuration mode

Fairbanks(config)#exit

Moves to privileged mode

Fairbanks#copy running-config
startup-config

Saves the configuration to NVRAM
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Static Routes in IPv6

NOTE: Although not part of the CCNA exam objectives, the concept of static
routes in IPv6 is one that network administrators dealing with IPv6 need to be

comfortable with.

NOTE: To create a static route in IPv6, you use the same format as creating a

static route in IPv4.

Figure 25-3 illustrates the network topology for the configuration that follows, which shows

how to configure static routes with IPv6. Note that only the static routes on the Austin

router are displayed.

Figure 25-3  Network Topology for IPv6 Static Route Configuration
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Austin(config)#ipv6é route
2001:db8:c18:3::/64
2001:db8:c18:2::2/64

Creates a static route configured to send
all packets to a next-hop address of
2001:db8:c18:2::2

Austin(config)#ipv6é route
2001:db8:c18:3::/64 fastethernet
o/0

Creates a directly attached static route
configured to send packets out interface
fastethernet 0/0

Austin(config)#ipv6é route
2001:db8:c18:3::/64 fastethernet
0/0 2001:db8:c18:2::2

Creates a fully specified static route on a
broadcast interface
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Floating Static Routes in IPv6

NOTE: Although not part of the CCNA exam objectives, the concept of floating
static routes in IPv6 is one that network administrators dealing with IPv6 need to
be comfortable with.

To create a static route with an administrative distance (AD) set to 200, as opposed the
default AD of one (1), enter the following command, for example:

Austin(config)# ipvé route 2001:db8:c18:3::/64 fastethernet 0/0 200

The default ADs used in IPv4 are the same for IPv6.

Verifying and Troubleshooting IPv6

CAUTION: Using the debug command may severely affect router performance
and might even cause the router to reboot. Always exercise caution when using
the debug command. Do not leave debug on. Use it long enough to gather
needed information, and then disable debugging with the undebug all command.

TIP: Send your debug output to a syslog server to ensure you have a copy of it
in case your router is overloaded and needs to reboot.

Router#clear ipv6é rip Deletes routes from the IPv6 RIP routing
table and, if installed, routes in the IPv6
routing table

Router#clear ipv6 route * Deletes all routes from the IPv6 routing
table

NOTE: Clearing all routes from the
routing table will cause high CPU
utilization rates as the routing table is

rebuilt.
Router#clear ipv6 route Clears this specific route from the IPv6
2001:db8:c18:3::/64 routing table.
Router#clear ipv6 traffic Resets IPv6 traffic counters.
Router#debug ipv6 packet Displays debug messages for IPv6
packets.
Router#debug ipv6 rip Displays debug messages for IPv6 RIP

routing transactions.
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Router#debug ipv6é routing

Displays debug messages for IPv6 routing
table updates and route cache updates.

Router#show ipv6é interface Displays the status of interfaces
configured for IPv6.

Router#show ipv6é interface brief Displays a summarized status of interfaces
configured for IPv6.

Router#show ipvé neighbors Displays IPv6 neighbor discovery cache
information.

Router#show ipvé protocols Displays the parameters and current state
of the active IPv6 routing protocol
processes.

Router#show ipvé rip Displays information about the current
IPv6 RIP process.

Router#show ipvé route Displays the current IPv6 routing table.

Router#show ipvé route summary Displays a summarized form of the
current IPv6 routing table.

Router#show ipvé routers Displays IPv6 router advertisement
information received from other routers.

Router#show ipv6 static Displays only static IPv6 routes installed

in the routing table.

Router#show ipv6é static
2001:db8:5555:0/16

Displays only static route information
about the specific address given.

Router#show ipv6é static interface
serial 0/0

Displays only static route information
with the specified interface as the
outgoing interface.

Router#show ipv6é static detail

Displays a more detailed entry for IPv6
static routes.

Router#show ipv6é traffic

Displays statistics about IPv6 traffic.

Router#show ipv6é tunnel

Displays IPv6 tunnel information.
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IPv6 Ping

To diagnose basic network connectivity using IPv6 to the specified address, enter the
following command:

Router#ping ipv6 2001:db8::3/64

The following characters can be displayed as output when using PING in IPv6.

Character

Description

!

Each exclamation point indicates receipt of a reply.

Each period indicates that the network server timed out while waiting for
areply.

Unknown error.

Unreachable for unknown reason.

>

Administratively unreachable. Usually means that an access control list
(ACL) is blocking traffic.

Packet too big.

Host unreachable.

Network unreachable (beyond scope).

Port unreachable.

Parameter problem.

Time exceeded.

a3 | |9 |lzZz|D|@

No route to host.
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CHAPTER 26

HDLC and PPP

This chapter provides information and commands concerning the following topics:

* Configuring HDLC encapsulation on a serial line

* Configuring PPP on a serial line (mandatory commands)

e Configuring PPP on a serial line (optional commands), including those

commands concerning the following

— Compression
— Link quality
— Multilink

— Authentication

* Verifying or troubleshooting a serial link/PPP encapsulation

e Configuration example: PPP

Configuring HDLC Encapsulation on a Serial Line

Router#configure terminal

Moves to global configuration mode

Router(config)#interface serial
o/0/0

Moves to interface configuration mode

Router(config-if)#encapsulation
hdlc

Sets the encapsulation mode for this
interface to HDLC

NOTE: HDLC is the default encapsulation for synchronous serial links on
Cisco routers. You would only use the encapsulation hdlc command to return

the link to its default state.

Configuring PPP on a Serial Line (Mandatory Commands)

Router#configure terminal

Moves to global configuration mode

Router(config)#interface serial
o/0/0

Moves to interface configuration mode

Router(config-if)#encapsulation
ppp

Changes encapsulation from default
HDLC to PPP
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NOTE: You must execute the encapsulation ppp command on both sides of the

serial link for the link to become active.

Configuring PPP on a Serial Line (Optional Commands): Compression

Router(config-if)#compress
predictor

Enables the predictor compression
algorithm

Router(config-if)#compress stac

Enables the stac compression algorithm

Configuring PPP on a Serial Line (Optional Commands): Link Quality

Router(config-if)#ppp quality x

Ensures the link has a quality of x percent.
Otherwise, the link will shut down.

NOTE: In PPP, the Link Control Protocol allows for an optional link-quality
determination phase. In this phase, the link is tested to determine whether the link
quality is sufficient to bring up any Layer 3 protocols. If you use the command ppp
quality x, where x is equal to a certain percent, you must meet that percentage
of quality on the link. If the link does not meet that percentage level, the link

cannot be created and will shut down.

Configuring PPP on a Serial Line (Optional Commands): Multilink

Router(config-if)#ppp multilink

Enables load balancing across multiple
links

Configuring PPP on a Serial Line (Optional Commands):

Authentication

Router(config)#username routerb
password cisco

Sets a username of routerb and a password
of cisco for authentication from the other
side of the PPP serial link. This is used
by the local router to authenticate the
PPP peer.

Router(config)#interface serial
0/0/0

Moves to interface configuration mode.
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Router(config-if)#ppp
authentication pap

Turns on Password Authentication
Protocol (PAP) authentication only.

Router(config-if)#ppp
authentication chap

Turns on Challenge Handshake
Authentication Protocol (CHAP)
authentication only.

Router(config-if)#ppp
authentication pap chap

Defines that the link will use PAP
authentication, but will try CHAP if PAP
fails or is rejected by other side.

Router(config-if)#ppp
authentication chap pap

Defines that the link will use CHAP
authentication, but will try PAP if CHAP
fails or is rejected by other side.

Router(config-if)#ppp pap sent-
username routerb password cisco

This command must be set if using PAP in
Cisco IOS Software Release 11.1 or later.

TIP: When setting authentication, make sure that your usernames match the
name of the router on the other side of the link, and that the passwords on each
router match the other. Usernames and passwords are case sensitive. Consider

the following example:

Edmonton(config)#username Calgary
password cisco

Calgary(config)#username Edmonton
password cisco

Edmonton(config)#interface serial
o/0/0

Calgary(config)#interface serial
o/0/0

Edmonton(config-if)#encapsulation
ppp

Calgary(config-if)#encapsulation
ppp

Edmonton(config-if)#ppp
authentication chap

Calgary(config-if)#ppp
authentication chap

NOTE: Because PAP does not encrypt its password as it is sent across the link,
recommended practice is that you use CHAP as your authentication method.

Verifying or Troubleshooting a Serial Link/PPP Encapsulation

Router#show interfaces serial x

Lists information for serial interface x

Router#show controllers serial x

Tells you what type of cable (DCE/DTE)
is plugged into your interface and whether
a clock rate has been set
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Router#debug serial interface Displays whether serial keepalive counters
are incrementing

Router#debug ppp Displays any traffic related to PPP

Router#debug ppp packet Displays PPP packets that are being sent
and received

Router#debug ppp negotiation Displays PPP packets related to the
negotiation of the PPP link

Router#debug ppp error Displays PPP error packets

Router#debug ppp authentication Displays PPP packets related to the

authentication of the PPP link

Router#debug ppp compression Displays PPP packets related to the
compression of packets across the link

TIP: With frequent lab use, serial cable pins often get bent, which might prevent
the router from seeing the cable. The output from the command show controllers
interface serial x shows no cable even though a cable is physically present.

Configuration Example: PPP

Figure 26-1 illustrates the network topology for the configuration that follows, which shows
how to configure PPP using the commands covered in this chapter.

Figure 26-1  Network Topology for PPP Configuration
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NOTE: The host name, password, and interfaces have all been configured as per
the configuration example in Chapter 6, “Configuring a Single Cisco Router.”

Boston Router

Boston>enable Moves to privileged mode

Boston#configure terminal Moves to global configuration mode
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Boston(config)#username Buffalo
password academy

Sets the local username and password for
PPP authentication of the PPP peer

Boston(config-if)#interface serial
0/0/0

Moves to interface configuration mode

Boston(config-if)#description Link
to Buffalo Router

Defines the locally significant link
description

Boston(config-if)#ip address
172.16.20.1 255.255.255.252

Assigns an [P address and netmask

Boston(config-if)#clock rate 56000

Sets the clock rate to the data
communications equipment (DCE) side
of link

Boston(config-if) #encapsulation
ppp

Turns on PPP encapsulation

Boston(config-if)#ppp
authentication chap

Turns on CHAP authentication

Boston(config-if)#no shutdown

Turns on the interface

Boston(config-if)#exit

Returns to global configuration mode

Boston(config)#exit

Returns to privileged mode

Boston#copy running-config
startup-config

Saves the configuration to NVRAM

Buffalo Router

Buffalo>enable

Moves to privileged mode

Buffalo#configure terminal

Moves to global configuration mode

Buffalo(config)#username Boston
password academy

Sets the username and password for PPP
authentication

Buffalo(config-if)#interface
serial 0/0/1

Moves to interface configuration mode

Buffalo(config-if)#description
Link to Boston Router

Defines the locally significant link
description

Buffalo(config-if)#ip address
172.16.20.2 255.255.255.252

Assigns an IP address and netmask

Buffalo(config-if) #encapsulation
Ppp

Turns on PPP encapsulation
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Buffalo(config-if)#ppp
authentication chap

Turns on CHAP authentication

Buffalo(config-if)#no shutdown

Turns on the interface

Buffalo(config-if)#Ctl)-(2Z)

Exits back to privileged mode

Buffalo#copy running-config
startup-config

Saves the configuration to NVRAM
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Frame Relay

This chapter provides information and commands concerning the following topics:

* Configuring Frame Relay
— Setting the Frame Relay encapsulation type
— Setting the Frame Relay encapsulation LMI type
— Setting the Frame Relay DLCI number
— Configuring a Frame Relay map statement
— Configuring a description of the interface (optional)
— Configuring Frame Relay using subinterfaces

e Verifying Frame Relay

e Troubleshooting Frame Relay

» Configuration examples: Frame Relay

Configuring Frame Relay

Setting the Frame Relay Encapsulation Type

Router(config)#interface serial 0/0/0

Router(config-if)#encapsulation Turns on Frame Relay
frame-relay encapsulation with the default
encapsulation type of cisco.

Or
Router(config-if)#encapsulation Turns on Frame Relay
frame-relay ietf encapsulation with the

encapsulation type of ietf (RFC
1490). Use the ietf
encapsulation method if
connecting to a non-Cisco
router.
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Setting the Frame Relay Encapsulation LMI Type

Router(config-if)#frame-relay 1mi- | Depending on the option you select, this
type {ansi | cisco | q933a} command sets the LMI type to the ANSI
standard, the Cisco standard, or the ITU-T
Q.933 Annex A standard.

NOTE: As of Cisco I0S Software Release 11.2, the LMI type is auto-sensed,
making this command optional.

Setting the Frame Relay DLCI Number

Router(config-if)#frame-relay Sets the DLCI number of 110 on the local
interface-dlci 110 interface and enters Frame Relay DLCI
configuration mode

Router(config-fr-dlci)#exit Returns to interface configuration mode
Router(config-if)#exit Returns to global configuration mode
Router(config)#

Configuring a Frame Relay map Statement

Router(config-if)#frame-relay map | Maps the remote IP address
ip 192.168.100.1 110 broadcast (192.168.100.1) to the local DLCI
number (110).

The optional broadcast keyword specifies
that broadcasts across IP should be
forwarded to this address. This is
necessary when using dynamic routing
protocols.

Router(config-if)#no frame-relay Turns off Inverse ARP.
inverse arp

NOTE: Cisco routers have Inverse Address Resolution Protocol (IARP) turned on
by default. This means that the router will go out and create the mapping for you.
If the remote router does not support IARP, or you want to control broadcast
traffic over the permanent virtual circuit (PVC), you must statically set the DLCI/IP
mappings and turn off IARP.

You need to issue the no frame-relay inverse-arp command before you issue the
no shutdown command; otherwise, the interface performs IARP before you can
turn it off.
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Configuring a Description of the Interface (Optional)

Router(config-if)#description
Connection to the Branch office

Optional command to allow you to enter
in additional information such as contact
name, PVC description, and so on

Configuring Frame Relay Using Subinterfaces

Subinterfaces enable you to solve split-horizon problems and to create multiple PVCs on a
single physical connection to the Frame Relay cloud.

Router(config)#interface serial
o/0/0

Router(config-if)#encapsulation
frame-relay ietf

Sets the Frame Relay encapsulation type
for all subinterfaces on this interface

Router(config-if)#frame-relay
1mi-type ansi

Sets the LMI type for all subinterfaces on
this interface

Router(config-if)#no ip address

Ensures there is no IP address set to this
interface

Router(config-if)#no shutdown

Enables the interface

Router(config-if)#interface
serial 0/0/0.102 point-to-point

Creates a point-to-point subinterface
numbered 102

Router(config-subif)#ip address
192.168.10.1 255.255.255.0

Assigns an IP address and netmask to the
subinterface

Router(config-subif)#frame-relay
interface-dlci 102

Assigns a DLCI to the subinterface

Router(config-subif)#interface
serial 0/0/0.103 point-to-point

Creates a point-to-point subinterface
numbered 103

Router(config-subif)#ip address
192.168.20.1 255.255.255.0

Assigns an IP address and netmask to the
subinterface

Router(config-subif)#frame-relay
interface-dlci 103

Assigns a DLCI to the subinterface

Router(config-subif)#exit

Returns to interface configuration mode

Router(config-if)#exit

Returns to global configuration mode

Router(config)#
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NOTE: There are two types of subinterfaces:

* Point-to-point, where a single PVC connects one router to another and each
subinterface is in its own IP subnet.

» Multipoint, where the router is the middle point of a group of routers. All other
routers connect to each other through this router, and all routers are in the
same subnet.

NOTE: Use the no ip split-horizon command to turn off split-horizon commands
on multipoint interfaces so that remote sites can see each other.

Verifying Frame Relay

Router#show frame-relay map Displays IP/DLCI map entries
Router#show frame-relay pvc Displays the status of all PVCs configured
Router#show frame-relay lmi Displays LMI statistics

Router#clear frame-relay counters | Clears and resets all Frame Relay counters

Router#clear frame-relay inarp Clears all Inverse ARP entries from the
map table

TIP: If the clear frame-relay inarp command does not clear Frame Relay maps,
you might need to reload the router.

Troubleshooting Frame Relay

Router#debug frame-relay 1lmi Used to help determine whether a router
and Frame Relay switch are exchanging
LMI packets properly

Configuration Examples: Frame Relay

Figure 27-1 shows the network topology for the Frame Relay configuration that follows
using the commands covered in this chapter.
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Figure 27-2  Frame Relay Network
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NOTE: This diagram assumes the use of an Adtran Atlas 550 device to simulate
the Frame Relay cloud. Three physical ports (1/1, 2/1, and 2/2) are used to

interconnect the three cities.

Edmonton Router

router>enable

Moves to privileged mode.

router#configure terminal

Moves to global configuration mode.

router(config)#host Edmonton

Sets the host name.

Edmonton(config)#no ip domain-
lookup

Turns off DNS queries so that spelling
mistakes do not slow you down.
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Edmonton(config)#enable secret
cisco

Sets the encrypted password to cisco.

Edmonton(config)#line console 0

Moves to line console configuration
mode.

Edmonton(config-line)#login

The user will be prompted for a password.

Edmonton(config-1line)#password
class

Sets the console line password to class.

Edmonton(config-line)#logging
synchronous

The command being entered will be
appended to a new line.

Edmonton(config-line)#exit

Returns to global configuration mode.

Edmonton(config)#interface
fastethernet 0/0

Moves to interface configuration mode.

Edmonton(config-if)#ip address
192.168.20.1 255.255.255.0

Assigns an [P address and netmask.

Edmonton(config-if)#no shutdown

Enables the interface.

Edmonton(config-if)#interface
serial 0/0/0

Moves to interface configuration mode.

Edmonton(config-if)#encapsulation
frame-relay

Turns on Frame Relay encapsulation.

Edmonton(config-if)#no shutdown

Enables the interface.

Edmonton(config-if)#interface
serial 0/0/0.12 point-to-point

Creates subinterface 12.

Edmonton(config-
subif)#description link to
Winnipeg router DLCI 12

Creates a locally significant description of
the interface.

Edmonton(config-subif)#ip address
192.168.1.1 255.255.255.0

Assigns an IP address and netmask.

Edmonton(config-subif)#frame-
relay interface-dlci 12 point-to-
point

Assigns a DLCI number.

Edmonton(config-subif)#interface
serial 0/0/0.21

Creates subinterface 21.

Edmonton(config-
subif)#description link to Calgary
router DLCI 21

Creates a locally significant description of
the interface.
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Edmonton(config-subif)#ip address
192.168.3.1 255.255.255.0

Assigns an IP address and netmask.

Edmonton(config-subif)#frame-
relay interface dlci 21

Assigns a DLCI number.

Edmonton(config-subif)#exit

Returns to interface configuration mode.

Edmonton(config-if)#exit

Returns to global configuration mode.

Edmonton(config)#router eigrp 100

Turns on the EIGRP routing process 100.

Edmonton(config-router)#network
192.168.1.0

Advertises network 192.168.1.0, which
connects to Winnipeg.

Edmonton(config-router)#network
192.168.3.0

Advertises network 192.168.3.0, which
connects to Calgary.

Edmonton(config-router)#network
192.168.20.0

Advertises network 192.168.20.0, which
is directly connected to the local
fastethernet 0/0 interface.

Edmonton(config-router)#ctiz)

Returns to privileged mode.

Edmonton#copy running-config
startup-config

Saves the configuration to NVRAM.

Winnipeg Router

router>enable

Moves to privileged mode.

router#configure terminal

Moves to global configuration mode.

router(config)#host Winnipeg

Sets the host name.

Winnipeg(config)#no ip domain-
lookup

Turns off DNS queries so that spelling
mistakes do not slow you down.

Winnipeg(config)#enable secret
cisco

Sets the encrypted password to cisco.

Winnipeg(config)#line console 0

Moves to line console configuration
mode.

Winnipeg(config-line)#login

The user will be prompted for a password
to access the console port.

Winnipeg(config-line)#password
class

Sets the console line password to class.
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Winnipeg(config-1line)#logging
synchronous

The command being entered will be
appended to a new line.

Winnipeg(config-line)#exit

Returns to global configuration mode.

Winnipeg(config)#interface
fastethernet 0/0

Moves to interface configuration mode.

Winnipeg(config-if)#ip address
192.168.30.1 255.255.255.0

Assigns an IP address and netmask.

Winnipeg(config-if)#no shutdown

Enables the interface.

Winnipeg(config-if)#interface
serial 0/0/0

Moves to interface configuration mode.

Winnipeg(config-if)#encapsulation
frame-relay

Turns on Frame Relay encapsulation.

Winnipeg(config-if)#no shutdown

Enables the interface.

Winnipeg(config-if)#interface
serial 0/0/0.11 point-to-point

Creates subinterface 11.

Winnipeg(config-
subif)#description link to
Edmonton router DLCI 11

Creates a locally significant description of
the interface.

Winnipeg(config-subif)#ip address
192.168.1.2 255.255.255.0

Assigns an IP address and netmask.

Winnipeg(config-subif)#frame-
relay interface-dlci 11

Assigns a DLCI number.

Winnipeg(config-subif)#interface
s 0/0.21 point-to-point

Creates subinterface 21.

Winnipeg(config-
subif)#description link to Calgary
router DLCI 21

Creates a locally significant description of
the interface.

Winnipeg(config-subif)#ip address
192.168.4.2 255.255.255.0

Assigns an IP address and netmask.

Winnipeg(config-subif)#frame-
relay interface-dlci 21

Assigns a DLCI number.

Winnipeg(config-subif)#exit

Returns to interface configuration mode.

Winnipeg(config-if)#exit

Returns to global configuration mode.

Winnipeg(config)#router eigrp 100

Turns on EIGRP routing process 100.
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Winnipeg(config-router)#network
192.168.1.0

Advertises network 192.168.1.0 to
Edmonton.

Winnipeg(config-router)#network
192.168.4.0

Advertises network 192.168.4.0 to
Calgary.

Winnipeg(config-router)#network
192.168.30.0

Advertises network 192.168.30.0 directly
connected to fastethernet 0/0.

Winnipeg(config-router)#Ctl)z)

Returns directly to privileged mode.

Winnipeg#copy running-config
startup-config

Saves the configuration to NVRAM.

Calgary Router

router>enable

Moves to privileged mode.

router#configure terminal

Moves to global configuration mode.

router(config)#host Calgary

Sets the host name.

Calgary(config)#no ip domain-
lookup

Turns off DNS queries so that spelling
mistakes do not slow you down.

Calgary(config)#enable secret
cisco

Sets the encrypted password to cisco.

Calgary(config)#line console @

Moves to line console configuration
mode.

Calgary(config-line)#login

The user will be prompted for a password
to use the console port.

Calgary(config-line)#password
class

Sets the console line password to class.

Calgary(config-line)#logging
synchronous

The command being entered will be
appended to a new line.

Calgary(config-line)#exit

Returns to global configuration mode.

Calgary(config)#interface
fastethernet 0/0

Moves to interface configuration mode.

Calgary(config-if)#ip address
192.168.40.1 255.255.255.0

Assigns an IP address and netmask.

Calgary(config-if)#no shutdown

Enables the interface.
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Calgary(config-if)#interface
serial 0/0/0

Moves to interface configuration mode.

Calgary(config-if)#encapsulation
frame-relay

Turns on Frame Relay encapsulation.

Calgary(config-if)#no shutdown

Enables the interface.

Calgary(config-if)#int s0/0/0.11
point-to-point

Creates subinterface 11.

Calgary(config-subif)#description
link to Edmonton router DLCI 11

Creates a locally significant description of
the interface.

Calgary(config-subif)#ip address
192.168.3.2 255.255.255.0

Assigns an IP address and netmask.

Calgary(config-subif)#frame-relay
interface-dlci 11 point-to-point

Assigns a DLCI number.

Calgary(config-subif)#interface
serial 0/0/0.12

Creates subinterface 12.

Calgary(config-subif)#description
link to Winnipeg router DLCI 12

Creates a locally significant description of
the interface.

Calgary(config-subif)#ip address
192.168.4.1 255.255.255.0

Assigns an IP address and netmask.

Calgary(config-subif)#frame-relay
interface-dlci 12

Assigns a DLCI number.

Calgary(config-subif)#exit

Returns to interface configuration mode.

Calgary(config-if)#exit

Returns to global configuration mode.

Calgary(config)#router eigrp 100

Turns on EIGRP routing process 100.

Calgary(config-router)#network
192.168.3.0

Advertises the network to Edmonton.

Calgary(config-router)#network
192.168.4.0

Advertises the network to Calgary.

Calgary(config-router)#network
192.168.40.0

Advertises the local fastethernet 0/0
network.

Calgary(config-router)#Ccti-z)

Returns directly to privileged mode.

Calgary#copy running-config
startup-config

Saves the configuration to NVRAM.
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CHAPTER 28

IP Access Control
List Security

This chapter provides information and commands concerning the following topics:

Access list numbers

Using wildcard masks

ACL keywords

Creating standard ACLs

Applying standard ACLs to an interface
Veritying ACLs

Removing ACLs

Creating extended ACLs

Applying extended ACLs to an interface
The established keyword (optional)
Creating named ACLs

Using sequence numbers in named ACLs
Removing specific lines in named ACLs using sequence numbers
Sequence number tips

Including comments about entries in ACLs
Restricting virtual terminal access

Configuration examples: ACLs

Access List Numbers

1-99 or 1300-1999 Standard IP

100-199 or 2000-2699 Extended IP

600-699 AppleTalk

800-899 IPX

900-999 Extended IPX

1000-1099 IPX Service Advertising Protocol
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Using Wildcard Masks

When compared to an IP address, a wildcard mask identifies which addresses get matched
to be applied to the permit or deny argument in an access control list (ACL) statement:

* A0 (zero) in a wildcard mask means to check the corresponding bit in the address for

an exact match.

* A1 (one) in a wildcard mask means to ignore the corresponding bit in the address—
can be either 1 or 0.

Example 1: 172.16.0.0 0.0.255.255

172.16.0.0 = 10101100.00010000.00000000.00000000
0.0.255.255 = 00000000.00000000.11111111.11111111
result = 10101100.00010000.26xXx66XX. XXXXXXXX
172.16.x.x (Anything between 172.16.0.0 and 172.16.255.255
will match the example statement.)

TIP: An octet of all 0s means that the octet has to match exactly to the address.
An octet of all 1s means that the octet can be ignored.

Example 2: 172.16.8.0 0.0.7.255

ACL Keywords

172.168.8.0 = 10101100.00010000.00001000.00000000
0.0.0.7.255 = 00000000.00000000.00000111.11111111

result = 10101100.00010000.0000 1xxx. xxxxxxxx
00001xxx = 00001000 to 00001711 = 8-15

xxxxxxxx = 00000000 to 11111111 = 0-255

Anything between 172.16.8.0 and 172.16.15.255 will match the
example statement.

Used in place of 0.0.0.0 255.255.255.255,

any
will match any address that it is compared
against

host Used in place of 0.0.0.0 in the wildcard

mask, will match only one specific address
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Creating Standard ACLs

Router(config)#access-list 10 permit
172.16.0.0 0.0.255.255

Read this line to say, “All
packets with a source IP
address of 172.16.x.x will
be permitted to continue
through the internetwork.”

access-list

ACL command.

10

Arbitrary number between
1 and 99, or 1300 and
1999, designating this as a
standard IP ACL.

permit

Packets that match this
statement will be allowed
to continue.

172.16.0.0

Source IP address to be
compared to.

0.0.255.255

Wildcard mask.

Router(config)#access-1list 10 deny host
172.17.0.1

Read this line to say, “All
packets with a source IP
address of 172.17.0.1 will
be dropped and discarded.”

access-list

ACL command.

10

Number between 1 and 99,
or 1300 and 1999,
designating this as a
standard IP ACL.

deny

Packets that match this
statement will be dropped
and discarded.

host

Keyword.

172.17.0.1

Specific host address.
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Router(config)#access-1list 10 permit any Read this line to say, “All
packets with any source IP
address will be permitted
to continue through the

internetwork.”
access-list ACL command.
10 Number between 1 and 99,

or 1300 and 1999,
designating this as a
standard IP ACL.

permit Packets that match this
statement will be allowed
to continue.

any Keyword to mean all IP
addresses.

TIP: An implicit deny statement is hard-coded into every ACL. You cannot see it,
but it states “deny everything not already permitted.” This is always the last
line of any ACL. If you want to defeat this implicit deny, put a permit any
statement in your standard ACLs or permit ip any any in your extended ACLs

as the last line.

Applying Standard ACLs to an Interface

Router(config)#interface fastethernet 0/0 Moves to interface
configuration mode.

Router(config-if)#ip access-group 10 in Takes all access list lines
that are defined as being
part of group 10 and
applies them in an inbound
manner. Packets going into
the router from
fastethernet 0/0 will be
checked.

TIP: Access lists can be applied in either an inbound direction (keyword in) or in
an outbound direction (keyword out).

TIP: Apply a standard ACL as close as possible to the destination network or
device.



Creating Extended ACLs 273

Verifying ACLs

Router#show ip interface Displays any ACLs applied
to that interface

Router#show access-lists Displays the contents of all
ACLs on the router

Router#show access-list access-list-number Displays the contents of the
ACL by the number
specified

Router#show access-list name Displays the contents of the
ACL by the name specified

Router#show run Displays all ACLs and

interface assignments

Removing ACLs

Router(config)#no access-list 10 Removes all ACLs
numbered 10

Creating Extended ACLs

Router(config)#access-1list 110 permit tcp Read this line to say, “HTTP

172.16.0.0 0.0.0.255 192.168.100.0 0.0.0.255 | packes with a source IP

eq 80 address of 172.16.0.x will
be permitted to travel to the
destination address
192.168.100.x.”

access-list ACL command.

110 Number is between 100 and
199, or 2000 and 2699,
designating this as an
extended IP ACL.

permit Packets that match this
statement will be allowed to
continue.

tep Protocol must be TCP.
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172.16.0.0 Source IP address to be
compared to.
0.0.0.255 Wildcard mask for the

source IP address.

192.168.100.0

Destination IP address to be
compared to.

0.0.0.255 Wildcard mask for the
destination IP address.

eq Operand, means “equal to.”

80 Port 80, indicating HTTP

traffic.

Router(config)#access-list 110 deny tcp any
192.168.100.7 0.0.0.0 eq 23

Read this line to say, “Telnet
packets with any source IP
address will be dropped if
they are addressed to
specific host
192.168.100.7.”

access-list

ACL command.

110

Number is between 100 and
199, or 2000 and 2699,
designating this as an
extended IP ACL.

deny

Packets that match this
statement will be dropped
and discarded.

tcp

Protocol must be TCP
protocol.

any

Any source IP address.

192.168.100.7

Destination IP address to be
compared to.

0.0.0.0 Wildcard mask; address
must match exactly.

eq Operand, means “equal to.”

23 Port 23, indicating Telnet

traffic.
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Applying Extended ACLs to an Interface

Router(config)#interface fastethernet 0/0
Router(config-if)#ip access-group 110 out

Moves to interface
configuration mode and

takes all access list lines
that are defined as being
part of group 110 and
applies them in an
outbound manner. Packets
going out fastethernet 0/0
will be checked.

TIP: Access lists can be applied in either an inbound direction (keyword in) or in
an outbound direction (keyword out).

TIP: Only one access list can be applied per interface, per direction.

TIP: Apply an extended ACL as close as possible to the source network or device.

The established Keyword (Optional)

Router(config)#access-list 110 permit tcp
172.16.0.0 0.0.0.255 192.168.100.0 0.0.0.255 eq
80 established

Indicates an established
connection

NOTE: A match will now occur only if the TCP datagram has the ACK or the RST
bit set.

TIP: The established keyword will work only for TCP, not UDP.

TIP: Consider the following situation: You do not want hackers exploiting port 80
to access your network. Because you do not host a web server, it is possible to
block incoming traffic on port 80 ... except that your internal users need web
access. When they request a web page, return traffic on port 80 must be allowed.
The solution to this problem is to use the established command. The ACL will
allow the response to enter your network, because it will have the ACK bit set as
a result of the initial request from inside your network. Requests from the outside
world will still be blocked because the ACK bit will not be set, but responses will
be allowed through.
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Creating Named ACLs

Router(config)#ip
serveraccess

access-list extended

Creates an extended
named ACL called
serveraccess and moves
to named ACL
configuration mode.

Router(config-ext
131.108.101.99 eq

-nacl)#permit tcp any host

smtp

Permits mail packets
from any source to reach
host 131.108.101.99.

Router (config-ext
131.108.101.99 eq

-nacl)#permit udp any host

domain

Permits Domain Name
System (DNS) packets
from any source to reach
host 131.108.101.99.

Router(config-ext

-nacl)#deny ip any any log

Denies all other packets
from going anywhere. If
any packets do get
denied, this logs the
results for you to look at
later.

Router (config-ext

-nacl)#exit

Returns to global
configuration mode.

out

Router(config)#interface fastethernet 0/0
Router(config-if)#ip access-group serveraccess

Moves to interface
configuration mode and
applies this ACL to the
fastethernet interface 0/0
in an outbound direction.

Using Sequence Numbers in Named ACLs

Router(config)#ip
serveraccess2

access-list extended

Creates an extended named
ACL called serveraccess2.

Router(config-ext
131.108.101.99 eq

-nacl)#10 permit tcp any host

smtp

Uses a sequence number 10
for this line.

Router(config-ext
131.108.101.99 eq

-nacl)#20@ permit udp any host

domain

Sequence number 20 will
be applied after line 10.

Router(config-ext

-nacl)#30 deny ip any any log

Sequence number 30 will
be applied after line 20.
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Router(config-ext-nacl)#exit

Returns to global
configuration mode.

Router(config)#interface fastethernet 0/0

Moves to interface
configuration mode.

Router(config-if)#ip access-group
serveraccess2 out

Applies this ACL in an
outbound direction.

Router(config-if)#exit

Returns to global
configuration mode.

Router(config)#ip access-list extended
serveraccess2

Moves to named ACL
configuration mode for the
ACL serveraccess?2.

Router(config-ext-nacl)#25 permit tcp any host
131.108.101.99 eq ftp

Sequence number 25 places
this line after line 20 and
before line 30.

Router(config-ext-nacl)#exit

Returns to global
configuration mode.

TIP: Sequence numbers are used to allow for easier editing of your ACLs. The
preceding example used numbers 10, 20, and 30 in the ACL lines. If you had
needed to add another line to this ACL, it would have previously been added after
the last line—line 30. If you had needed a line to go closer to the top, you would
have had to remove the entire ACL and then reapply it with the lines in the correct
order. Now you can enter in a new line with a sequence number, placing it in the

correct location.

NOTE: The sequence-number argument was added in Cisco IOS Software
Release 12.2(14)S. It was integrated into Cisco 10S Software Release 12.2(15)T.

Removing Specific Lines in Named ACLs Using Sequence Numbers

Router(config)#ip access-list extended
serveraccess2

Moves to named ACL
configuration mode for the
ACL serveraccess2

Router(config-ext-nacl)#no 20

Removes line 20 from the
list

Router(config-ext-nacl)#exit

Returns to global
configuration mode
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Sequence Number Tips

* Sequence numbers start at 10 and increment by 10 for each line.
¢ If you forget to add a sequence number, the line is added to the end of the list.

* Sequence numbers are changed on a router reload to reflect the increment by 10 policy
(tip 1). If your ACL has numbers 10, 20, 30, 32, 40, 50, and 60 in it, on reload these
numbers become 10, 20, 30, 40, 50, 60, 70.

e Sequence numbers cannot be seen when using the Router#show running-config or
Router#show startup-config command. To see sequence numbers, use one of the
following commands:

Router#show access-lists
Router#show access-lists list name
Router#show ip access-list

Router#show ip access-list list name

Including Comments About Entries in ACLs

Router(config)#access-list 10 remark only The remark command
Jones has access allows you to include a
comment (limited to 100
characters).
Router(config)#access-1list 10 permit Read this line to say, “Host
172.16.100.119 172.16.100.119 will be
permitted through the
internetwork.”
Router(config)#ip access-list extended Creates a named ACL
telnetaccess called telnetaccess and

moves to named ACL
configuration mode.

Router(config-ext-nacl)#remark do not let The remark command
Smith have telnet allows you to include a
comment (limited to 100
characters).
Router(config-ext-nacl)#deny tcp host Read this line to say,
172.16.100.153 any eq telnet “Deny this specific host

Telnet access to anywhere
in the internetwork.”
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TIP: You can use the remark command in any of the IP numbered standard, IP

numbered extended, or named IP ACLs.

TIP: You can use the remark command either before or after a permit or deny
statement. Therefore, be consistent in your placement to avoid any confusion as

to which line the remark statement is referring.

Restricting Virtual Terminal Access

Router(config)#access-1list 2 permit host
172.16.10.2

Permits host
172.16.10.2 to Telnet
into this router based
on where this ACL is
applied.

Router(config)#access-list 2 permit 172.16.20.0
0.0.0.255

Permits anyone from
the 172.16.20.x
address range to
Telnet into this router
based on where this
ACL is applied.

The implicit deny
statement restricts
anyone else from
being permitted to
Telnet.

Router(config)#line vty 0 4

Moves to vty line
configuration mode.

Router(config-line)access-class 2 in

Applies this ACL to
all 5 vty virtual
interfaces in an
inbound direction.

TIP: When restricting access through Telnet, use the access-class command
rather than the access-group command, which is used when applying an ACL to a

physical interface.

Configuration Examples: ACLs

Figure 28-1 illustrates the network topology for the configuration that follows, which shows

five ACL examples using the commands covered in this chapter.
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Figure 28-3  Network Topology for ACL Configuration
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Example 1: Write an ACL that prevents the 10.0 network from accessing the 40.0

network but allows everyone else to.

RedDeer(config)#access-1list 10 deny 172.16.10.0
0.0.0.255

The standard ACL
denies complete
network for complete
TCP/IP suite of
protocols.

RedDeer(config)#access-1list 10 permit any

Defeats the implicit
deny.

RedDeer(config)#interface fastethernet 0/0

Moves to interface
configuration mode.

RedDeer(config)#ip access-group 10 out

Applies ACL in an
outbound direction.
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Example 2: Write an ACL that states that 10.5 cannot access 50.7. Everyone else can.

Edmonton(config)#access list 115 deny ip host
172.16.10.5 host 172.16.50.7

The extended ACL
denies specific host for
entire TCP/IP suite.

Edmonton(config)#access list 115 permit ip any any

All others are
permitted through.

Edmonton(config)#interface fastethernet 0/0

Moves to interface
configuration mode.

Edmonton(config)#ip access-group 115 in

Applies the ACL in an
inbound direction.

Example 3: Write an ACL that states that 10.5 can Telnet to the Red Deer router. No

one else can.

RedDeer(config)#access-1list 20 permit host
172.16.10.5

The standard ACL
allows a specific host
access. The implicit
deny statement filters
everyone else out.

RedDeer(config)#line vty 0 4

Moves to virtual
terminal lines
configuration mode.

RedDeer(config-line)#access-class 20 in

Applies ACL 20 in an
inbound direction.
Remember to use
access-class, not
access-group.

Example 4: Write a named ACL that states that 20.163 can Telnet to 70.2. No one else
from 20.0 can Telnet to 70.2. Any other host from any other subnet can connect to

70.2 using anything that is available.

Calgary(config)#ip access-list extended
serveraccess

Creates a named ACL
and moves to named
ACL configuration
mode.

Calgary(config-ext-nacl)#10 permit tcp host
172.16.20.163 host 172.16.70.2 eq telnet

The specific host is
permitted Telnet access
to a specific
destination.
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Calgary(config-ext-nacl)#20 deny tcp 172.16.20.0
0.0.0.255 host 172.16.70.2 eq telnet

No other hosts are
allowed to Telnet to the
server.

Calgary(config-ext-nacl)#30 permit ip any any

Defeats the implicit
deny statement and
allows all other traffic
to pass through.

Calgary(config-ext-nacl)#exit

Returns to global
configuration mode.

Calgary(config)#interface fastethernet 0/0

Moves to interface
configuration mode.

Calgary(config)#ip access-group serveraccess out

Sets the ACL named
serveraccess in an
outbound direction on
the interface.

Example 5: Write an ACL that states that hosts 50.1-50.63 are not allowed web access
to 80.16. Hosts 50.64—-50.254 are. Everyone can do everything else.

RedDeer(config)#access-1list 101 deny tcp
172.16.50.0 0.0.0.63 host 172.16.80.16 eq 80

Creates an ACL that
denies HTTP traffic
from a range of hosts to
a specific destination

RedDeer (config)#access-1list 101 permit ip any any

Defeats the implicit
deny statement and
allows all other traffic
to pass through

RedDeer(config)#interface fastethernet 0/0

Moves to interface
configuration mode

RedDeer(config)#ip access-group 101 in

Applies the ACL in an
inbound direction




CHAPTER 29

Security Device
Manager

This chapter provides information and commands concerning the following topics:

Security Device Manager: Connecting with CLI
Security Device Manager: Connecting with GUI
SDM Express Wizard with no CLI preconfiguration
Resetting the router to factory defaults using SDM
SDM user interfaces

— Configuring interfaces using SDM

— Configuring routing using SDM
SDM monitor mode
Using SDM to configure a router to act as a DHCP server
Using SDM to configure an interface as a DHCP client
Using SDM to configure NAT/PAT

What to do if you lose SDM connectivity because of an erase startup-config
command

Security Device Manager: Connecting with CLI

NOTE: Cisco recommends that you use the Cisco Router and Security
Device Manager (SDM) to configure your router. However, Cisco also realizes
that most implementations of a router with SDM will be to use the command-
line interface (CLI) for initial configuration; then, after the routers have been
added to the network, all future configuration will take place using SDM.

If you have a router that has the SDM files already installed on it, console into the
router and power the router on. If there is no configuration on the router, the Startup
Wizard will appear.
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Cisco Router and Security Device
Manager (SDM) is installed on this
device. This feature requires the
one-time use of the username

"cisco" With the password "cisco".
The default username and password
have a privilege level of 15

Please change the publicly known
initial credentials using SDM or
the CLI.

Here are the cisco IOS commands

Username <myuser> privilege 15
secret @ <mypassword>

No username cisco

Replace <myuser> and <mypassword>
with the username and password you
want to use.

For more information about SDM
please follow the instructions
in the QUICK START GUIDE for
your router or go to
http://www.cisco.com/go/sdm

User Access Verification

Username:cisco

Enter username cisco.

Password : XXXXX

Enter password cisco.

yourname#

Now at CLI prompt.

yourname#configure terminal

Moves to global configuration mode.

yourname (config)#username scott
privilege 15 secret 0 tower

Sets the local username and password for
working with SDM. This takes effect after
you save the configuration to NVRAM
and reload the router.
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yourname (config)#no username cisco

Removes the default username of cisco
from the configuration.

yourname (config)#hostname 2821

Sets the host name of the router.

2821 (config)#no ip http access-
class 23

Removes ACL 23 from the configuration.

NOTE: Access list 23 is an access control list (ACL) that permits only addresses
from the 10.10.10.0/29 subnet to access the router through the GUI. This ACL
was part of the default configuration of the router when it was shipped from Cisco.
If you are going to change the IP address of the LAN interface and then use the
GUI to configure the rest of the router, you need to remove this ACL so that using

the GUI will work.

2821 (config)#interface
gigabitethernet 0/0

Moves to interface configuration mode

2821 (config-if)#ip address
192.168.100.1 255.255.255.0

Sets the IP address and netmask

2821 (config-if)#no shutdown

Enables the interface

2821 (config-if)#exit

Returns to global configuration mode

2821 (config)#exit

Returns to privileged mode

2821#copy running-config startup-
config

Saves the configuration to NVRAM

From here, you can either continue configuring the router with the CLI or you can
connect to the router using the GUI and continue the configuration using SDM, which is

explained in the next section.

Security Device Manager: Connecting with GUI

SDM has, by default, a one-time username and password set on a router. This one-time
username/password combination is cisco/cisco. Plug your router’s first Fast Ethernet

(or Gigabit Ethernet) port into a switch. Plug your PC into the same switch. Configure your
PC’s IP address to be 10.10.10.2/29 (10.10.10.2 with a subnet mask of 255.255.255.248).
Open your PC’s Internet browser and enter the following command in the browser’s

address bar:

http://10.10.10.1
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You will see a screen similar to the one shown in Figure 29-1. This is where you will use
the username/password combination of cisco/cisco.

NOTE: If you have begun your configuration through the CLI, as shown in the
previous section, you need to set your PC’s address to 192.168.100.2/24 or
something else in the 192.168.100.0/24 network. You cannot use 192.168.100.1/24
because that was the address you set on your router’s Fast Ethernet or Gigabit
Ethernet interface. You also use the username and password credentials that
you have previously configured from the CLI, and not the default credentials

of cisco/cisco.

Figure 29-1  Connect to Router Challenge Window

From here, you will see a pop-up asking you whether you want to use HTTP or HTTPS, as
shown in Figure 29-2. Click OK to use HTTPS, or click Cancel to use HTTP. This example
uses HTTPS.
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Figure 29-2  HTTP or HTTPS

You might be asked to enter your username/password combination again or to accept a
digital signature from Cisco IOS Software. If you are challenged, go ahead and enter cisco/
cisco or the username/password configured in CLI. If you are asked to verify a digital
signature, click OK.

NOTE: If you have already started your configuration from the CLI, you do not
need to go through the next section.

SDM Express Wizard with No CLI Preconfiguration

If you are connecting to the router through the GUI and there is no configuration on the
router, you are taken to the first screen of the Cisco SDM Express Wizard, shown in
Figure 29-3. Click Next to continue, or click Cancel to exit the wizard.
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Figure 29-3  Welcome to the Cisco SDM Express Wizard

Figure 29-4 shows the first screen of the SDM Express Wizard—the basic configuration.
Here, you enter such information as your router’s name, the domain to which the router
belongs, the username and password of the device, and the enable secret password.

Figure 29-4  Basic Configuration

Cisco SDM Express Wizard El
Conti ion § Basic Configuration
onfiguration Steps | e pezr | Domainieme: [cnaboomancam
—Usemame and P: d
Querview

i e S Yfour router comes with a factory default login username and password. fou must
+ Basic Configuration change these values to make your router secure.

After you complete the Cisco SDM Express Wizard, enter this new login usemame
and password to reconnect ta the router.

DHCP * Enfer new usermname: admin

LAN IP Address

Internet (WAN) * Enter new password: YTy (minimum & characters]
Firewall * Reenter new password: e m
Security Settings

. Enable Secret Password

Sumseary This pagsword is used to administer the router when uging the commanc-line
interface (GLI).
* Enter new password. |7 (minimum 6 characters]
# Reenternew password: |7

*indicates mandatory fields

=Back | Mext> Cancel | Help
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Figure 29-5 shows the next screen—Router Provisioning. Here, you provision (set up) this
router using one of two choices—SDM Express or a CNS Server. Continue using SDM
Express by leaving that radio button checked and clicking Next to continue.

Figure 29-5  Router Provisioning

Cisco SDM Express Wizard

Router Provisioning

Configuration Steps

Overview

+ Basic Configuration

Provision this router through
* SDM Express

" CNS Server

You must enter CNS server information from your ISP

LAN IP Address
DHCP
Internet (WAN)

Firewall

Security Settings

Summary

<Back | Mext> Cancel | Help

The screen in Figure 29-6 asks you to configure the LAN interface on the router. The router
in this example is a 2821, so you have Gigabit Ethernet LAN interfaces, along with VLAN
1 to choose from. If you are using a 2811, you have Fast Ethernet interfaces to choose from.
Change the IP address on the LAN from the default 10.10.10.1 to 192.168.100.1/24, and
then click Next.

Figure 29-6  LAN Interface Configuration

Cisco SDM Express Wizard

. LAN Interface Configuration
Configuration Steps &
Inter:
| Gigat =
You should change the default LAN IP address below. Use this new IP address to
Overview

reconnect to the router from your browser,

Basic Configuration

» LAN IP Address IP Address: [toz1ea100]
e ' supnethiasic : : or Subnetits: [2¢ 3
Firewall

<Back | Mext= Cancel Help
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Figure 29-7 shows the DHCP Server Configuration screen, where you can configure the
router to act as a DHCP server for other hosts on the LAN. For the purposes of this example,
you are not going to configure the DHCP server, so click Next.

Figure 29-7  DHCP Server Configuration

Cisco SDM Express Wizard El

Conﬁguration Sieps DHCP server configuration

You ean configure your router to be a DHCP server and provide [P addresses to the other
hosts on your LAN by specifying a pool of private IP addresses that they can use

Overview [ I Enable DHCP server on the LAN interface

Enter the starting and ending IF addresses for the pool. These addresses must

Basic Configuration be in the same subnet as the LAN IP address you entered

LAN IP Address

+ DHCP
Internet (WAN)
Firewall —— Domain name server (DNS)
Security Settings Enterthe primary and secandary DNS setver IF addresses. Cisco SOM Express
S uses these addresses Tor domain name and address resolution. Your network
Summary administrator or ISP can provite these to you

Primary DNS:
Secondary DNS.

-

<Back | Mext> Cancel | Help

The next item to set up on the router is the WAN interface. Although you have three possible
WAN interfaces, as shown in Figure 29-8, you are allowed to configure only one interface
through the SDM Express Wizard. For the interface you want to configure, highlight that

interface and click Add Connection. From here, you are taken to another window asking
you to configure each interface—IP address, encapsulation type, subnet mask, and so on.

Figure 29-9 and Figure 29-10 show the screens where you enter this information. Enter all
the appropriate information in each screen, click OK, and then click Next when done.

Figure 29-8  WAN Configuration

Cisco SDM Express Wizard X

VUAN Configuration

Configuration Steps

Cisco SDM Express |ets you configure one WAN cannection. To configure a Wan
connection, choose an interface,click Add Connaction, and enter the connection

parameters.
Qverview
Basic Configuration
LAN IP Address Interface List 53, Add Connection B Edit il Delete
DHCP Interface
» Internet (WAN) 0 n ne
7}7 GigahitEthernetdr no P address Gigabitetharnet
Firewall
Security Settings
Summary

<Back | Next= Cancel Help
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Figure 29-9  Add Serial Connection

Add Serial0/2/1 Connection

Interface: Serial0/2/1

Hote: Enter the VAN parameters thatyour service provider gave you

IP address: 192.168.1101

Subnet mask:

0K | Cancel |

Encapsulation: |HDLC =
Address Type |StaticIP.¢.ddress j

or Subnet Bits ’H@

Help |

Figure 29-11 shows the Advanced Options for the Internet (WAN) interface, where you are
asked to set up a default route for your router. Enter the appropriate information, if needed,

or uncheck the Create Default Route box if you do not want a default route set; then

click Next.
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Figure 29-10 Add Gigabit Ethernet Connection

Add Gigal

Ethernet0/1 Connection

Interface:GigabitEthernetD/1
Note: Enter the WAN parameters that your service provider gave you

™ Enable PPPoE

Address Type |Static IP Address -
IP address: 192.166.200.1

Subnet mask:

or Subnet Bits ’g@

OK | Cancel | Help

Figure 29-11 Internet (WAN)—Advanced Options

Cisco SDM Express Wizard

Internet (WAN) - Advanced Options

LAN IP Address

Firewall
Security Settings

Summary

Configuration Steps
There g no default route configured on the router. A default route ensures that
. outgoing trafiic will always be sent to another router on the network.
QOverview
Basic Confi " [™Create Default Route

5

» —

Ifyour ISP has given you a next hop IP address enter it here!
Internet (WAN) U S P !

<Back | Next> Cancel | Help
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The next screen of the SDM Express Wizard asks whether you want to enable Network
Address Translation (NAT) on this router. Figure 29-12 shows the main screen, and
Figure 29-13 shows the pop-up window that appears when you want to add an address
translation rule. When you have finished entering your NAT information, click Next.

Figure 29-12  Internet (

WAN)—Private IP Addresses

Cisco SDM Express Wizard

QOverview

DHCP
» Internet (WAN)

Firewall

Configuration Steps

Basic Configuration

LAN IP Address

Security Settings

Internet (WAN) - Private IP Address

v Enable NAT

USBrs can Use) with the private IP addresses of the semers in the LAN.

Private IP Address Public IP Address Protocol

Configuting MAT allovws multiple devices on the LAN to share this WAN connection

Configure port address mapping to associate public I addresses (which outside

<Back | Next> Cancel | Help

Figure 29-13 Add Address Translation Rule

Add Address Translation Rule

—— Benver IP Address
Private IP Address:
Public|P Address:

 |P address of WAN

—

" New IP Address

—— Additional Information

-Selectanentry =

-Select an entry

Type of Server:

Specify the port used by the se
and the port outside users will ¢l E-mail Server

Help |

0K | Cancel ‘

(X
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Figure 29-14 shows the Security Configuration Screen, where you can select different
security settings for the router. If you are unsure about what to select, leave the
default settings of everything checked, and then click Next.

Figure 29-14  Security Configuration

Cisco SDM Express Wizard

Configuration Steps

Overview

Basic Configuration
LAN IP Address
DHCP

Internet (WAN)

Firewall
» Security Settings
Summary

Security Configuration
These recommended security seflings are enabled by defaul.
¥ Disable SNMP services on your router
This disahles SNMP services an your router.
¥ Disable services that involve security risks

This disables active services such as Finger, PAD, COF etc. which may make your
router vulnerable to security attacks

I Enable services for

security on the

This enables Logging and other services, which will enhance the security on the
router.

I¥ Enhance security on router access

This configures SSH for router access, sets the banner, enforces a minimurn
password [enath, and restricts the number of unsuecessiul login attempts

I Encrypt passwords

This encrypts all passwords on your router by enabling password encryption
services

¥ Synchronize router date and time settings with PC settings
This synchronizes router date and time with the dats and time on the PC

<Back | Mext= | Finish | Cancel | Help

Figure 29-15 shows a summary for the SDM Express configuration. Here, you can scroll up
and down to see the summary of changes that you made to the router. If you are satisfied

with the changes, click Finish. If not, click Back and make your changes.

Figure 29-15 Cisco SDM Express Configuration

Cisco SDM Express Wizard

Configuration Steps

Overview

Basic Configuration
LAN IP Address
DHCP

Internet (WAN)
Firewall

Security Settings

+ Summary

x|
Cisco SDM Express Summary
Summary of changes you have made:
~
Basic Configuration =
Host Mame: 2821
Domain Name: cenalabdomain.com
Username: admin
Passwaord.
Enable Secret Password. e
LAN Configuration
Interface GigahitEthernet0/0 L
IP Address: 192.168.100.1
Subnet Mask: 255.255.255.0
DHCP Configuration
DHCP Server Cenfiguration DHCP senver not enabled
Primary DNS: Mot set
Secondary DNS: Not set
WAN Configuration
Interface Serial0/21
Encapsulation HOLT @
< — o E

Iryou are satisfied with the configuration, click Finish. Otherwise, click Back to make

changes
<Back €] Finish Cancel Help
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Cisco SDM Express provides final instructions on how to reconnect to the router if you
made changes to the LAN interface, as shown in Figure 29-16.

Figure 29-16 Reconnection Instructions

Cisco SDM Express - Reconnection Instructions E|

Ifyou specified a new IP address for the LAN interface, you will lose your
connection to the router when you click QK.

To reconnect, you must ensure thatthe PCis on the same subnet as
the LAM interface.

1. Give your PC a static IP address on the same subnet (192.168.100.0)
as the LAN interface.

2.0pen a browser and enter the IP address you assigned to the LAN
interface (hitp(s}./182.168.100.1}.

3. Login with the username and password you entered in the wizard.

If you configured a different LAN interface than the default interface, be
sure to connect your PC to the LAN interface that you configured. For
example, if you configured FE 01 and not FE 0/0 as the LAM interface,
be sure to connect you PC to FE 01,

v Save the above instructions to afile.

|C:\Documents and Settings\ScottDeskiop\Reconnectionine

OK

After resetting your PC’s address to one in the same subnet as the router’s LAN interface,
restart your Internet browser and enter the router’s LAN interface address in the address bar.
You might be asked to select either HTTP or HTTPS, as shown in Figure 29-2. Depending
on your browser setup, you might be asked for your username/password again, or be asked
to disable pop-ups. SDM needs pop-ups enabled to function.

Figure 29-17 shows the screen that appears when SDM is loading up into the browser. You
might be asked to enter your username/password combination again, or to accept a digital
signature from Cisco IOS Software. If you are challenged, go ahead and enter your new
username and password. If you are asked to verify a digital signature, click OK.

Figure 29-18 shows the home screen of the SDM. From here, you can go to other screens
to configure and monitor the status of the router.
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Figure 29-17 Loading Cisco SDM

Figure 29-18 Cisco SDM Home Page

co Router and
File Edit View Tools

2 ﬁ @ ] Q ?
He Corfi Mot
‘ & o gy Confoue PP Refiesh  Save  Seach  Hep

Cisco SYsTEMS

About Your Router Host Hame:
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= Hardware ! Software
= —
! Moclel Type: Cisco 2821 108 Version:
Available | Total Memory(MB): 196/256 MB SDM Version:
Cisco 2321 Total Flash Capacity: 51M1B
< 9 (<) (<)

12.4(10a)
2341

Configuration Overview

Wiews Running Cenfig

Interfaces and Connections

Total Supported LAH: 3 Total Supported VAN;
Configured LAN Interface: 1 Total WAN Connections:
DHCP Server: Mot Configured

DHCP Pool: Naot Configured Ho. of DHCP Clients:

2(Serial SynciAsync)
1(HOLC)

IP/Mask

GigabitEthernet
GigabitEthernet no ip address

Cll

Routing
HNo. of Static Route: 0
Dynamic Routing Protocols: Nene
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Resetting the Router to Factory Defaults Using SDM

Starting at the SDM home page, to reset the router back to factory defaults, first click the
Configure button at the top of the SDM screen, and then click Additional Tasks on the left
side of the screen under the Tasks column. Depending on the resolution of your desktop,
you might have to scroll down on the left side of the screen to see the Additional Tasks
button.

The Additional Tasks screen contains a section called Configuration Management, as
shown in Figure 29-19. One of the options here is Reset to Factory Defaults. This screen
shows you how to reconnect to the router after resetting it. Click the Reset Router button
to start the process. A pop-up will appear asking you to confirm your desire to reset the
router. Clicking Yes resets the router. Another pop-up will appear asking you to relaunch
SDM to continue, as shown in Figure 29-20.

Figure 29-19 Resetting the Router

Figure 29-20 Relaunch SDM to Continue

@ SDM has now finished reset operation and sent a reload command to
your router. Reload operation may take a few minutes. S0OM will now shut
down. Please re-launch SDM to continue.

=
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SDM User Interfaces

Many screens within SDM allow you to perform different tasks, as described in the sections
that follow.

Configuring Interfaces Using SDM

Starting from the home page, click Configure from the top line and then Interfaces and
Connections on the category bar on the left side of the screen under the Tasks column. Here
you will be shown a screen link, as displayed in Figure 29-21.

Figure 29-21 Interfaces and Connections

To configure an interface that has not been previously configured, select the connection you
want to make and click the Create New Connection button. You are taken to a wizard
screen that looks like Figure 29-22. For this example, you want to configure the other LAN
interface on this router, GigabitEthernet 0/1. Choose the interface you want to configure,
and then click Next.
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Figure 29-22 LAN Wizard

LAN Wizard X

LAN Wizard

The LAN wizard allows you to configure Ethemet interfaces ar Ethernet switch parts.

Select a LAN interface KRl =l (V) -

Mext = Cancel Help

Figure 29-23 shows the first screen of the wizard, which provides information about what
the wizard will be able to accomplish. Click Next to continue to the next screen.

Figure 29-23 LAN Wizard

LAN Wizard - GigabitEthernet0/1 E|
Layer 3 Ethernet Interface Configuration
LAN Wizard

This wizard will guide you through Laver 3 Ethernet and VLAN interface creation process

SDM also allows you to designate this Ethernet interfacefVLAN as a DHCP sever

=Back | Next=> Cancel | Help

Figure 29-24 shows the next screen of the wizard. If you want this interface to be a gateway
for a LAN, with no trunking involved, select the Configure this interface for straight
routing option, and then click the Next button to continue.
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Figure 29-24 LAN Wizard

LAN Wizard - GigabitEthernet0/1 rz|
Ethernet Configuration

LAN Wizard

& Configure this interface for straight routing

" Configure this interface for 802.1Q trunking

Straight routing configures only physical main interface. No
subinterface/JLAN can be created under this mode

< Back | Next= Cancel Help

In the next screen, shown in Figure 29-25, you can assign an IP address and subnet mask to
the interface. Click Next to continue.

Figure 29-25 LAN Wizard: IP Address and Subnet Mask

LAN Wizard - GigabitEthernet0/1 gl

IP address: 192.168.200.1]

Subnet mask:

o [ §

<Back | Mext> Cancel | Help

After assigning the IP address and subnet mask, you are taken to the next screen of the
wizard (shown in Figure 29-26), which asks whether you want to enable a DHCP server on
this interface. The default answer is No. Click Next to continue.
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Figure 29-26 LAN Wizard: DHCP Server

LAN Wizard - GigabitEthernet0/1 El

LAN Wizard Do you want 1o enable DHCP serer on your rusted LAN
interface ?

IMote: Enabling DHCP server an your private network will
allow you to automatically agsign reusable IP addresses
to DHCP clients on the network

< Back | Next= Cancel Help

Figure 29-27 shows the final screen of the wizard, where you see a summary of what you
have configured. If you want to test the connectivity of the interface, check the box at the
bottom of the screen, Test the connectivity after configuring, and click Finish, or just
click Finish to send your changes to the router for implementation.

Figure 29-27 LAN Wizard: Summary
LAN Wizard - GigabitEthernet0/1 El

LAN Wizard Summary

Please click Finish to deliver ta the router

Selected Interface :GigabitEthernetd/1

IP address - 192.168.200.1
Metwork Mask @ 255255 255.0

v Test e connectivity after configuring,

< Back Finish | Cancel Help

After the configuration is sent to the router, you are taken back to the Interfaces
and Connections screen. If you want to make changes to your interfaces, choose the
Edit Interface/Connection tab, highlight the interface you want to edit, and click the
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Edit button. Here you can makes changes to the address or subnet mask; you can also
associate ACL or inspection rules to the interface. NAT and quality of service (QoS) options
can also be edited from here.

Configuring Routing Using SDM

Starting from the SDM home page, Figure 29-28 shows the screen that appears when you
click Configure from the top line and then Routing on the category bar on the left side of
the screen under the Tasks column.

Figure 29-28 Routing

i Cisco Router and Security Device Manager (SDM): 192.168.100.1

File Edit View Tools Help
@2 ﬂ o Cisco SysTENS
@ fame {Q}{E} Eilne ' Menfer ek Save Search Help
. Static Routing Add | Edit. | elete Delete Al |
Destination Netwark Forwarding Optional
Prefix ‘ Prefi Mask ‘ Interface or IP address ‘ Distance | Permanent Route ‘ Track
Ca
BN,
Security Audi < Tr
Dynamic Routing Edit
Item Mame Item Yalue
0OSPF Disabled
EIGRP Disahled
< >
| Rottting 22:09:45 PCTime Sun May 20 2007

Clicking the Add button in the middle of the Static Routing section allows you to create a
static route, as shown in Figure 29-29.

Clicking the Edit button on the right side of the Dynamic Routing section of this screen
allows you to configure the dynamic routing protocols of RIP, Open Shortest Path First
Protocol (OSPF), and Enhanced Interior Gateway Routing Protocol (EIGRP), as shown in
Figure 29-30.
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Figure 29-29 Add IP Static Route
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SDM Monitor Mode

Figure 29-31 shows the monitor mode of the SDM. Monitor mode lets you view current
information about the router, its interfaces, its firewall status, active VPN connections, and

any messages in the router event log.

Figure 29-31 SDM Monitor Mode

The following table describes how to navigate through the SDM monitor mode to

accomplish some key tasks.

Task

SDM Navigation

View information about router interfaces

From the toolbar, click Monitor Mode,
and then in the left frame, click Interface
Status. From the Select Interface field on
the upper-left side of the Interface Status
window, select the interface for which you
want to view information, and then in the
Available Items group, select the
information you want to view.

View graphs of CPU or memory usage

From the toolbar, click Monitor Mode,
and then click the Overview page.
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View information about the firewall From the toolbar, click Monitor Mode,
and then in the left frame, click Firewall
Status.

View information about VPN Connections | From the toolbar, click Monitor Mode,
and then in the left frame, click VPN
Status. From the Select a Category field,
select whether to view information about
Internet Key Exchange security
associations (IKE SA), IPsec Tunnels, or
Dynamic Multipoint VPN (DMVPN)
Tunnels.

View messages in the router event log From the toolbar, click Monitor Mode,
and then in the left frame, click Logging.

Using SDM to Configure a Router to Act as a DHCP Server

From the home page of the SDM, click Configure, and then click Additional Tasks from
the category bar on the left side under Tasks. From there, you should see the section titled
DHCP on the left side of the Configure window (see Figure 29-32).

Figure 29-32 Additional Tasks: DHCP
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Click DHCP Pools to bring up a screen showing you which DHCP pools have already been
created. Click the Add button to create a new DHCP pool from the screen in Figure 29-33.

Figure 29-33 Add DHCP Pool

Add DHCP Pool 3

DHCP Pool Mame:
DHCP Pool Network: Subnet mask:

—DHCPPOOl————————— Lease Length

" i o
Starting IP- Mever Expires * User Defined

Ending IP: [ R
HHMW [0 : [o

—— DHCP Options
DNS Serverd(*) [ wmssewentey [
DNS Server2(*): [ wmssemerzey |
Damain Name(*): ,7 Default Router(*}: ,7

¥ Impart all DHCP Options into the DHCP server database(®)

(*y optional fields

OK | Cancel | Help |

After entering your DHCP Information, click OK. You should see a pop-up window that
shows the status of the commands being delivered to the router, as shown in Figure 29-34.

Figure 29-34 Command Delivery Status

Commands Delivery Status El

Caommand Delivery Status:

Preparing commands for delivery...
Submitting 11 commands, please wait..
Configuration delivered to router.

I
0K




Using SDM to Configure an Interface as a DHCP Client 307

As shown in Figure 29-35, clicking the DHCP Pool Status button will show you which IP
addresses have been leased out in this DHCP pool.

Figure 29-35 DHCP Pool Status

Using SDM to Configure an Interface as a DHCP Client

Having a router interface get an IP address from a DHCP server is often used when you are
connecting your router to a Digital Subscriber Line (DSL) or cable modem for access to the
Internet. The IP address for the interface needs to come from your provider. As shown in
Figure 29-36, start in the Configure screen of SDM, and click the Interfaces and
Connections button on the category bar. Select the connection named Ethernet (PPPoE
or Unencapsulated Routing), and then click the Create New Connection button at the
bottom of the screen. The Ethernet WAN Configuration Wizard will pop up, as shown in
Figure 29-37. Click the Next button to begin.
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Figure 29-36 Interfaces and Connections

Figure 29-37 Welcome to the Ethernet WAN Configuration Wizard

Ethernet Wizard

Vielcome to the Ethernet WAN Configuration Wizard

This wizard will allow you 1o configure an Ethernet intarface for Intarnat connectivity.

Two types of Ethernet WAN connections are supported:

* PFFoE

*  Unencapsulated Routing

To continue, click Next.

| Cancel| Help

The next screen of the wizard, shown in Figure 29-38, asks whether you need to configure
the router as a Point-to-Point Protocol over Ethernet (PPPoE) client. Check with your
Internet service provider (ISP) to determine whether you need this.
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Figure 29-38 Encapsulation

Ethernet Wizard - GigabitEthernet0/1

Encapsulation

Interface:  GigabitEthernet0i1

Ifthe router is connected to a DSL modern, you may need to configure the router as a
PFPOE client. four service provider can tell you if you need to do this

I iEnabie PPPOE encapsuiation:

< Back | Next= Cancel Help

Figure 29-39 shows the next screen of the wizard. Because you want this interface to be
assigned an IP address from the ISP, choose the radio button named Dynamic (DHCP
Client). If the ISP has provided you with a host name, enter it in the Hostname box. Click

Next when finished.

Figure 29-39 IP Address

Ethernet Wizard - GigabitEthernet0/1

IP address

Enter the IP address far this connection

" StaticIP address

—
[ [

(+ Dynamic (DHCP Client)
(Optional)
" IP Unnumbered  to

" Easy P (IP Negofiated)

Hostname:

*You can configure this interface to perform dynamic DNS updates by checking the

checkbox below,

I™ Enable Dynamic DNS
= Back | Next= Cancel | Help

Figure 29-40 shows the next screen of the wizard: Authentication. Enter the appropriate
information as provided by your ISP. Click Next when you have finished.
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Figure 29-40 Authentication

Ethernet Wizard - GigabitEthernet0/1

Authentication

Selectthe authentication type, and enter your username and passwaord, provided
by your service provider.

Mote: Ifyour service provider has given you a username and password, and you
are unsure ofthe authentication type for this connection, select both CHAP and

PAP
[ CHAPIPAP
Authentication Type: [~ CHAP I~ PAP
Username:
Password:

Confirm Password:

< Back | Next= Cancel Help

Figure 29-41 is the final screen of the Ethernet WAN Configuration Wizard, which provides
a summary of what you have entered and what will be delivered to the router. If you need
to make changes, click Back, or click Finish to send your configuration to the router.

Figure 29-41 Summary

Ethernet Wizard - GigabitEthernet0/1

Summary

Please dlick Finish to deliver to the router

Selected Interface "GigabitEthernet/1
Dialer:Dialerd

PPPOE Encapsulation:  Enabled
IP address :Dynamic (DHCP Client)

AUTHENTICATION:<None=

[ Testthe connectivity after configuring

< Back Finish | Cancel | Help

The Interfaces and Connections screen has a tab named Edit Interface Connection. By
clicking on this, you will see all interfaces on your router. Select the interface that you
chose to make a DHCP client (assume it is GigabitEthernet 0/1 for this example), and
then click the Test Connection button, as shown in Figure 29-42. Clicking the Start
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button begins a series of tests to determine whether the interface is working, as shown in
Figure 29-43.

Figure 29-42  Connectivity Testing and Troubleshooting

Figure 29-43 Test Connection Successful

Connectivity testing and troubleshootil

IP address / hostr

Selecta ping option, enter the required value and click Start

" Automatically determined by SOM " User-specified

[E Summary. & Detaiis

Activity \ Status
Checking interface status, Cup
Checking for DNS settings. v Buccessiul
Chackmg interface IP address. IEUECESS’L“
Chackmg exitinterface. IEUECESS’L“
F’mgmgm destination host V‘SUECESSTL“

Failure Reas @ Test Connection successfull

The connection is up on the selected interface.

Start Save Report Close Help
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Using SDM to Configure NAT/PAT

From the Configure screen of SDM, click the NAT button on the category bar, as shown in
Figure 29-44. You have two options: Basic or Advanced NAT. Make your selection, and
then click the Launch the selected task button to begin configuration. The NAT Wizard
then appears on the screen, as shown in Figure 29-45. Click Next to begin the wizard.

Figure 29-44 NAT

Figure 29-45 NAT Wizard

Basic NAT Wizard

NAT Wi i Welcome to the Basic NAT Wizard
Nebwork Address Translation | This wizard lets you connect the PCs and hosts on your LAN fo the Internet,

To connectthe PGS and hosts to the Internet, you must perform these tasks:

*Choose the interface thatis connected to the Internet or to your Internet
service provider.
*Choose the networks on the LAN that are to share the Intemet connection

Cancal | Help
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The next screen in the wizard, shown in Figure 29-46, allows you to choose the interface
that connects to the Internet—the outside interface. For this example, the GigabitEthernet
0/1 interface is connected to the Internet. You also choose your range of IP addresses that
will be translated—your inside interfaces. For this example, choose the addresses that are
connected to the Internal LAN—GigabitEthernet 0/0 for this example. Click Next when
finished.

Figure 29-46  Sharing the Internet Connection

Basic NAT Wizard X

NAT Wizard Sharing the Internet Connection

Network Address Transiation | ITthis router has a connection to the Intermet, specify how you want PCs and hosts
onh the LAN to share this connection

Choose the interface that connects to the Intermet oryour Internet service provider.
GigabitEthernet0/1 he Details..

The following ranges of IP addresses are allocated to netwarks directly connected
to the router. Check the hox nextto each network that is to share the connection
thatyou specified:

J IP address range Connected Through Comment
192165 100.0t0 192 168 100.255 | GigabitEthernet0/0

[~ 192.168.110.0t0 192.168.110.255 | Serial0/2/

Note: T configure NAT on an interface marked as Designated, exit this wizard, click
Edit NAT Configuration, and uncheck that interface in the Designate NAT Interfaces

window. For details see help.
=Back | Next=> Cancel | Help

Figure 29-47 shows the summary of the configuration that you will deliver to the router. If
this is correct, click Finish; otherwise, click Back to return to the previous screen and make
your corrections.

Figure 29-47  Summary of the Configuration

Basic NAT Wizard

NAT Wizard Summary of the Configuration
Network Address Translation

Click finish to deliver the configuration to the router.

Interface thatis connected to the Internet or to your Internet service provider:
GigabitEthermnet0/1

IP address ranges that share the Internet connection:
192 168.100.0 to 192 168.100 255

= Back Finish | Cancel Help
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What to Do If You Lose SDM Connectivity Because of an erase

startup-config Command

If you enter the erase startup-config command and you reboot the router, you will find the
router wanting to enter into setup mode, without asking for the SDM username and
password challenge. If this happens and you want to use SDM again, do the following.

Router>enable

Moves to privileged mode

Router#configure terminal

Moves to global configuration mode

Router(config)#ip http server

Enables the HTTP server on the
router

Router(config)#ip http secure-server

Enables the HTTP secure server on
the router

Router(config)#ip http authentication
local

Allows local authentication methods
to be used

Router(config)#ip http timeout-policy
idle 600 life 86400 requests 10000

Creates a policy for dealing with
inactivity on the router

Router(config)#username scott
privilege 15 secret 0 tower

Creates a local entry for use with
authentication

Router(config)#interface
gigabitethernet 0/0

Moves to interface configuration
mode

Router(config-if)#ip address
192.168.100.1 255.255.255.0

Assigns an IP address and netmask

Router(config-if)#no shutdown

Enables the interface

At this point, you need to connect your PC and the router to a switch, set the IP address
of the PC to an address that is local to 192.168.100.1/24 — for example, the address
192.168.100.2/24 — and connect using a browser. You use the username and password that
you just created on the router with the username command. You might want to reset the
router to factory defaults to restore any other settings to the router.
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APPENDIX A

Binary/Hex/Decimal
Conversion Chart

The following chart lists the three most common number systems used in networking:
decimal, hexadecimal, and binary. Some numbers you will remember quite easily,
as you use them a lot in your day-to-day activities. For those other numbers, refer to
this chart.

Decimal Value Hexadecimal Value Binary Value
0 00 0000 0000
1 01 0000 0001
2 02 0000 0010
3 03 0000 0011
4 04 0000 0100
5 05 0000 0101
6 06 0000 0110
7 07 0000 0111
8 08 0000 1000
9 09 0000 1001
10 0A 0000 1010
11 0B 0000 1011
12 0C 0000 1100
13 0D 0000 1101
14 OE 0000 1110
15 OF 0000 1111
16 10 0001 0000
17 11 0001 0001
18 12 0001 0010
19 13 0001 0011
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Decimal Value

Hexadecimal Value

Binary Value

20 14 0001 0100
21 15 0001 0101
22 16 0001 0110
23 17 0001 0111
24 18 0001 1000
25 19 0001 1001
26 1A 0001 1010
27 1B 0001 1011
28 1C 0001 1100
29 1D 0001 1101
30 1E 0001 1110
31 1F 0001 1111
32 20 0010 0000
33 21 0010 0001
34 22 0010 0010
35 23 0010 0011
36 24 0010 0100
37 25 0010 0101
38 26 00100110
39 27 00100111
40 28 0010 1000
41 29 0010 1001
42 2A 0010 1010
43 2B 0010 1011
44 2C 0010 1100
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Decimal Value

Hexadecimal Value

Binary Value

45 2D 0010 1101
46 2E 0010 1110
47 2F 0010 1111
48 30 0011 0000
49 31 0011 0001
50 32 0011 0010
51 33 0011 0011
52 34 0011 0100
53 35 0011 0101
54 36 0011 0110
55 37 00110111
56 38 0011 1000
57 39 0011 1001
58 3A 0011 1010
59 3B 0011 1011
60 3C 0011 1100
61 3D 0011 1101
62 3E 0011 1110
63 3F 0011 1111
64 40 0100 0000
65 41 0100 0001
66 42 0100 0010
67 43 0100 0011
68 44 0100 0100
69 45 0100 0101
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Decimal Value

Hexadecimal Value

Binary Value

70 46 0100 0110
71 47 0100 0111
72 48 0100 1000
73 49 0100 1001
74 4A 0100 1010
75 4B 0100 1011
76 4C 0100 1100
71 4D 0100 1101
78 4E 0100 1110
79 4F 0100 1111
80 50 0101 0000
81 51 0101 0001
82 52 0101 0010
83 53 0101 0011
84 54 0101 0100
85 55 0101 0101
86 56 0101 0110
87 57 0101 0111
88 58 0101 1000
89 59 0101 1001
90 5A 0101 1010
91 5B 0101 1011
92 5C 0101 1100
93 5D 0101 1101
94 SE 0101 1110
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Decimal Value

Hexadecimal Value

Binary Value

95 SF 0101 1111
96 60 0110 0000
97 61 0110 0001
98 62 01100010
99 63 01100011
100 64 0110 0100
101 65 0110 0101
102 66 01100110
103 67 01100111
104 68 0110 1000
105 69 0110 1001
106 6A 0110 1010
107 6B 0110 1011
108 6C 0110 1100
109 6D 0110 1101
110 6E 01101110
111 6F 0110 1111
112 70 0111 0000
113 71 0111 0001
114 72 0111 0010
115 73 0111 0011
116 74 0111 0100
117 75 01110101
118 76 0111 0110
119 77 01110111
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Decimal Value

Hexadecimal Value

Binary Value

120 78 0111 1000
121 79 0111 1001
122 7A 0111 1010
123 7B 0111 1011
124 7C 0111 1100
125 7D 0111 1101
126 7E 0111 1110
127 7F 0111 1111
128 80 1000 0000
129 81 1000 0001
130 82 1000 0010
131 83 1000 0011
132 84 1000 0100
133 85 1000 0101
134 86 1000 0110
135 87 1000 0111
136 88 1000 1000
137 89 1000 1001
138 8A 1000 1010
139 8B 1000 1011
140 8C 1000 1100
141 8D 1000 1101
142 8E 1000 1110
143 8F 1000 1111
144 90 1001 0000
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Decimal Value

Hexadecimal Value

Binary Value

145 91 1001 0001
146 92 1001 0010
147 93 1001 0011
148 94 1001 0100
149 95 1001 0101
150 96 1001 0110
151 97 1001 0111
152 98 1001 1000
153 99 1001 1001
154 9A 1001 1010
155 9B 1001 1011
156 9C 1001 1100
157 9D 1001 1101
158 9E 1001 1110
159 9F 1001 1111
160 A0 1010 0000
161 Al 1010 0001
162 A2 1010 0010
163 A3 1010 0011
164 A4 1010 0100
165 A5 1010 0101
166 A6 1010 0110
167 A7 1010 0111
168 A8 1010 1000
169 A9 1010 1001
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Decimal Value

Hexadecimal Value

Binary Value

170 AA 1010 1010
171 AB 1010 1011
172 AC 1010 1100
173 AD 1010 1101
174 AE 1010 1110
175 AF 1010 1111
176 BO 1011 0000
177 B1 1011 0001
178 B2 1011 0010
179 B3 1011 0011
180 B4 1011 0100
181 B5 1011 0101
182 B6 1011 0110
183 B7 1011 0111
184 B8 1011 1000
185 B9 1011 1001
186 BA 1011 1010
187 BB 1011 1011
188 BC 1011 1100
189 BD 1011 1101
190 BE 1011 1110
191 BF 1011 1111
192 CO 1100 0000
193 C1 1100 0001
194 Cc2 1100 0010
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Decimal Value

Hexadecimal Value

Binary Value

195 C3 1100 0011
196 C4 1100 0100
197 (O3] 1100 0101
198 Co6 1100 0110
199 Cc7 11000111
200 C8 1100 1000
201 C9 1100 1001
202 CA 1100 1010
203 CB 1100 1011
204 CcC 1100 1100
205 CD 1100 1101
206 CE 1100 1110
207 CF 1100 1111
208 DO 1101 0000
209 D1 1101 0001
210 D2 1101 0010
211 D3 1101 0011
212 D4 1101 0100
213 D5 1101 0101
214 D6 1101 0110
215 D7 1101 0111
216 D8 1101 1000
217 D9 1101 1001
218 DA 1101 1010
219 DB 1101 1011
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Decimal Value Hexadecimal Value Binary Value
220 DC 1101 1100
221 DD 1101 1101
222 DE 1101 1110
223 DF 1101 1111
224 EO 1110 0000
225 El 1110 0001
226 E2 1110 0010
227 E3 1110 0011
228 E4 1110 0100
229 E5 11100101
230 E6 11100110
231 E7 11100111
232 E8 1110 1000
233 E9 1110 1001
234 EA 1110 1010
235 EB 1110 1011
236 EC 1110 1100
237 ED 1110 1101
238 EE 1110 1110
239 EF 1110 1111
240 FO 1111 0000
241 Fl 1111 0001
242 F2 1111 0010
243 F3 1111 0011
244 F4 1111 0100
245 F5 1111 0101
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Decimal Value

Hexadecimal Value

Binary Value

246 F6 1111 0110
247 F7 11110111
248 F8 1111 1000
249 F9 1111 1001
250 FA 1111 1010
251 FB 1111 1011
252 FC 1111 1100
253 FD 1111 1101
254 FE 1111 1110
255 FF 11111111
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