Exam 11
Select the correct answer A, B or C

1- What is correct about computer viruses, choose one of the following: 
(A) They are organic viruses but they have the ability to infect the computer systems 
(B) They are programs that have the ability to replicate themselves on an ever increasing number of computers
(C) They are programs that can't spread over the Internet
2- What is correct about independent malicious software, choose one of the following: 

(A) They are self-contained programs that can be scheduled and run by the operating system
(B) They need some application program, utility or system program to infect the computers
(C) They are programs used to protect computers against virus
3- Which of the following are independent malicious software, choose one of the following: 

(A) Trapdoors
(B) Trojan Horses
(C) Worms

4- Which of the following are independent malicious software, choose one of the following: 

(A) Bacteria 
(B) Virus
(C) Worms
5- Which of the following are independent malicious software, choose one of the following: 

(A) Bacteria
(B) Worms 
(C) Logic Bombs
6- What is correct about Bacteria software, choose one of the following: 

(A) Bacteria is a code that copies itself into other programs
(B) Bacteria is a program that replicates itself across the network
(C) Bacteria is a program that replicates itself until it fills all disk space, or CPU cycles
7- What is correct about Worm software, choose one of the following: 

(A) Worm is a code that copies itself into other programs
(B) Worm is a program that replicates itself across the network
(C) Worm is a program that replicates itself until it fills all disk space, or CPU cycles
8- What is correct about Trojan Horse software, choose one of the following: 

(A) Trojan Horse is instructions in an otherwise good program that sends your data or password to an attacker over the net

(B) Trojan Horse is a program that replicates itself across the network
(C) Trojan Horse is a program that replicates itself until it fills all disk space, or CPU cycles
9- What is correct about Trap Door, choose one of the following: 

(A) Trap Door is undocumented entry point written into code for debugging that can allow unwanted users

(B) Trap Door is a program that replicates itself across the network
(C) Trap Door is a malicious code that activates on an event
10- What is correct about Easter Egg, choose one of the following: 

(A) Easter Egg is undocumented entry point written into code for debugging that can allow unwanted users

(B) Easter Egg is a program that replicates itself across the network
(C) Easter Egg is an extraneous code that does something “cool.”
11- The virus goes through four phases during its life cycle, What is correct order of these phases, choose one of the following: 

(A) Triggering, Propagation, Dormant and Execution phase
(B) Dormant, Propagation, Triggering and Execution phase
(C) Propagation, Dormant, Triggering and Execution phase
12- What is correct about compression virus, choose one of the following: 

(A) Compress the executable file so that both the infected and uninfected versions are of identical length

(B) Compress the virus program to be unnoticed
(C) Compress the executable file so that the infected version is of lower length than the uninfected version
13- What is correct about Parasitic Virus, choose one of the following: 

(A) It is explicitly designed to hide from Virus Scanning programs
(B) It lodges in main memory as part of the residual operating system
(C) It attaches itself to executable files as part of their code.  Runs whenever the host program runs
14- What is correct about Memory-resident Virus, choose one of the following: 

(A) It is explicitly designed to hide from Virus Scanning programs
(B) It lodges in main memory as part of the residual operating system
(C) It attaches itself to executable files as part of their code.  Runs whenever the host program runs
15- What is correct about Boot Sector Virus, choose one of the following: 

(A) It infects the boot sector of a disk, and spreads when the operating system boots up

(B) It lodges in main memory as part of the residual operating system
(C) It attaches itself to executable files as part of their code.  Runs whenever the host program runs
16- What is correct about Stealth Virus, choose one of the following: 

(A) It infects the boot sector of a disk, and spreads when the operating system boots up

(B) It lodges in main memory as part of the residual operating system
(C) It is explicitly designed to hide from Virus Scanning programs
17- What is correct about Macro Virus, choose one of the following: 

(A) It mutates with every new host to prevent signature detection

(B) It is platform independent and infects documents, deletes files, generates email and edits letters
(C) It is explicitly designed to hide from Virus Scanning programs
18- What is correct about Email virus, choose one of the following: 

(A) It mutates with every new host to prevent signature detection

(B) It is platform independent and infects documents, deletes files, generates email and edits letters
(C) It triggered when user opens attachment or worse even when mail viewed by using scripting features in mail agent
19- The Worms goes through four phases during its life cycle, What is correct order of these phases, choose one of the following: 

(A) Triggering, Propagation, Dormant and Execution phase
(B) Propagation, Dormant, Triggering and Execution phase
(C) Dormant, Propagation, Triggering and Execution phase
20- What is correct about Email virus, choose one of the following: 

(A) It mutates with every new host to prevent signature detection

(B) It is platform independent and infects documents, deletes files, generates email and edits letters
(C) It triggered when user opens attachment or worse even when mail viewed by using scripting features in mail agent
21- What is the Antivirus approache which searches files for any of a library of known virus “signatures.” and checks executable files for length changes, choose one of the following: 

(A) 1st Generation, Scanners

(B) 2nd Generation, Heuristic Scanners
(C) 3rd Generation, Activity Traps 
22- What is the Antivirus approache which looks for more general signs than specific signatures and checks files for checksum or hash changes, choose one of the following: 

(A) 1st Generation, Scanners

(B) 2nd Generation, Heuristic Scanners
(C) 3rd Generation, Activity Traps
23- What is the Antivirus approache which stay resident in memory and look for certain patterns of software behavior, choose one of the following: 

(A) 1st Generation, Scanners

(B) 2nd Generation, Heuristic Scanners
(C) 3rd Generation, Activity Traps 
24- What is correct about Behavior-Blocking Software, choose one of the following: 

(A) It mutates with every new host to prevent signature detection

(B) It is platform independent and infects documents, deletes files, generates email and edits letters
(C) It monitors program behavior in real-time for possibly malicious actions, if it detects malicious code it can block, terminate, or seek ok 
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