Lab O1: Performance Monitoring

NET311 - Computer Network Management

Instructor: Dr. Mostafa Dahshan

Objectives

1. Getintroduced to network management functions.
2. Use operating system’s built-in monitoring tools.

References

1. 70-411 Administering Windows Server 2012 R2 Lab Manual, Lab 3, Microsoft Official Academic Course.
2. Administering Windows Server 2012 R2 Training Guide, Lesson 10, Orin Thomas.

Instructions

1. Read the lab instructions.
2. Provide question answers and screenshots in the supplied answer sheet.
3. After finishing the lab, upload your saved answer sheet to LMS.
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Part 1: Using Event Viewer
1. Login to the Windows virtual machine SM1.

2. Run Server Manager.

[ |

3. Using Server Manager, click Tools > Event Viewer.

Server Manager * Dashboard

Dashboard

WELCOME TO SERVER MANAGER

Server Manager

Manage Tools View

Component Services
Computer Management

Defragment and Optimize Drives

B Local Server

ii All Servers

0 Configure this loca

Event Viewy

iSCS! Initiator

= server . ;
BE File and Storage Services B focalbeiniiolicy
Mirrnenft d7iire Senires
4. Expand Windows Logs folder and click on System log.
o Event Viewer == -
File Action View Help
| x
Event Viewer (Local) System Number of events: 2,076 Actions
yst
 Custom Views
b __'+ - Level Date and Time Source Event 1D ~ | | System a
4 | m Windows Logs
- ] Application ®Inf0rmation 04/09/2016 09:02:10 Service... 7036 I:‘ < Open Saved Log...
] security ®Inf0rmation 04/09/2016 09:01:47 Service... 7036 P Create Custom Vie
£ Setup (@) Information  04/09/2016 09:01:41 Service.. 7036 : -
& System (i) Information  04/08/2016 02:01:39 Service.. 7036 Import Custom Vie...
] Forwarded Events @Information 04/09/2016 09:01:39 Service... 7036 Clear Log...
b L0 Applications and Services Lo @Information 04/09/2076 09:01:39 Service... 7036 “F Filter Current Log...
d Subscriptions @Information 04/09/2016 09:00:58 Service... T036 B p "
(@) Information  04/D9/2016 0&:58:47 Winlog.. 7001 roperties _
(i) Information  04/09/2016 08:59:41 SNMP 1001 &8 Find... =
@ Information  04/0%/2016 08:5%:38 Service.., 7036 H Save All Events As..,
'ni' Error 04/09/2016 08:5%:38 Iphlpsve | 420 v Attach a Task To th
< m ¥
- View 3
Event 7036, Service Contrel Manager x
[:\\S |G| Refresh
General | Detail
=L Help 3
-~
The Software Protection service entered the stopped state. |:| Event 7036, Service.. «
D Event Properties
~!| |'E Attach Task To Thi...
<] m >
< m > 5% Copy |

Lab sheet 1.1: provide a screenshot showing the System log.
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5. Click on Filter Current Log.

Number

System

of events: 2,07

rents available

Level

CD Information
@ Information
G:} Informaticn
G:} Informaticn
G:} Informaticn
@ Informaticn
@ Information
@ Information

Date and Time

04/09/2016 09:02:10
04/09/2016 09:01:47
04,/09/2016 09:01:41
04/08/2016 09:01:39
04,/08/2016 09:01:39
04/09/2016 09:01:39
04/09/2016 09:00:58
04/09/2016 08:59:47

Source Event IO
Service Control Manager 7036
Service Control Manager 7036
Service Contrel Manager 7036
Service Contrel Manager 7036
Service Contrel Manager 7036
Service Control Manager 7036
Service Control Manager 7036
Winlogeon 7001

Task C.. ~| | System 4
Mone |:| = Open Saved Log...
LI W Create Custom View...
Maone ’
Mone Import Custom View..,
Maone Clear Log...
None b4 Filterq?::l)rrent Log...
Mone
p
(1101 ropeftles

6. Select the following filter options: Logged: Last 7 days. Event level: Critical, Error, Warning.

Filter | WML

Logged:

Event level:

@® By log

() By source

|Last'.-' days

[w] Critical
[w] Error

Event logs:

Event sources: I

[w] Warning

[] Infermation

[] Verbose

IS}fstem

=]

Includes/Excludes Event IDs: Enter ID numbers and/or ID ranges separated by commas. Te
exclude criteria, type a minus sign first, For example 1,3,5-99,-76

[=]

Lab sheet 1.2: provide a screenshot showing the filtered System log.
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Part 2: Using Resource Monitor

1. Click Start, type resource monitor, then click Enter.

Search

Everywhere -~

resourcelflslylite]

® Resource Monitor

2. Open the CPU tab.

(N) Resource Monitor
File Monitor Help

i - -

Processes B 156 CPU Usage [T 1008 Maximum Frequency 3 [ } Views |v -
[] image PID Descrip...  Statls Threads CPU  Averag.. ~ CPU - Total 100% -

|:| System Interrupts - Deferre... Running - H 0.e7

|:| perfmon.exe 2972 Resour.. Running 17 ] 049 | =

|:| dwm.exe 634 Deskto... Running ] 0.31

|:| C5r55.8X8 396 Running 9 ] 0.05

|:| explorer.exe 1738 Windo... Running 34 ] 0.03

[] csrss.exe 332 Running 9 o 0.00 e

|:| Isass.exe 498 Local 5... Running 5 ] 0.00 D Seconds T ] 0%

|:| msdtc.exe 1824 Micros..,  Running ] 0.00 Service CPU Usage

|:| ServerbManager. exe 1636 Server.. Running 10 0 0.00

|:| services.exe 438 Running 0 0.00 ¥ _
[~ . - .. ~] -

Lab sheet 2.1: provide a screenshot showing the CPU tab in the Resource Monitor.

3. Sort the processes based on the Average CPU usage by clicking on the Average CPU column.

(N) Resource Monitor - o [x

File Monitor Help

| O\rer\riew| CPU |Memu:ury| Disk | Netwcurk|

Processes B 13 CPU Usage [T 1008 Maximum Frequency Y] | } Views |v -
[] image FID Descrip...  Status Threads CPU Ave?zg... - CPU - Total 100%

|:| System Interrupts - Deferre... Running - H 2

|:| dwm.exe 634 Deskto... Running 7 ] 0.09 |E

|:| perfmon.exe 24972 Resour... Running 15 ] 0.06

|:| C5r55,8XE 396 Running 9 ] 0.04

|:| explorer.exe 1788 Windo... Running 33 ] 0.00

|:| C5T55.8X8 332 Running 9 ] 0.00

|:| Isass.exe 496 Local 5.  Running 5 0 0.00 0 Seconds 0o J

|:| msdtc.exe 1824 Micros...  Running 9 ] 0.00 Service CPU Usage 100%

|:| ServerhManager.exe 1636 Server ... Running 9 ] 0.00

|:| services.exe 438 Running 3 0 0.00 | ¥ _ _

Lab sheet 2.2: type the name of the Image that has the highest Average CPU.
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4. Open the Network tab.

o)

File Monitor  Help

| Over\riewl CPU I Memor}fl Disk | Kmmk |

Resource Monitor

. . w o . Eal
Processes with Network Activity [ > Views |v
[] image PID 5end [B/seq) Receive [B/fseq Tofal (B/se) Metwork 1 Mbps -
5. Expand the Listening Ports section.
Listening Ports % 0 J
Ethernet 100%
Image FID Address Port Protocol Firewall 5... ~ = -
svchost.exe [Localservice] 243 IPvE unsp... 123 UDP Mot allow... _
svchost.exe [LocalService) 343 IPvd unsp... 123 uUDP Mot allow... |
svchost.exe [RPCSS) 592 IPv6 unsp... 135 TCP Allowed, ...
svchost.exe [RPCS5) 592 IPvd unsp... 135 TCP Allowed, ...
System 4 10,2012 137 UDP Mot allow...
System 4 10,2012 138 uDp Mot allow,..
System 4 10.2.0.12 139 TCP Mot allow...
snmp.exe 1096 IPv6 unsp... 161 uUDP Allowed, ...
snmp.exe 1096 IPvd unsp... 161 UDP Allowed, ...
System 4 IPvE unsp... 445 TCP Mot allow... | ™ "

Lab sheet 2.3: provide a screenshot showing the Listening Ports section under the Network tab.
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Part 3: Using Performance Monitor
1. Run Server Manager.

Server Manager
[ ]

Manage Tools View

Component Services

Computer Management

WELCOME TO SERVER MANAGER
Oefagmentand Optimze Drves

B Local Server

ii All Servers

Event Viewer

. . iSCSI Initiator
0 Configure this local ser Local Security Policy
Microsoft Azure Services
ODBC Data Sources (32-bit)
QDBC Data Sources (64-bit)
Perfarmance Monitar
Resource Monik&'

L

ile and Storage Services P

QUICK START

Add roles and features

i8]

3 Add other servers to man

3. Under Monitoring Tools, click Performance Monitor.

() Performance Monitor I;li-

(%) File Action View Window Help HEE
CEEIEEEE]
(%) Performance jv = v| X 2 58E q| Il ’ll

4 L Monitoring Tools
B8 Performance Monitor

I [ Data ColleBlor Sets Ly
1 [ Reports
M_
m_
40_
204

0 T T T T T T T T T
06:22:35 06:22:45 06:22:55 06:23:05 06:23:15 08:23:25 06:23:34 06:23:44 06:23:54 06:24:04 062413

Last 1.995 Average 3448 Minimum 0.021  Maximum | 12,714 Duration | 1:40
Show Color Scale Counter Instance Parent Object Computer

v

< (1]} >

Lab sheet 3.1: provide a screenshot showing Performance Monitor.
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4. While selecting the %Processor Time counter, click the Delete button on the toolbar.

(%
() File Action View Window Help HEE
L IR m= H
® Performance ERENE T TELIL
P [i Menitering Tools
BE Performance Monitor
100
I [; Data Collector Sets
[ Eﬁ Reports
m-
a]_
4‘]_
T
2‘]_
06:42:07 06:42:21 06:42:30 06:42:40 06:42:50 06:43:00 06:43:10 06:43:20 06:43:45
Last 26,563 Average 25.758  Minimum 24929 Maximum | 27.356 Duration | 1:40
Show Color Scale Counter Instance Parent Ohbject Computer
% Processor Time Processor \\METINS

5. On the toolbar, click the Add button.

(%) File Action View Window Help

&= 2[E E
(%) Performance "J"Hﬁx §| E| Q| ] .||

4 [i Menitoring Tocols
BEE Performance Monitor
100
[ a Data Collector Sets

[ Eﬁ Reports
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6. Under Network Interface, select Bytes Received/sec and Bytes Sent/sec and click Add.

Available counters Added counters
Select countters from computer: Counter Parent Inst... Computer
| <Local computer = W | | Browse,.. | Metwork Interface ~
MSUTL Bridge 4.0.0.0 v Ta Bytes Receivedfsec *
o =
MBT Connection W Bytes Sent/sec
Metlogon v
Metwork Adapter v I:‘
Metwork Interface ~
Bytes Receivedsec
Bytes Sentfsec
Bytes Totalfzec
urrant Randwidth hd
Instances of selected object:
<Al instances >
Intel[R] PRO_1000 MT Desktop Adapter
Intel[R] PRO_1000 MT Desktop Adapter _2
isatap.{C89903A6-FFF3-48E8-B623-D54101F4748C}
isatap.lan
<| m E
| W | | Search |
Add >E Remove <<
[ Show description ok | | c
HIE- XS =R M
100
m_
m_
4‘]_
204
0 T . T T T T T T T
064749 0fed8:01 06:428:11 06:48:21 06:48:31 06:47:01 064711 064721 06ed7:31 06:47:41 06:47:48

last| = -----e-- Average| = --------- Minimum | oo Maximum |  --------- Duration 1:40

Show Color Scale Counter Instance Parent Object Computer |~
|7 0.0001 Bytes Received/sec Intel[R] PR... --- Metwork Interface WINETIMNG

|7 0.0001 Bytes Received/sec Intel[R] PR... --- Metwork Interface WNETINS

[« 00001 Bytes Received/sec isatap.{C89... --- Metwork Interface SWNETIMG =
[v 0.0001 Bytes Received/sec isatap.lan Metwaork Interface WWMETIMS

|7 0.0001 Bytes Sent/sec Intel[R] PR... --- Metwork Interface WIETIMNS

|7 0.0001 Bytes Sent/sec Intel[R] PR... --- Metwork Interface WINETIMNG

[v 00001 Bytes Sent/sec isatap.{C89... --- MNetwork Interface WWMETIMNS e
< m | >

Lab sheet 3.2: provide a screenshot showing the added counters.
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7. Open Firefox web browser and browse to a web site of your choice.

RS Ne —E

/(_, 395 cllall dsols x\+ ==

('_ (i) ksu.edu.sa x Q, Search w B @ %+ @ (=] =

agsanlloll

King Saud Universily

g & e 2 R B - i

JuaUl apiguall albas  gyjaill dn@  oilkall  deolall 5)lal  dsslall peal

;2016)49:5?1 Gblgall m 1437 Aol g3 28 el

= [ ENGLISH  igiSlyl aypll  dsolall s iguaSlyl pileyl aldill  dsolall ge

8. Check the Bytes Received/sec and Bytes sent/sec counters.

EEEEET IR EELINT]

100
m_
B{:I_
m_
204
0 : . : : : — :
06:51:09 06:51:20 06:51:30 06:51:40 06:51:50 06:52:00 06:52:10 06:52:20 06:52:30 06:51:00 06:51:08
Last| — --------- Average| — --------- Minimum | - Maximum | - Duration 1:40
Show Color Scale Counter Instance Parent Object Computer |~
!z — 0.0001 Bytes Received/sec Intel[R] PR.. --- Metwork Interface WMETING I_‘

Lab sheet 3.3: provide a screenshot of the Network Interface counters after opening the page.
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