Lab 02: Network Troubleshooting

NET311 - Computer Network Management

Instructor: Dr. Mostafa Dahshan

Objectives

1. Use protocol analyzers, such as Wireshark, to inspect the packet contents.

2. Use basic network troubleshooting tools, such as ping and traceroute utilities.

References

1. Computer Networks 5/E, Lab Exercise, Protocol Layers, David Wetherall.
2. Computer Networks 5/E, Lab Exercise, ICMP, David Wetherall.

Instructions

1. Read the lab instructions.
2. Provide question answers and screenshots in the supplied answer sheet.
3. After finishing the lab, upload your saved answer sheet to LMS.
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Part 1: Protocol Analyzers
1. Run the Wireshark application as an Administrator.

Everywhere

wireshark ﬂ

Wireshark
Unpin from Start
Pin to Taskbar
Uninstall
Open in new window

Run as administr&,nr

2. In Wireshark, select the Ethernet interface, and start a capture using the following filter:

tcp port 80

A The Wireshark Network Analyzer = | a
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

e RE < =F s5EIElaaas
tart capturing packets [0 ~ | Expression..  +

Welcome to Wireshark

Capture

...using this filter: | | tcp port 80 k3 - ]
Lab4 R

Ethernet in.__ el

3. Open Windows PowerShell and type the following command:

Invoke-WebRequest http://www.ksu.edu.sa

) Windows PowerShell

Windows PFowerShe
Copuright (C) 2014 Microsoft Corporation. All rights reserved.

PS C:ilsersi\Mostafa* Invoke-WebRequest http:/fwme_ksu.edu.sa

StatusCode %HI]
<IDOCTYPE html>

<html lang="ar" dir="rtl" class="no-js">

HTTP/1.1 200 DK

Barv: fAccept-Encoding

Keep-Alive: timeout=5%, max=100

Connection: Keep-flive

Accept-Ranges: hytes

Content-Length: 60673

Cache-Control: no-store, no-cache, must-revalidate, post-ch...

NET311 Dr. Mostafa Dahshan Page 2 of 9



4. After the command is finished, return to Wireshark and stop the capture.

e Capturing from Ethernet (tcp port 80) - | @
Eile Edit View Go (Capture Analyze Statistics Telephony Wireless Tools  Help

RE Re==FIZ(E|aaand
A0 top capturingmpacket.: wp | v] Expression... +

Mo. Time Source Destination Protocol  Length Info ~
1 8.be0ee8 13.187.4.58 18.131.5.135 TCP 1821 8@ -+ 51811 [PSH, ACK] Seq=1 Ack=1 Win=65535 Len=967
47 13.187 18. 5.13 6@ 86 -+ 51811 [RST, Se ck=1 Win=65535 Len=@
3 97.873131 18.131.5.252 212.57.194,232 TCP 66 49165 -+ 88 [SYN, ECN, (WR] Seq=8 Win=8192 Len=8 M55=1468 WS=25..
4 97.876241 212.57.194,232 18.131.5.252 TCP 68 88 + 49165 [SYN, ACK] Seq=0 Ack=1 Win=14608 Len=@ MS5=138@
5 97.876272 18.131.5.252 212.57.194.252 TCP 54 49165 - 80 [ACK] Seq=1 Ack=1 Win=6486@ Len=0
6 O7.888476 18.131.5.252 212.57.194,.232 HTTP 281 GET / HTTR/1.1
7 97.882379 212.57.194.232 18.131.5.252 TCP 68 80 + 49165 [ACK] Seq=1 Ack=148 Win=15544 Len=0@
8 97.883254 212.57.194.232 18.131.5.252 HTTP 638 HTTP/1.1 381 Moved Permanently (text/html)
9 97.889679 18.131.5.252 212.57.194,.232 TCP 66 49166 =+ 8@ [SYN, ECN, (WR] Seq=0 Win=8192 Len=8 M55=1468 WS=25..
16 97.891567 212.57.194.232 16.131.5.252 TCP 68 80 + 49166 [SYN, ACK] Seq=0 Ack=1 Win=14688 Len=8 MS5=138@8
11 97.891582 18.131.5.252 212.57.194.252 TCP 54 49166 + 8@ [ACK] Seq=1 Ack=1 Win=6486@ Len=0
12 97.891678 18.131.5.252 212.57.194,.232 HTTP 197 GET / HTTR/1.1
13 97.893433 212.57.194.232 18.131.5.252 TCP 68 88 - 49166 [ACK] Seq=1 Ack=144 Win=15544 Len=8 ~

Lab sheet 1.1: provide a screenshot of Wireshark screen showing the captured packets.

5. Locate the packet HTTP GET packet and double click on it to inspect it.

a '

| G 97.880476 18.131.5.252 212.57.194.232 HTTP 281 GET / HTTR/1.1
[ 7 97 .RRIF79 212.57.194.232 1A.131.5%52 TP AA BA =+ 49185 TAMK] Sean=1 Ark=14R Win=15544 |en=RA

6. Expand the details of Internet Protocol Version 4.

M Wireshark - Packet 6 - wireshark_pcapng_82340C03-95F3-435F-94B9-EFBEF78EF17D_20161004131024_a0..| = [ & [0

4 |Internet Protocol Version 4, Src: 16.131.5.252, Dst: 212.57.194.232 ~
eled .... = Version: 4
. 8181 = Header Length: 28 bytes

I Differentiated Services Field: @xB@ (DSCP: CS@, ECN: MNot-ECT)
Total Length: 187
Identification: @x5ad2 (23258)

I Flags: @xg2 (Don't Fragment)
Fragment offset: @
Time to live: 123
Protocol: TCP (&)

I Header checksum: 8x8@88 [validation disabled]
Source: 18.131.5.252
Destination: 212.57.194.232
[Source GeoIP: Unknown)
[Destination GeoIP: Unknown]

Lab sheet 1.2: Fill the following details of the Internet Protocol Version 4 protocol.
‘ Total Length | Time to Live ‘ Protocol ‘ Source ‘ Destination
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7. Expand the details of Hypertext Transfer Protocol.

4
e
I [Expert Info (Chat/Sequence): GET / HTTP/1.1%\r\n]
Request Method: GET
Request URI: /
Request Version: HTTP/1.1
|User—Agent: Mozilla/5.8 (Windows NT; Windows NT 6.3; en-GB) WindowsPowerShell/4.8\r\n
Host: www.ksu.edu.sair\n
Connection: Keep-Alivel\rin
Wrn
[Full request URI: http://www.ksu.edu.sa/]
[HTTP request 1/1]
[Response in frame: 8]

Lab sheet 1.3: Fill the following details of the Hypertext Transfer Protocol.
Hint: You can use Control-C to copy from the Wireshark window.

| Request Method | Request URI | User-Agent | Host
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Part 2: Network Troubleshooting Tools

1. Run the Wireshark application as an Administrator.

Everywhere

wireshark E

Wireshark
Unpin from Start
Pin to Taskbar
Uninstall
Open in new window

Run as administré}pr

2. In Wireshark, select the Ethernet interface, and start a capture using the following filter:

icmp

- Ihe Wireshark Network Analyzer -
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help

%I @ = & ] == El. Qe H

tart capturing packets l: '] Expression... =+

Welcome to Wireshark

Capture
..using this filter: [ |icmp [X] ']

Labd Mor_s__n MAAh _
Ethernet oA\ . A

3. Open Windows PowerShell and type the following command:

ping www.google.com.sa

[°F] Windows PowerShell

Jindows Fowershe

Copyright (C) 2014 Microsoft Corporation. All rights reserved.

PE C:\llsers‘Mostafa> ping wvwmw.google.com.sa

Pinging wmw.google.com.sa [216.58.208.195%] with 32 bytes of data:
TTL=54

Reply from 216.58.208.195: bytes=32 time=-88ms
Reply from 216.58.208_195: bytes=32 time=8b6ms TTL=5%

Reply from 216.58.208_195: bytes=32 time=87ms TTL=54
Reply from 216.58_208_195: bytes=32 time=85ms TTL=54

Ping statistics fur 216_58_208_195:

Packets:z Sent = &, Received = &, Lost = 0 (0¥ loss),
Approximate round trlp times 1in m1111 secnnds

Hinimum = 85ms, Maximum = 88ms, Average = Bbms
PS C:ullsers‘\Mostafa> _
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4. After the command is finished, return to Wireshark and stop the capture.

e Capturing from Ethernet (icmp) - | &
File Edit WView Ge Capture Analyze Statistics Telephony Wireless Tools  Help
4@ RE QexsZF IE|EaaaH
|ﬂi’l "‘Stop capturing packets }':- +* | '] Expression... +
No. Time Source Destination Protocol  Length Info

5. Inspect the ICMP packets by expanding the Internet Control Message Protocol fields, then answer the following
questions.

" Capturing from Ethernet (icmp) - |a
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
mde RE ee=sFiE[EaaakH

L] |Appl'-r'adispla'-r' filter .. <Ctrl-(= =] '] Expression...  +

Mo. Time Source Destination Protocol  Length Info

— 1 @.PeRaea 192.168.1.42 216.58.2@8.195 ICHP 74 Echo (ping) request id=8xB@8l, seq=1/256, ttl=128 (reply in 2)

— 2 B.888748 216.58.208.195 192.168.1.42 ICMP 74 Echo (ping) reply id=@xeeel, seq=1/256, ttl=54 (request in 1)
3 1.887596 192.168.1.42 216.58.2088.195 ICHMP 74 Echo (ping) request id=8x@@@l, seg=2/512, ttl=128 (reply in 4)
4 1.894458 216.58.2088.195 192.168.1.42 ICHMP 74 Echo (ping) reply id=exeeel, seq=2/512, ttl=54 (request in 3)
5 2.822962 192.168.1.42 216.58.2088.195 ICHMP 74 Echo (ping) request id=8x@@@l, seq=3/768, ttl=128 (reply in 6)
6 2.118217 216.58.208.195 192.168.1.42 ICMP 74 Echo (ping) reply id=ex@eal, seq=3/768, ttl=54 (request in 5)
7 3.838536 192.168.1.42 216.58.208.195 ICMP 74 Echo (ping) request id=8x@081, seq=4/1024, ttl=128 (reply in 8)
8 3.123794 216.58.2088.195 192.168.1.42 ICHMP 74 Echo (ping) reply  id=8x@@@l, seq=4/1824, ttl=54 (request in 7)

Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface @
Ethernet II, Src: CadmusCo_a5:44:42 (88:80:27:a5:44:42), Dst: Technico 6a:71:4c (58:98:35:6a:71:4c)
Internet Protocol Version 4, Src: 192.168.1.42, Dst: 216.58.208.195
ﬁ;ternet Control Message Protocol

Type: & (Echo (ping) request)

Code: @

Checksum: 8x4dSa [correct]

Identifier (BE): 1 (@x@8el)

Identifier (LE): 256 (@x@lea)

Sequence number (BE): 1 (@x@eal)

Sequence number (LE): 256 (@x@1e8)

Response frame: 2

[N

Lab sheet 2.1: Answer the following questions.
What is the Type/Code value of the first ICMP request?
What is Type/Code value of the first ICMP reply?

What is Sequence number of the second ICMP request?
What is Sequence number of the second ICMP reply?
What is Data of the third ICMP request?

What is Data of the third ICMP reply?

What is Time of the fourth ICMP request?

What is Time of the fourth ICMP reply?

6. Close the Wireshark capture.

A *Ethernet (icmp) = | &
File | Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help

Open Ctrl+ 0 =D EEI }Q

Open Recent 4 > | '] Expression...

Merge... Diestination Protocal  Length Info

Impert from Hex Dump... 216.58.208.195 ICMP 74 Echo (ping) request id=@x@@@l, seq=1/256, ttl=128 (reply in 2

Close 1., Crl+W 192.168.1.42 ICMP 74 Echo (ping) reply id=ex@eel, seq=1/256, ttl=54 (request in
g 216.58.2088.195 ICMP 74 Echo (ping) request did=@w@e8l, seq=2/512, tt1=128 (reply in 4
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7. In Wireshark, select the Ethernet interface, and start a capture using the following filter:

icmp
- Ihe Wireshark Metwork Analyzer
File Edit View Go Capture Analyze Statistics Telepheny Wireless Tools  Help

HEcaasn

— (S0

[ ] @ RE ] =
tart capturing packets /-

'] Expression... 4+

Welcome to Wireshark

Capture

...using this filter: [ |icm|:

Lab4 Do AA_A___h _

Ethernet fa__J\ i, A

8. Open Windows PowerShell and type the following command:

tracert -d www.yahoo.com

ey Windows PowerShell

e
Copyright CC) 2014 Microsoft Corporation. All rights reserved.

PS C:\lUsers\Mostafa> tracert -d wmv.yahoo.com

Tracing route to fd-fp3.wgl_b.yahoo_com [&6.228_47_115]
over a maximum of 30 hops:

192_168.1.1
84 235 12411
84 235 _44_85
g4 _235_%4_133
84_235_123.228
62 208.252.101
1952289
e0.81.1%23._11%
66.1%6.65.64
mns mns 66.196_65.150
mns mns b6 196_65_23
ns M7 146 185 187
ns b6 22847 _115%

1 ns ns
ms ns
ms ns
ms ns
ms ns
ms ns
ms ns
ms ns
ms ns

2
3
i
5
i
i
8
?

Lab sheet 2.2: Provide a screenshot showing the output of the tracert command.

9. After the command is finished, return to Wireshark and stop the capture.

ol Capturing from Ethernet (icmp) = | @
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
® RE Re=2=F 3E|[EaaaH
|J;J \étcp capturing packets }::- '] Expression... =+
No. Time Source Destination Protocol  Length Info
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10. Inspect the ICMP packets by expanding the Internet Control Message Protocol fields, then answer the following

questions.

A *Ethernet (icmp) - | &

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Adm i@ UBREBRe>=TLF[EQaQE

[ |-Jj¢;:%3;":sz_ﬁiru'w ']EXWE%DHH. +

No. Time: Source Destination Protocol  Length Info
46,228.47.1 i ICMP 18

& K=

Echo (ping) request
Time-to-live exceeded (Time to live exceeded in transit)

86 Time-to-live exceeded (Time to live exceeded in transit)
86 Time-to-live exceeded (Time to live exceeded in transit)
7@ Time-to-live exceeded (Time to live exceeded in transit)

.42 ICMP 7@ Time-to-live exceeded (Time to live exceeded in transit)

] .115 ICMP 186 Eche (ping) request
@
e .115 ICMP 186 Echo (ping) request
a.
1.1377@7 .115 ICMP 186 Echo (ping) request
8 1.15 8 /
1.155985 .115 ICMP 186 Echo (ping) reguest
1.171682 ]
1.17483@ -1 46.228.47.
12 1.195171 5.124.11 192.168.1.
13 2.199331 192.168.1.42 46.228.47.115 ICMP 186 Echo (ping) request

id=ex@eal, seq=44/11264, ttl=1l (no respon.

id=0x@801, seq=45/11520, ttl=l (no respon.

id=exeeel, seq=46/11776, ttl=1 (no respon.. =

id=6x8881, seq=47/12832, ttl=2 (no respon.. =

id=Ax0ea1, seq=48/12288, ttl=2 (no respon.

id=ex@eal, seq=50/128@@, ttl=3 (no respon. v

I* Frame 1: 186 bytes on wire (848 bits), 186 bytes captured (848 bits) on interface @

- Ethernet II, Src: CadmusCo_a5:44:42 (@8:00:27:35:44:42), Dst: Technice 6a:71l:4c (58:98:35:6a:71:4c)

[ Internet Protocol Version 4, Src: 192.168.1.42, Dst: 46.228.47.115
4 Internet Control Message Protocol
Type: 8 (Echo (ping) reguest)
Code: @
Checksum: @xf7d2 [correct]
Identifier (BE): 1 (Bx@e81)
Identifier (LE): 256 (@x@lea)
Sequence number (BE): 44 (8x882c)
Sequence number (LE): 11264 (8x2c@a)
I [No response seen]
I Data (64 bytes)

Lab sheet 2.3: Answer the following questions.

What is the TTL (Time to live) value in the first ICMP request?

What is the Type/Code value of the first ICMP request?

What is the Type/Code value of the first ICMP TTCL Exceeded response?

How many ICMP packets with TTL=17?

What is the source IP address of the second ICMP TTL Exceeded response?

What is the source IP address of the third ICMP TTL Exceeded response?

response?

What is the largest TTL value in ICMP requests after the last TTL Exceeded
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11. Expand the Internet Protocol Version 4 section of the first ICMP request.

Lab sheet 2.4: Provide a screenshot showing the details of the Internet Protocol Version 4 section of
the first ICMP request.

I Frame 1: 186 bytes on wire (848 bits}, 186 bytes captured (848 bits) on interface @
I Ethernet II, Src: CadmusCo_aS5:44:42 (88:98:27:a35:44:42), Dst: Technico Ga:71l:4c (58:98:35:6a:71:4c)
4 Ipternet Protocol Version 4, Src: 192.168.1.42, Dst: 46.228.47.115
eiee .... = Version: 4
v... 8181 = Header Length: 28 bytes
I Differentiated Serwvices Field: @x@@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 92
Identification: @xZa@@ (18752)
I Flags: @xB@
Fragment offset: @
F Time to live: 1
Protocol: ICMP (1)
I: Header checksum: @x@@8@8 [validation disabled]
Source: 192.168.1.42
Destination: 46.228.47.115
[Source GeoIP: Unknown ]
[Destination GeoIP: Unknown]
I Internet Control Message Protocol

12. Expand the Internet Control Message Protocol -> Internet Protocol Version 4 subsection of the first ICMP Time

Exceeded response.

Lab sheet 2.5: Provide a screenshot showing the details of the first ICMP Time Exceeded response.

Destination: 192.168.1.42
[Source GeoIP: Unknown ]
[estination GeoIP: Unknown]
4 Internet Control Message Protocol
Type: 11 (Time-to-live exceeded)
Code: @ (Time to live exceeded in transit)
Checksum: @xfaff [correct]

dﬂgnternet Protocol Version 4, Src: 192.168.1.42, Dst: 46.228.47.115
a1ee .... = Version: 4
vu.. B181 = Header Length: 28 bytes
- Differentiated Services Field: @x@@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 92
Identification: Bx2a@@ (18752)
- Flags: ©x88
Fragment offset: @
F Time to liwve: 1
Protocol: ICMP (1)
I Header checksum: @x6f78 [validation disabled]
Source: 192.168.1.42
Destination: 46.228.47.115
[Source GecIP: Unknown]
[Destination GecIP: Unknown]
4 Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: @

13. Compare the payload of the ICMP response with the ICMP request.
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