Lab 5: SNMP in Cisco Routers

NET311 - Computer Network Management

Instructor: Dr. Mostafa Dahshan

Objectives

1. Configuring SNMP agent on Cisco Routers.
2. Understanding SNMP v2 traps.

References

1. Cisco Networking Academy, Lab 8.2.2.4 Configuring SNMP.
2. GNS3 Documentation.

Instructions

1. Read the lab instructions.
2. Provide question answers and screenshots in the supplied answer sheet.
3. After finishing the lab, upload your saved answer sheet to LMS.
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Part 1: Lab Setup

The following programs need to be installed on your PC before starting this lab.

1. Winpcap4.1.3
2. Wireshark 2.0.2
3. GNS314.4

4. SnmpB

Refer to the supplemental video for setting up the environment of this lab.

1. Verify that the programs are installed.

Programs and Features

1 ||fL + Control Panel » Programs » Programs and Features v C;| | Search Programs and Features Q@ |

Control Panel Home Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
'5' Turn Windows features on or
off Organize + = @
Name Publisher Installed On
& GNs3 1.44 17/03/206
i%ll\-’licrosoft‘-ﬁsual C++ 2013 Redistributable (x64) - 12.0... Microsoft Corporation 17/03/2016
@ Mozilla Firefox 44.0.2 (x84 en-US) Mozilla 17/03/2016
) Mozilla Maintenance Service Mozilla 17/03/2016
[ Oracle VM VirtualBox Guest Additions 5.0.6 Oracle Corporation 15/02/2016
(9 WinPcap 4.1.3 Riverbed Technelogy, Inc. 17/03/2016
M Wireshark 2.0.2 (64-bit) The Wireshark developer comm..,  17/03/2016

Programs and Frgtures

Power Options 3
Event Viewer

System

Device Manager
Metwork Connections
Disk Management

Computer Management n

Command Prompt Currently installed programs Total size: 277 MB

Command Prompt (Admin) T programs installed

Task Manager .

Controt a@m Windows Server 2012R2
File Explorer

Search

Run

Shut down or sign out

Desktop

> L

Lab sheet 1.1: provide a screenshot of the Programs and Features screen.
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Install the Microsoft KM-TEST Loopback Adapter using the Hardware Wizard

2. Right click on the Windows icon and click Run.

AL T U ey

Task Manager B Windows Server 2012R2

Control Panel
File Explorer
Search

| Run

Shut down or sign out ]

Desktop

[ 2 B

3. Type the command

hdwwiz

=== Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: | hu:lwwiz{

Cancel Browse...

4. Follow the instructions

Add Hardware

The wizard can help you install other hardware

The wizard can search for other hardware and automatically install it for you, Or, if you
know exactly which hardware model you want to install, you can select it from a list.

What do you want the wizard to do?
() Search for and install the hardware automatically (Recommended)

(®) Install the hardware that | manually select from a list (Advanced)

<Back || MNed> | | Cancel
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From the list below, select the type of hardware you are installing

If you do not see the hardware category you want, click Show All Devices.

Commen hardware types:

& IEEE 1394 host controllers A
i Imaging devices
Elnfrared devices ]
M 1edia Center Extender =
El]Memaory technology devices 1
Modems

T Multi-port serial adapters
! Metwork adapters
PCMCIA adapters ]

<Back || MNet> | | Cancel

Select Network Adapter
‘Which network adapter do you wart to install ?

E"' Click the Metwork Adapter that matches your hardware, then click OK. If you have an
ca, installation disk for this feature, click Have Disk,

Manufacturer z Metwork Adapten Z
Intel S Microsoft ISATAP Adapter ||
Intel Corporation = || | Sl Microsoft Kernel Debug Metwork Adapter L
Mellanox Technologies Ltd. Microsoft KM-TEST Loopback Adapter

Microsoft : S Microsoft Network Adapter Multiplexor Default Miniport ||
Oloaic Corp | | EElMicrosoft Teredo Tunneling Adaoter hdl

=1 This driver is digitally signed.

Tell me why driver signing is important
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Add Hardware

Completing the Add Hardware Wizard

The following hardware was installed:

E. Microsoft KM-TEST Loopback Adapter
=

Windows has finished installing the seftware for this device,

To cloze this wizard, click Finish.

< Back

—aMCE

5. Run PowerShell as Administrator.

Tasks

Run as Administrator
Run I5E as Administrator

Windows Powershell [5E

E¥ Windows PowerShell

o Unpin this program from taskbar

6. Type the following commands to configure the Microsoft KM-TEST Loopback Adapter:

$adapter=Get-NetAdapter -InterfaceDescription "Microsoft KM-TEST Loopback Adapter"

Rename-NetAdapter -InterfaceDescription "Microsoft KM-TEST Loopback Adapter" -NewName
n Looplll

New-NetIPAddress -InterfaceIndex $adapter.ifIndex -AddressFamily "IPv4" -IPAddress
"172.16.0.2" -PrefixLength 24

Route add 172.16.0.0 mask 255.240.0.0 172.16.0.1 metric 1
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ey Administrator: Windows PowerShell

e
Copuright (C) 2014 Microseft Corporation. All rights reserved.

PS C:\Windows\system32> $adapter=0Get-HetAdapter -InterfaceDescription "Microsoft RM-TEST Loopback Adapter”

P§ C:Windows‘system3?> Rename-HetfAdapter -InterfaceDescription "Microsoft BEM-TEST Loopback Adapter” -HewHame "Loopi™
Pg B;?WEnduw;\gﬂsten32> Hew-HetIFAddress -Interfacelndex $Sadapter.ifIndex -AddressFamily "IPFvh&™ -IPAddress “172_16.0.2"
~Prefixlengt

172.16.0.2

15

Loopi

IPul

Unicast

24

Manual

Manual

Tentative

Infinite ([TimeSpan]::-Maxlalue)
Infinite ([TimeSpan]::-MaxValue)
False

ActiveStore

172.16.0.2

15

Loopi

IPul

Unicast

24

Manual

Manual

Invalid

Infinite ([TimeSpan]::-Maxlalue)
Infinite ([TimeSpan]::-MaxValue)
False

PersistentStore

PolicyStore

PSHF:\Winduws\systen32> Route add 172_16.0.0 mask 255.280_0.0 172_16.0.1 metric 1
PS ©:\Windows\system32> _

Lab sheet 1.2: provide a screenshot of the PowerShell screen.

To allow SnmpB to receive traps, create a rule in Windows Firewall with Advanced Features to allow the program
SnmpB through the firewall.

7. Type the following command to add a rule to allow SNMP PDUs through the firewall:

New-NetFirewallRule -DisplayName "SNMP" -Direction Inbound -Action Allow -Protocol UDP
-LocalPort 161-162

ey Select Administrator; Windows PowerShell [= [ “ =

PE C:Windowssystem32> Hew-HetFirewallRule -DisplayHame "SHMP" -Direction Inbound -Action Allow -Protocel UDP -LocalPor

{b1fb2fdb-2095-bade-bebc-f?bb?35d443a}
SHHP

True

finy

{3

Inbound

fAllow
EdgeTraversalPolicy Block
LooseSourceMapping False
LocallnlyMapping False
Owner
PrimaryStatus 0K
Status The rule was parsed successfully from the store. (65536)
EnforcementStatus Hotfpplicable
PolicyStoreSource PersistentStore
PolicyStoreSourceType Local

Lab sheet 1.3: provide a screenshot of the PowerShell screen.
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Part 2: Configure SNMP Manager

1. Run the SnmpB program.

2. Go to Manage Agent Profiles and add a profile called R1, using the following parameters:

File Tools | Options | Help

Manage Agent Profiles..,
Manage SMMPw3 USM Profiles...

Graphs I Log

Preferences...

b |localhost

Mew agent profile
Delete agent profile

Name: R1

Agent address:
172.16.0.1

Supported SNMP Version:

SNMPv1, SNMPv2

Read community: public

General Properties

Profile

Query Results

SMMPv2c

I: localhost
- R1

I: localhost
4 Rl

ESnmpv‘I vZc

Get-Bulk

Profile

General Properties

Mame |F‘.1

Target SNMP Agent

Agent Address/Name | 172.16.0.1

Agent Part |161

Timeout and Retries

Retries [1 ]
Timeout (sec) 3 =3
Supported SNMP Version
[w] sMMPYL [w] sMMPy2 [] smmPv3

| o | conal |

SNMPv1 / v2c Properties

Communities

Read community | public

Write community |private

Lab sheet 2.1: provide a screenshot of the SnmpB Agent Profiles screen.
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3. Go to the Traps tab and leave the SnmpB window running to watch for traps.

=21 SnmpB -0 -

File Tools Optiens Help

|Tree | Modules | Editor I Discovery | Traps | Graphs | Log |

Trap log
Mo Date Time Timestamp Motification Type Message Type Version Agent Addr
< m ¥
Trap content Trap info
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Part 3: Configure SNMP Agent on Cisco Router

1. Run GNS3 as an administrator.

Search

Everywhere

o GNS3
Pin to Start
Desktop . Pin to Taskbar
Uninstall
Open in new window
Run as administrator

Open file location

2. Open the GNS3 project NET311-Lab-05.gns3

NN NET311-Lab-05 = | O
“ Home Share View 7]
:(-:- - 1 | J <« MET311 » GMNS53 » projects » NET311-Lab-05 » v & | Search NET311-Lab-03 »p |
‘¢ Favorites MName Date modified Type Size
B Desktop | project-files 06/11/2016 16:24 File folder
& Downloads 6— NET311-Lab-03.gns3 06/11/2016 16:29 GMS3 Project File 10 KB
15| Recent places B screenshot.png 06/11/2016 16:29 PMNG image 15 KB

1% This PC

3. Right-click on the link from Loop1 to R1 and click Start capture.

File Edit View Control Device Annotate Tools Help

sl OF > HECPEICRAn

UdetO{INh @

NET311

~ | Topology Summary g x
BB Loopl
EoE 5wl

Swi b @ R
1
€0/0 Servers Summary =
3 Local CPU 0.5%, RAM 30.8%
Loopl Start capture
kd |Delete
b
< >
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| & Packet capture _

Flease select a port:

| R.1 port Ethernetd/0 (Ethernet encapsulation: DLT_EN10ME) = |

| OK | | Cancel |

4. Add the filter snmp then click Enter.

el Capturing from Standard input [R1 Ethernet0/0 to Loop1 nio_gen_eth:Loop1] — | = -
File Edit View Go Capture Analyze Statistics Telephony Wireless Toels Help

ma® RE Qe=s=F 4Z[Eaaan
|ﬁ |5r1m|:l [3 ;| '] Expression... <+
Mo, Time Source Destination Protocol  Length Info

5. Run the network by clicking on the green icon.

& MET311-Lab-05.gns3 - GNS3
File Edit View Control Device Annotate Tools Help

B2 OF>- Rk BC Fmiiow

| tart/Resurne all devices

6. After the network is started, right-click on the R1 router to access its console.

Change hostname

| ew. | Change symbol
Loopl ‘ 2%
4 | &%  Show in file manager

en_ec
S b B Console ‘

=
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7. Type the following commands to configure the SNMP agent on R1 router. Use your name as a contact:

config t

snmp-server community public ro SNMP_ACL
snmp-server location Lab4

snmp-server contact Mostafa Dahshan
snmp-server host 172.16.0.2 version 2c public
snmp-server enable traps

ip access-list standard SNMP_ACL

permit 172.16.0.2

exit

8. Type the following commands to configure the network interface e0/0

int e0/0
ip address 172.16.0.1 255.255.255.0

no shutdown

9. Go to SnmpB and check for traps sent from R1.

| SnmpB = |a
File Tools Options Help

Tree Modules Editor Discovery Traps Graphs Log

Trap log

Mo Date Time Timestamp Metification Type Message Type Version Agent Address  Agent port
0001 2016-11-07 06:33:13 0:00:44.13 enterprises.8.94... Trap(v2) SNMPv2c 172.16.0.1 50864
0002 2016-11-07 06:33:17 0:00:45.10 linkUp Trap(v2) SNMPvZc 172.16.0.1 59864

Lab sheet 3.1: provide a screenshot of the SnmpB Traps screen showing initial traps.

10. Go to SnmpB Tree window and perform a Walk on system using SnmpB profile.

=3 SnmpB - | o
File Tools Options Help

Tree Modules Editor Discovery Traps Graphs Log

Remote SMNMP Agent Query Results
[r1 - [] ® snpvt O swbvac O stpuz [ SNMP query started—
MIE Troe 1: sysDescr.0 Cisco 105 Software, C2600 Software (C2600-ADVSECURITYKS-
2: sysObjectID.0 enterprises.9.1.185
45 MIE Tree 1 2: sysupTime.o 0:07:00.34
4 @ 150 4: sysContact.0 Mostafz Dahshan
4 15 org 5: syshame.0 R1
4 ) dod 6: sysLocation.0 Lab4
- 7: sysServices.0 78
Fl ternet =
& in e: =||s: sysoRrLastchange.0 0:00:00.00
& directory T SNMP query finished-—
4 @ mgmt Total # of Requests = 9
4 & mib-2 Total # of Objects = 9
I @ systen
| g
[» @ interfal = Etpand
b @ at E® | Collapse
b )
Sie Walk
3 @ icmp
I @ tcp Step
[ @ udp . h
Get
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Lab sheet 3.2: provide a screenshot of the SnmpB Tree windows showing the result of Walk.

11. Go to Wireshark and check the captured SNMP packets.

| *Standard input [R1 Ethernet0/0 to Loop1 nio_gen_eth:Loop1] = | a
File Edit View Go Capture Analyze Statistics Telephony Wireless Toels Help
R RE Rex2=FLZ[Faaan

|ﬂ |sr|n1|:l ﬂ '] Expression... +

No. Time * Source Destination Protocol  Length Info

— 23 151.434876 172.16.8.2 172.16.8.1 SNMP 81 get-next-request 1.3.6.1.2.1.1
24 151.517861 172.16.8.1 172.16.8.2 SNMP 348 get-response 1.3.6.1.2.1.1.1.8
25 151.521611 172.16.9.2 172.16.08.1 SHMP 83 get-next-request 1.3.6.1.2.1.1.1.8
26 151.528758 172.16.8.1 172.16.8.2 SNMP 92 get-response 1.3.6.1.2.1.1.2.8
27 151.532346 172.16.9.2 172.16.8.1 SNMP 83 get-next-request 1.3.6.1.2.1.1.2.8
28 151.539613 172.16.8.1 172.16.8.2 SNMP 85 get-response 1.3.6.1.2.1.1.3.8
29 151.543172 172.16.8.2 172.16.8.1 SNMP 83 get-next-request 1.3.6.1.2.1.1.3.8
3@ 151.558426 172.16.8.1 172.16.8.2 SHMP 98 get-response 1.3.6.1.2.1.1.4.8
31 151.554822 172.16.8.2 172.16.8.1 SNMP 83 get-next-request 1.3.6.1.2.1.1.4.8
32 151.561173 172.16.8.1 172.16.8.2 SNMP 85 get-response 1.3.6.1.2.1.1.5.8
33 151.584726 172.16.0.2 172.16.8.1 SHMP 83 get-next-request 1.3.6.1.2.1.1.5.8
34 151.571841 172.16.8.1 172.16.8.2 SNMP 87 get-response 1.3.6.1.2.1.1.6.8
35 151.575483 172.16.8.2 172.16.8.1 SNMP 83 get-next-request 1.3.6.1.2.1.1.6.8
36 151.582586 172.16.8.1 172.16.8.2 SNMP 84 get-response 1.3.6.1.2.1.1.7.8
37 151.586129 172.16.9.2 172.16.08.1 SHMP 83 get-next-request 1.3.6.1.2.1.1.7.8
38 151.593381 172.16.0.1 172.16.8.2 SHMP 84 get-response 1.3.6.1.2.1.1.8.8
39 151.596923 172.16.9.2 172.16.8.1 SNMP 83 get-next-request 1.3.6.1.2.1.1.8.8

= 4@ 151.615142 172.16.8.1 172.16.8.2 SNMP 84 get-response 1.3.6.1.2.1.2.1.8
42 168.944261 172.16.8.1 172.16.8.2 SNMP 269 snmpV2-trap 1.3.6.1.2.1.1.3.6 1.3.6.1.6.3.1.1.4.1.8 1.3.6.1.4.1...
47 161.211228 172.16.8.1 172.16.8.2 SHMP 192 snmpV2-trap 1.3.6.1.2.1.1.3.8 1.3.6.1.6.3.1.1.4.1.6 1.3.6.1.2.1...

Lab sheet 3.3: provide

To experiment with traps,

Wireshark.

a screenshot of the Wireshark window showing captured SNMP packets.

change the status of the network interface e1/0 and watch for the trap in SnmpB and

12. Go to R1 console in GNS3 and run the following commands:

int el/0

no shutdown

13. Go to SnmpB Traps window and look for the LinkUp trap received from R1.

(2]
File

Tools

Opticns

Help

SnmpB

| Tree I Maodules I Editor I Discovery | Traps | Graphs I Log |

NET311

Trap log
Mo Date Time Timestamp Notification Type Message Type Version Agent Address  Agent port
0001 2016-11-07 06:53:13 0:00:44.13 enterprises.9.9.4... Trap(v2) SMNMPv2e 172.16.0.1 59864
0002 2016-11-07 06:53:17 0:00:45.10 linkUp Trapiv2) SMNMPw2c 172.16.0.1 59864
0003 2016-11-07 06:56:19 0:04:55.50 enterprises.9.9.4... Trap(v2) SMNMPw2c 172.16.0.1 59864
0004 2016-11-07 06:56:23 0:04:56.47 linkUp Trap(v2) SNMPw2c 172.16.0.1 59864
< 1] >
Trap content Trap info
4 Bindings (4) Name: linkUp
Z0 ifIndex.2: 2 Oid: 1.3.6.1.6.3.1.1.5.4
#1 ifDescr.2: Ethernet1/0 Units:
#2ifType.: 6 Module:  [F-MIB
#3 enterprises.9.2.2.1.1.20.2: up_ Reference: = —
. . - Description:|4 linkUp t=p signifies that the SNMP antity, 2cting in an
Community: public pt izgent role, has detecred that the TOparStates object for
lone of its communication links left the down state and
transitioned into some other state (but not into the
notPresent state). This other state s indicated by the
incheded value of FOperStatus,
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Lab sheet 3.4: provide a screenshot of the SnmpB Traps screen showing the Bindings in the LinkUp

trap.

14. Go to R1 console in GNS3 and run the following commands:

int el/0

shutdown

15. Go to SnmpB Traps window and look for the LinkDown trap received from R1.

] SnmpB = [
File Options  Help
| Tree | Maodules | Editor | Discovery | Traps | Graphs | Log |
Trap log
Mo Date Time Timestamp Motification Type Message Type Version Agent Address  Agent port
0001 2016-11-07 06:53:13 004413 enterprises.9.9.4.. Trap(v2) SNMPwv2c 172.16.0.1 59864
0002 2016-11-07 065317 0:00:45.10 linkUp Trap(v2) SNMPvZc 172.16.0.1 50864
0003 2016-11-07 (06:56:19 0:04:55.50 enterprises.8.9.4.. Trap(v2) SNMPvZc 172.16.0.1 59864
0004 2016-11-07 (e 56:23 000 56.47 linkUp Trap(v2) SNMPv2c 172.16.0.1 59864
0003 2016-11-07 0&:58: 31 0:06:29.76 linkDown Trap(v2) SNMPv2c 172.16.0.1 59864
< m >
Trap content Trap info
4 Bindings (4) Name: linkDown
20 iflndex.2: 2 Did: 1361631153
#1 ifDescr.2: Ethernet1/0 Units:
#2ifType.2: 6 [Module:  [IF-MIB
#3 enterprises.9.2.2.1.1.20.2: administratively down Reference: = e
. . D iption:|4 linkDown trap signifies that the SNMP entity, acting in
Community: public escription =n zgent role, has detacted that the FOperStatus abject for
lone of s communication links is zbout to enter the down
state from some other state (but not from the notPresant
state], This other state & indicated by the incleded value
iof fOperStatus,

Lab sheet 3.5: provide a screenshot of the SnmpB Traps screen showing the Bindings in the
LinkDown trap.

16. Go to Wireshark window and double click on the last captured SNMP trap.
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I+ Ethernet II, Src: c8:81:01:84:80:80 (c8:01:01:84:680:008), Dst: 02:00:4c:4T:47:50 (82:068:4c:4f:41:58) ~
> Internet Protocol Version 4, Src: 172.16.8.1, Dst: 172.16.8.2
I User Datagram Protocol, Src Port: 59864 (59864), Dst Port: 162 (162)
4 |simple Network Management Protocol
version: v2Zc (1)
community: public
4 data: snmpv2-trap (7)
4 snmpV2-trap
request-id: 5
error-status: nocError (@)
error-index: @
4 variable-bindings: 6 items
4 1.3.6.1.2.1.1.3.8: 38978
Object Name: 1.3.6.1.2.1.1.3.8 (isc.3.6.1.2.1.1.3.8)
Value (Timeticks): 38976
4 1.3.6.1.6.3.1.1.4,1.8: 1.3.6.1.6.3.1.1.5.3 (is0.3.6.1.6.3.1.1.5.3)
Object Name: 1.3.6.1.6.3.1.1.4.1.8 (is0.3.6.1.6.3.1.1.4.1.@)
Value (0ID): 1.3.6.1.6.3.1.1.5.3 (i50.3.6.1.6.3.1.1.5.3)
4 1.3.6.1.2.1.2.2.1.1.2:
Object Name: 1.3.6.1.2.1.2.2.1.1.2 (is0.3.6.1.2.1.2.2.1.1.2)
Value (Integer32): 2
4 1.3.6.1.2.1.2.2.1.2.2: 45746865726e6574312730
Object Name: 1.3.6.1.2.1.2.2.1.2.2 (is0.3.6.1.2.1.2.2.1.2.2)
Value (OctetString): 45746865726e6574312738
4 1.3.6.1.2.1.2.2.1.3.2:
Object Name: 1.3.6.1.2.1.2.2.1.3.2 (ise.3.6.1.2.1.2.2.1.3.2)
Value (Integer32): @&
F1.3.6.1.4.1.9.2.2.1.1.28.2: 61646d696e6973747261746976656C7920646T776e

WNow: 121« Timer 479395535 - Spurre: 172, 16.0.1 - Destination: 172.16.0.2 - Protocol SWNME - _ 0 L6122 112 13612022122 13612122132 1.3614192211.202
Cose || Hep |
|
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