Lab 6: SNMPv3 Security

NET311 - Computer Network Management

Instructor: Dr. Mostafa Dahshan

Objectives
1. Understanding security features in SNMPv3.
2. Configuring views, groups and users on Cisco routers.
3. Configuring SNMPv3 USM profiles on the SNMP manager.
4. Analyzing SNMPv3 traffic using Wireshark.

References

1. CBT Nuggets, MicroNugget: SNIMIPv3.
2. GBT Nuggets, MicroNugget: Understanding and Configuring SNMPv3.

Instructions

1. Read the lab instructions.

2. Provide question answers and screenshots in the supplied answer sheet.

3. After finishing the lab, upload your saved answer sheet to LMS.
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https://www.youtube.com/watch?v=XoMuYWol-7s
https://www.youtube.com/watch?v=YZ5gBrA0B0U

Part 1: Lab Setup

The lab setup required is the same as the lab setup for Lab 05. If you have not performed Lab 05, you must perform
Part 1 in Lab 05 before completing this lab.
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Part 2: SNMPv3 Security configuration on a Cisco router

In this part, we will setup a view called VIEW1 that can access anything below the system OID. Then, we will create a
group called GROUP1 and give it access to view VIEW1. Finally, we will create a user called USER1 and add him to
GROUP1.

1. Run GNS3 as an administrator.

Search

Everywhere -

o GNS3
Pin to Start
Pin to Taskbar
Uninstall
Open in new window
Run as administrator

Open file location

2. Open the GNS3 project NET311-Lab-06.gns3.

& Open project | x |

:(-:. = | L0« GMS3 » projects » MET311-Lab-06 » v & | Search MET311-Lab-0¢6 o |
Organize =  Mew folder ==~ [ @
‘v Favorites Marme Date modified Type Size
B Desktop , project-files 28/11/2016 10:31 File folder
4 Downloads 6‘ MET311-Lab-06.gns3 28/11/2016 10:37 GM53 Project File

= Recent places

1M This PC

3. Run the network by clicking on the green icon.

NET311-Lab-06.gns3* - GNS3
lit View Control Device Annotate Tools Help

=3 Of>-P BCEZEEICRAME

‘ Tgta rt/Fesumne all devices
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1. After the network is started, double click on the R1 router to access its console.

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

RELEASE 50

state to administr

4. Configure the SNMPv3 engine ID.

config t

snmp-server

engineID local 123456789A

5. Configure SNMPv3 views and groups.

snmp-server
snmp-server
snmp-server
snmp-server

snmp-server

engineID local 123456789A

view VIEW_ SYSTEM system included

view VIEW ALL iso included

group GROUP1l v3 priv write VIEW_SYSTEM

group GROUP2 v3 priv read VIEW_ ALL

6. Configure SNMPv3 users.

snmp-server
snmp-server

end

user USER1 GROUP1l v3 auth sha Authl priv des56 Encl

user USER2 GROUP2 v3 auth sha Auth2 priv des56 Enc2

7. Verify the groups you have created by typing the following command:

show snmp group
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Lab sheet 2.1: provide a screenshot of the result of the show snmp group command.

8. Verify the users you have created by typing the following command:

show snmp user

Lab sheet 2.2: provide a screenshot of the result of the show snmp user command.
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Part 3: SNMPv3 USM Configuration on the SNMP manager

1. Run SnmpB, then click on Options -> Manage SNMPv3 USM Profiles.

File Tocls | Options | Help

| Manage Agent Profiles...
Tree M

Remote 5NI1| Manage SNMPv3 U5t Profiles... |
:-‘-‘:-_,‘

Graphs | Log

localhost Preferences...

MIB Tree

Query

[[35] ® swmpvi O swvpvac O sty

b 5 MIB Tree

2. Right click and select New USM profile

| NewUSMoprofile |

' Delete USM profité

Security User Mame | newuser

Security

Authentication Protocol |HnnE

Authentication Password |

Privacy Protocol |HnnE

Privacy Password |

3. Create a profile for user USER1 with the following settings:

Select SHA for Authentication Protocol and DES for Privacy Protocol.

Authentication password is Authl and Privacy password is Encl.
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Security User Mame | USER1

Security

Authentication Protocol  |SHA

Authentication Password | T

Privacy Protocol

Privacy Password

4. Create a profile for user USER2 with the following settings:
Select SHA for Authentication Protocol and DES for Privacy Protocol.

Authentication password is Auth2 and Privacy password is Enc2.

Security User Mame |USERZ2

Security

Authentication Protocol | SHA

Authentication Passward | TIIL

Privacy Protocol |I]E

—
Frivacy Password | sens| L

Lab sheet 3.1: provide a screenshot showing USM Profiles.

5. Create a new agent profile.

b [localhost
b R

New agent profile General Properties

Delete agent profile

Profile

Mame |localhost

Target SNMP Agent
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6. Create a profile with the following settings:

Name: RIUSER1 = Agent Profiles \L-
Agent Address/Name: b lacalhast
b R .
172.16.0.1 b RIUSER! General Properties
Supported SNMP Profile

Version: SNMPv3

Name |R1USER 1 |

Target SMMP Agent

Agent Address/Mame | 172.16.0.1 |

Agent Port | 161 |

Timeout and Retries

Retries [1

< r

< r

Timeout (sec) | 3

Supported SNMP Version

Clisnmpy1! [] shmpy2 SHMPV3
| 0K | | Cancel |
Security Name: USER1 Bl Agent Profiles _
Security Level: authPriv b localhost i
Y b Cisco SNMPv3 Properties
4 R1USER1
Note: Leave Context Get-Bulk
Name and Context SnmpV3
A SMMPw3 user (USM)

Engine ID empty.
Security Name |UsEr1 .|
Security Level |aut‘ﬂPriv -
SHMPy3 context
Context Name | T |
Context Engine ID | |

OK | | Cancel
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7. Create a profile with the following settings:

Name: RIUSER2

Agent Address/Name:
172.16.0.1

Supported SNMP
Version: SNMPv3

Security Name: USER2

Security Level: authPriv

NET311

Agent Profiles

[: localhost
[ R1

- RTUSER1
- R1USER2

Profile

General Properties

Name |RIUSER2

Target SMMP Agent

Agent Port

Timeout and Retries
Retries

Timeout (sec)

] sMMPy1

Agent Profiles

[ localhost

I Cisco

R1USER1
Snmpvlivie

RTUSERZ
Get-Bulk
SnmpV3

b

b

SNMPy 3 user (LUSM)
Security Mame

Security Level

SNMPv 3 context

Agent Address Mame | 172.16.0.1 |

-
>

()
<>

Supported SNMP Version

[T smmpyv2 SNMPY3

SNMPv3 Properties

|user2 .

|authPriv v

Context Mame |

Context Engine ID |
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8. Perform a Walk on mib-2.system using RIUSER1 agent profile.

=2 SnmpB Query Results
File Tools Options Help ——SHNMP query started-—-
Tree | moddes | Etr | Discowery | Teaps | Graps | 1w | 1: sysDescr.0 Cisco 105 Software, C2600 !
Remote SHMP Agent Quens 2: sysObjectID.0 enterprises.9.1.185
RIUSER1 AT O swpvi O svpeze ® sevs | 3: sysllpTime.D 0:24:18.94
,LIBTFEE l 4: gysContact.0
4 ) MIB Tree A 5: syshame.0 R1
4 1) iso 6: sysLocation.O
4 ) org 7: sysServices.0 78
4 & dod 8: sysORLastChange.0 0:00:00.00
49 '”te'd'?d = ——-SNMP query finished—
4 g H:;E:::ry Total # Dr: Requests = 1
4 & mib-2 Total # of Objects = 9
stermn
[[: g ?:terfaces E Expand
b tep £%  Collapse
@ transmission
I @ snmp ek [}
b B ifmie Stop
b (5 entityMIB v
< Get >
Mode Info Get Next

Note that the sysContact and sysLocation OIDs have empty values.

Lab sheet 3.2: provide a screenshot showing the output of system walk using RIUSER1 agent

profile.

9. Set the value of sysContact OID using RIUSER1 agent profile to Your Name.

B Set
01D
[136.12.1.14 |
Fl @ MIB Tree ~
4 @ iso
4 1 org
4 ) dod =
F] @ internet
@ directory
4 @ mgmt
4 15 mib-2
4 @ system
& sysDescr
& sysObjectlD
& sysUpTime
&) sysContact
& sysMame v
< >
Syntax:
|octet String .
Value:
|Mostafa Dahshan T |
Range: 0 .. 255
OK | | Cancel |

|R1UsER1 | |57 O snmpvr O sumpyzc
MIE Tree
4 5] MIB Tree
F @ iso
F @ org
4 5 dod
4 @ internet
@ directory
4 @ mgmt
4 ) mib-2
4 @ system
& sysDescr
& sysObjectlD
& sysUpTime
bj_ sysContact 82 typand
& sysMame _
&4 sysLocation £®  Collapse
: Walk =
Mode Info
Stop —
Name: sysContact
Oid: 13.6.1.2.1.1.4 Get B
Composed Type:DisplayStrin
Basep':':ype: e O%S‘I‘RIQNG Get Next B
‘Status: current Get Bulk :
\Access: read-write St |_
Kind: Scalar I
SMI Tvoe: DBIECTTYPE o b I
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10. Set the value of sysLocation OID using RIUSER1 agent profile to Lab4.

[ sysLocaltlon %2 Epand L
&) sysServices .
&) sysORLastChange |5 2 lops
£
Walk -
ade Info
Stop E
Name: sysLocation L
Did: 13612116 Get L
Composed Type:DisplayString
Base Type: OCTET STRING el i
Status: current Get Bulk i
Access: read-write | Set... h |_

11. Perform a Walk on mib-2.system using RLUSER1 agent profile.

<

&) sysLocation

Syntax:

[octet string

Value:

[Lab4

Range: 0., 255

[zz] SnmpB
File Tools Options Help
Tree | Modules I Editor I Discovery | Traps | Graphs | Log |
Remote SMMP Agent
|R1U5ER1 - SHMPv1 SMMPv2c (8 SNMPw3
MIE Tree
El @ MIE Tree A
P @ iso
4 @ org
4 @ dod
F] @ internet =
@ directory
A @ mgmt
4 ) mib-2
4 system -
b [ interfaces %€ Expand
b tep E®  Collapse
@ transmissicn
[ @ snmp | Walk [> |
b 65 ifvie Stop
b 5 entityMIB v
< Get >
Node Info Get Next

Quer

oK | | Cancel |

Query Results

—-SMMP guery started-—-

1 sysObjectID.0 enterprises.9.1.185
: sysUpTime.0 0:36:10.71

1 sysContact.0 Mostafa Dahshan

: syshame.0 R1

: sysLocation.0 Labg

: sysServices. 0 78

: sysORLastChange.0 0:00:00.00
——SHMP query finished-—

Total # of Requests = 1

Total # of Objects = 9

[ s VI I TS I Y

: sysDescr.0 Cisco I0S Software, C2600 Software |

Lab sheet 3.3: provide a screenshot of the system walk after setting sysContact and sysLocation.
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12. Attempt to set the value of sysContact OID. This time using RLUSER2 agent profile to New Contact.

Tree | Modules | Editor | Discovery | Traps | Graphs | Log |
Remote SNMP Agent = -
|R1USER2 = £2
MIE Tree o1D:
4§ org [13.6.1.2.1.1.4 |
4 5 dod
4 @ internet 4 @ MIB Tree ~
@ directory 4 @ is0
4 @ mgmt 4 @ org
4 5 mib-2 4 5 dod =
F] @ systermn 4 '@ internet
&) sysDescr @ directory
& sysObjectlD 4 @ rgmt
& sysUpTime 4 @ mib-2
% sysContact 4 @ system
&) sysMame & sysDescr
&) sysLocation &) sysObjectlD
&) sysServices & sysUpTime
&) sysORLastChan &) sysContact
< & sysMame ~
Mode Info < >
Name: sysContact Syntax:
Oid: 1.3.6.1.2.1.1.4 -
Composed Type:DisplayString |Dd£t String °
Base Type: IOCTET STRING Value:
Status: current. |New Contact] |
Access: read-write
Kind: Scalar
SMI Type: OBIECTTYPE Raye
oize L. 253 | oK | | Cancel |
Module: SNMPy 2-MIB
Naoac sndaane Mha tavhizl idanbfiratinn AF Hha canbae

Note that the result indicates that it is not possible, because USER2 only has read access.

Query Results

——SNMP set started-— -
ERROR on varbind #1: sysContact.0

SMMP: Cannot access variable, Mo Access

——-5SHMP set finished-—-
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Part 4: Analyzing SNMPv3 traffic using Wireshark

1. Run Wireshark as an Administrator and start capturing traffic on interface Loop1 using filter snmp.

File Edit View Go Capture Analyze Statistics Telephony Wireless Toels Help
Amge I BREQRes=F eS| [EFaaan
[i|mmp B4 | ~|Expression.. +

Mo. Time Source Destination Protocol  Length Info

2. Using SnmpB, perform GetBulk on mib-2.system using RLUSER2 agent profile.

A-@ SFStEm ‘E EHpand Q
ﬂ sysDescr =;
& sysObjectip | = | Collapse
& sysUpTime e
&) sysContact
& sysMame Stop .
: ijslg_.oca.tion =,
SYEIEMVICES
& sysORLastChar Get Next
b &5 sysORTable GetBulk [ |

3. Check the Wireshark windows. Note that the PDU is encrypted and the privacy key is unknown to Wireshark.
a4 cEthemet =9 5x@

File Edit View Go Capture Analyze Statistics Telephony Wireless  Tools  Help

dEZo L BRBRes=ToEEaaam

G|m'rp B4 ~|Expression.. +
No. Time Source Destination Protocol  Length Info

r 98 78.485260 18.2.8.12 18.2.8.1 SHMP 155 encryptedPDU: privKey Unknown

E 09 78.496@65 1e.2.0.1 18.2.6.12 SHMP 583 encryptedPDU: privKey Unknown

Lab sheet 4.1: provide a screenshot of Wireshark window showing privKey Unknown messages.

4. From Wireshark menu, click on Edit-> Preferences. Scroll down to Protocols->SNMP and click on Edit besides
Users Table.

Configuration Profiles... Ctrl+Shift+A
File | Edit | View Go Capture Analyze Statistics Tel A ot
| Preferences... h Ctrl+5Shift+P ——
il Copy b 5
:| o R Find Packet... Ctrl+F B
- Find Mext Ctrl+N I
Find Previous Ctrl+B L2

0
a

NET311 Dr. Mostafa Dahshan Page 13 of 14



SBC
SCCP
SCoP
SCSl i Reassemble SMMP-over - TCP messages
SCTP spanning multiple TCP segments

SDH [+] Display dissected variables inside SNMP tree
SDP

SEL Protocol

Simple Network Management Protocol
[+] Show SMMP OID in info column

Users Table

SES Enterprise Spedfic Trap able of engine-user
sFlow associations used for
SGSAP MIE settings can be chan zuthentication and  [n preferences

SIGCOMP decryption
SIMULCRYPT
SIp

SEIMMY
SME

SMB2
SMEDirect
SML

SMPP

SMTP

SMA

SHNMP ||

SoulSeek
HE

5. Add the information of USER1 and USER2.

Engine |l Username Authentication model Password Privacy protocol  Privacy password

USER1 SHAT Auth1 DES Encl
- USERZ SHAT Auth2 DES Enc2

6. Check the Wireshark window again. Note that Wireshark can now decrypt SNMP messages.

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Admde L RRE e>=F IEEHaaanr

[i|sn|p n ~ | Expression... 4+
Mo. Time Source Destination Protocol  Length Info

| C 98 78.485268 18.2.8.12 16.2.6.1 SNMP 155 getBulkRequest 1.3.6.1.2.1.1.8

L 99 78.496865 16.2.08.1 16.2.08.12 SNMP 583 get-response 1.3.6.1.2.1.1.1.6 1.3.6.1.2.1.1.2.6 1.3.6.1.2.1.1.3..

Lab sheet 4.2: provide a screenshot of Wireshark window showing the decrypted messages.
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