Lab 7: SNMP PDU Formats

NET311 - Computer Network Management

Instructor: Dr. Mostafa Dahshan

Objectives
1. Deeper understanding of SNMPv2 and SNMPv3 protocols.
2. Analyzing the formats of different SNMPv2 and SNMPv3 PDUs.

References
1. Using CORE Network Emulator GUI.
CORE Network Emulator: Video Tutorials.
CORE Network Emulator: Install Network Services.
Manpage of snmpd.conf Examples.
VACM: Net-snmp tutorials.
VACM (Access Control) configuration.
Manpage of snmpset.
Manpage of snmpbulkget.
netcat - Linuxintro.

WO NOU A WN

Instructions
1. Read the lab instructions.
2. Provide question answers and screenshots in the supplied answer sheet.
3. After finishing the lab, upload your saved answer sheet to LMS.
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http://www.linuxintro.org/wiki/Netcat
http://www.nrl.navy.mil/itd/ncs/products/core/demo5
http://www.brianlinkletter.com/core-network-emulator-install-network-services/
http://net-snmp.sourceforge.net/docs/man/snmpd.examples.html
http://www.net-snmp.org/wiki/index.php/Vacm
http://www.net-snmp.org/tutorial/tutorial-5/demon/vacm/
http://www.net-snmp.org/docs/man/snmpset.html
http://www.net-snmp.org/docs/man/snmpbulkget.html
http://www.linuxintro.org/wiki/Netcat

Part 1: Start the Network Environment

1. Start the netlab Linux virtual machine.

Oracle VM VirtualBox Manager — O *
g

File Machine Help

Qﬁ} ®E$, €3 Detais (@) Snapshots (1)

Mew Settings Dizcard Start

Y= netlab (NET311) " r—@ General \"(—@ Preview e

’4 (T Powered Off ! I |
Mame: netlab

[ s [ A, | Operating System:  Ubuntu (64-bit) i [ | ] ]

2. Login to the netlab Linux virtual machine using login: net311 password: abc.311

NET311
|

3. Run the Terminal emulator

)

4. To allow access to wireshark, run the following command

sudo dpkg-reconfigure wireshark-common

5. Click Yes.

NET311 Dr. Mostafa Dahshan Page 2 of 14



6. Run the following command

sudo usermod -a -G wireshark $SUSER

-

File

7. Log out.

Edit WView Terminal

Terminal - net311@netlab: ~ - +

Tabs Help

Q|

e ‘Web Browser
|21 mail Reader

[ & | File Manager
LibreOffice Writer
LibreOffice Calc

o Pidgin Internet Messenger

Software

H Terminal Emulator

@ Help

1. Favorites
{0 Recently Used
B Al
[ Accessories
3l Education
ﬁ Games
5% Graphics
. Internet
B Multimedia
T office
Settings
4°5 System

Log out NET311

& | O

Log Qut Restart

O

Shut Down

NET311

Dr. Mostafa Dahshan Page 3 of 14



8. Log in again with the password: abc.311

NET311 =
[ |

9. Locate the file NET311-Lab-07.imn included in the lab files. Copy the file to the desktop of the virtual machine.

If you can't use drag-and-drop, you may copy the file contents into a text file using Mousepad. Save the new file
under the Desktop folder with the name NET311-Lab-07.imn.
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10. Run the CORE Network Emulator

~& Ty ) 06Dec 11:41

e al

“~ CORE Network Emulator i

2% Theme Configuration

Q{'y Network Connections

CORE (35694 on netlab) & 13 )
— CORE (35694 on netlab) - 4+ X
File Edit Canvas View Tools Widgets Session Help

11. From the File menu, open the file NET311-Lab-07.imn from your Desktop folder.

b CORE (35694 on netlab)
File | Edit Canvas View Tools Widgets Session Help

New Ctri+N

Openn, Ctrl+0
Reload

-

v Open + %

- Directory:  /home/net311 = ‘ @‘ )

: Eﬁﬁa [ Templates
|| [E5) Docinents [ Videos

[ Downloads

|| [E5) Music

| |[E5) Pictures

|| [E5) Public

i Open + X

Directory:  /home/net311/Desktop _n‘ @‘

BNET3111-Lab-07.imn

[4] [¥]

File name: |[NET3111-Lab-07.imn Ope

Files of type: CORE scenario files (*.xml*imn) ‘ Cancel |
[~ Show Hidden Files and Directories
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12. Click on the green button to start the session

File Edit Canvas View Tools Widgets Session Help

w CORE (32869 on netlab) NET3111-Lab-07.imn

................................................................................................

......

start the session

............................................................................

...........................................................................................................................

........................................................................................

...........

Lab sheet 1.1: provide a screenshot showing the running network session.
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Part 2: Analyze SNMPv2 Get-Request and Set-Request PDUs

1. Double-click on server s1 to access its terminal.

Widgets Session Help

Terminal - root@s1: /tmp/pycore.35930/s1.conf = -
Edit View Terminal Tabs Help

:/tmp/pycore.35930/s1. conf#

2. Review the contents of the file /etc/snmp/snmpd.conf on s1.

| cat /etc/snmp/snmpd.conf

F

b Terminal - root@s1: /tmp/pycore.34464/51.conf = -

File Edit View Terminal Tabs Help
' ¥ 3 sl.conf# cat /etc/snmp/snmpd.conf

fy (unused)

Lab sheet 2.1: provide a screenshot showing the contents of the /etc/snmp/snmpd.conf file on s1.

3. Review the contents of the file /var/lib/snmp/snmpd.conf on s1.

| cat /var/lib/snmp/snmpd.conf

NET311 Dr. Mostafa Dahshan Page 7 of 14



4. Right click on the host pcl to run Wireshark on the link ethO.

, Configure
' Select adjacent

- Shell window
- Services

- Tcpdump
- TShark

- Wireshark I eth0 (10.0.2.20/34)
Co s View log... T 1

5. Enter snmp in the Filter input in Wireshark.

g Capturing from veth6.0.d6 [Wireshark 1.12.7 (Git Rev Unknown from unknown)] - +

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

©© 4dm xX¢ Qe29332y @5 oaa ¥MEL @
Fiher:[snmp v | Expression... Clear Apply Save
No. Time Source Destination Protocol |Length Info

6. Double click on the host pcl to open its terminal.

AT g g g B T

----- ----- b Terminal - root@pc1: /tmp/pycore.35930/pcl.conf - +

File Edit View Terminal Tabs Help

7. Send a get-request to host s1 with a single OID (sysUpTime)

snmpget -v2c -c private 10.0.0.12 1.3.6.1.2.1.1.3.0

b Terminal - root@pc1: /tmp/pycore.35930/pcl.conf - +
File Edit View Terminal Tabs Help

sUpTimelIn

8. In Wireshark window, double click on the get-request line to inspect its contents

No. Time Source Destination Protocol |Length Info

4 4.3117936060 10.0.0.12 19.8.2.28 SNMP 89 get-response 1.3.6.1.2.1.1.3.0
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- Simple Network Management Protocol

version:

v2c (1)

community: private

v data: get-request (@)

+ get-request
request-id: 956436173
error-status: noError (8)
error-index: @

v variable-bindings: 1 item

»1.3.6.1.2.1.1.3.0: Value (Null)

Object Name: 1.3.6.1.2.1.1.3.0 (is0.3.6.1.2.1.1.3.0)
Value (Null)

Lab sheet 2.2: write the values of the PDU fields of the SNMP get-request as indicated in the table.

Application | Version Community | PDU Request Error Error VarBind 1 | VarBind 1
Header Type ID Status Index name value
SNMP

9. In Wireshark window, double click on the get-response line to inspect its contents

No. Time

Source

Destination

Protocol Length | Info

3 4.310976000 10.0.2.20

» Simple Network Management Protocol
version: v2c (1)
community: private

~ data: get-response (2)
~ get-response
request-id: 956436173
error-status: noError (8)
error-index: ©
wvariable-bindings: 1 item
«1.3.6.1.2.1.1.3.8:
Object Name: 1.3.6.1.2.1.1.3.0 (is0.3.6.1.2.1.1.3.0)
Value (Timeticks):

145535

145535

10.0.0.12

N

SNMP

e |

86 get-req

uest 1.3.6.1.2.1.1.3.8

Lab sheet 2.3: write the values of the PDU fields of the SNMP get-response as indicated in the table.

Application | Version Community | PDU Request Error Error VarBind 1 | VarBind 1
Header Type ID Status Index name value
SNMP

Lab sheet 2.4: provide a screenshot showing the PDU fields of the SNMP get-response.

10. Send a get-request to host s1 with a two OIDs (sysUpTime, sysLocation)

snmpget -v2c -c private 10.0.0.12 sysUpTime.0 sysLocation.O

icl.conT# snmpget -vac

NET311
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11. In Wireshark window, double click on the get-response line to inspect its contents

Lab sheet 2.5: write the values of the PDU fields of the SNMP get-response as indicated in the table.

Application | Version | Community | PDU | Request | Error Error | VarBind | VarBind | VarBind | VarBind
Header Type | ID Status | Index | 1 name | 1value | 2 name | 2value

SNMP

12. Send a set-request to host s2 with one OID (sysContact.0=Your Name).

snmpset -v2c -c private 10.0.0.10 sysContact.0 s "Mostafa Dahshan"

Note that this requests results in an error, because community private only has read access to the subtree .1.

b Terminal - root@pc1: /tmp/pycore.34464/pcl.conf = =
File Edit View Terminal Tabs Help

conf# snm tafa Dahshan'

+ Simple Network Management Protocol
version: v2c (1)
community: private
= data: get-response (2)

* get-response
request-id: 1785462944
error-status: noAccessy (6)
error-index: 1 h

w variable-bindings: 1 item
#»1.3.6.1.2.1.1.4.0: 4d6T7374616661204461687368616e

Lab sheet 2.6: write the values of the PDU fields of the SNMP get-response as indicated in the table.

Application | Version Community | PDU Request Error Error VarBind 1 | VarBind 1
Header Type ID Status Index name value
SNMP
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Part 3: Analyze SNMPv2 GetBulk-Request and SNMPv3 Set-Request PDUs

1. On Wireshark, go to Edit > Preferences > Protocols > SNMP. Click on Users Table.

Configure the user user3 with authentication password authpass and privacy password: encrpass for SNMP
protocol.

= SNMP Users - Profile: Default +

Engine ID Usernmame Authentication model Password | Privacy protocol  Privacy password .
user3 S5HA1 authpass DES encrpass -
Up

s Down

2. Send a send-request to host s2 with one OID (sysContact.0=Your Name), this time using SNMPv3 user user3.

snmpset -v3 -u user3 -a SHA -A authpass -x DES -X encrpass -1 authPriv
10.0.0.10 sysContact.0 s "Mostafa Dahshan"

ass -1 authPriv 1

afa Dahshan

msgAuthoritativeEngineTime: 1044

+msgAuthenticationParameters: 48aecbl15825a731fc5be39e4
b [Authentication: OK] b
msgPrivacyParameters: 800000016c636952
wmsgData: encryptedPDU (1)
w encryptedPDU: 6f8a55957ea5786e5dT639e95¢52a0d178d5d97fff630e960. ..
« Decrypted ScopedPDU: 3042041180001f88889aT6b32a4fd80457000000000400a2. ..
» contextEngineID: 80001f88809aT6b32a4fd8R45700000000
contextName:
~data: get-response (2)
- get-response
request-id: 1786281679
error-status: noError (0)
error-index: ©
wvariable-bindings: 1 item
«1.3.6.1.2.1.1.4.0: 4d6f7374616661204461687368616e
Object Mame: 1.3.6.1.2.1.1.4.0 (is0.3.6.1.2.1.1.4.0)
Value (OctetString): 4d6f7374616661204461687368616e

Lab sheet 3.1: provide a screenshot showing the output of the response to the set-request in
Wireshark.

3. Double-click on router r1, then review the ipAddrTable using the following command:

snmptable -c private -v2c localhost ipAddrTable

~ Terminal - root@r1: /tmp/pycore.34464/r1.conf - + X
File Edit View Terminal Tabs Help

2 -c privat

ipAdEnt
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4. From pcl, send getbulk-request to r1 with 2 non-repetitive objects (sysDescr, sysLocation) and max-repetitions of
3 of the columnar object ipAdEntAddr.

snmpbulkget -v2c -c private -Cn2 -Cr3 10.0.2.1 sysDescr sysLocation ipAdEntAddr

A Terminal - root@pc1: ftmp/pycore.34464/pcl.conf — -

i File Edit View Terminal Tabs Help

= Simple Network Management Protocol
version: v2c (1)
community: private
~ data: getBulkRequest (5)
+ getBulkRequest
request-id: 1292230947
non-repeaters: 2
max-repetitions: 3
wvariable-bindings: 3 items
+1.3.6.1.2.1.1.1: Value (Null)
Object MName: 1.3.6.1.2.1.1.1 (iso0.3.6.1.2.1.1.1)
Value (Null)
+1.3.6.1.2.1.1.6: Value (Null)
Object Name: 1.3.6.1.2.1.1.6 (is0.3.6.1.2.1.1.6)
Value (Null)
+1.3.6.1.2.1.4.20.1.1: Value (Null)
Object Name: 1.3.6.1.2.1.4.29.1.1 (is0.3.6.1.2.1.4.28.1.1)
Value (Null)

Lab sheet 3.2: write the values of the PDU fields of the SNMP get-response as indicated in the table.

Version Community | PDU | Request | Non- Max- VarBind | VarBind | ... | VarBind | VarBind
Type | ID repeaters | repetitions | 1 name | 1 value 3 name | 3value

5. Send getbulk-request to r1 with 0 non-repetitive objects and max-repetitions of 4 of the two columns
ipAdEntAddr and ipAdEntifindex.

snmpbulkget -v2c -c private -Cn0O -Cr4 10.0.2.1 ipAdEntAddr ipAdEntIfIndex

M Terminal - root@pc1: /tmp/pycore.34464/pc1.conf = =

File Edit View Terminal Tabs Help
root@ ] 5

INTEGER: 1
f#
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45.491258000 10.0.2.1 10.9.2.20

247 get-response 1.3.6.1.2.1.4.20.1.1.10.0.0.1

v get-response
request-id: 671347843
error-status: noError (8)
error-index: @

variable-bindings: 8 items [
«1.3.6.1.2.1.4.20.1.1.10.0.8.1: 18.0.9.1 (10.0.0.1)

Object Name: 1.3.6.1.2.1.4.20.1.1.10.0.0.1 (iso0.3.6.1.2.1.4.20.

Value (IpAddress): 10.0.8.1 (10.0.8.1)
»1.3.6.1.2.1.4.20.1.2.10.0.0.1:

Object MName: 1.3.6.1.2.1.4

Value (Integer32): 69
«1.3.6.1.2.1.4.20.1.1.10.9.1.1: 10.0.1.1 (10.0.1.1)

Object Name: 1.3.6.1.2.1.4.20.1.1.10.0.1.1 (is0.3.6.1.2.1.4.20.

Value (IpAddress): 10.8.1.1 (10.8.1.1)
«1.3.6.1.2.1.4.20.1.2.10.08.1.1:

Object Name: 1.3.6.1.2.1.4.20.1.2.10.0.1.1 (is0.3.6.1.2.1.4.20.

Value (Integer32): 71

«1.3.6.1.2.1.4.20.1.1.10.9.2.1: 10.0.2.1 (190.0.2.1)
Object Name: 1.3.6.1.2.1.4.20.1.1.10.0.2.1 (is50.3.6.1.2.1.4.20.
Value (IpAddress): 10.8.2.1 (10.8.2.1)

«1.3.6.1.2.1.4.20.1.2.19.8.2.1:

.B.2.
Object Name: 1.3.6.1.2.1.4.20.1.2.10.8.2.1 (is0.3.6.1.2.1.4.20.

1
Value (Tntener3?): 76

.20.1.2.10.0.0.1 (is0.3.6.1.2.1.4.20.

.10.9.8.1)

.10.9.0.1)

.10.9.1.1)

.10.9.1.1)

.10.8.2.1)

.10.98.2.1)

Lab sheet 3.3: provide a screenshot showing the output of the response to the getbulk-request in

Wireshark.
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Part 4: Analyze SNMPv2 Trap PDU

1. Double-click on host pcl to open a terminal, then write the following command to listen for snmp traps.

|netcat -u -1 162 | hexdump -C

v Terminal - +
File Edit Wiew Terminal Tabs Help

1. Double-click on host s1 to open the terminal. Then write the following command to trigger a trap.

service snmpd restart

10.0.0,02774 50

v Terminal - root@s1: ftmp/pycore 24464/51.conf - + X
File Edit WView Terminal Tabs Help

s1.conf# service snmpd restart

root@sl: /tmp/pycore.34464/51. conf#

The output on pcl should look like the following.

b Terminal - root@pc1: /tmp/pycore.34464/pcl.conf =

j File Edit View Terminal Tabs Help
F# n

The captured packet on Wireshark should look like the following:

b Frame 12: 138 bytes on wire (1164 bits), 138 bytes captured (1184 bits) on interface ©
» Ethernet II, Src: 00:00:00 aa:00:05 (00:00:00:82:00:05), Dst: 00:00:00 aa:00:04 (00:00:00:33:00:04)
b Internet Protocol Version 4, Src: 10.0.8.12 (10.0.8.12), Dst: 10.8.2.20 (10.8.2.20)
» User Datagram Protocol, Src Port: 51223 (51223), Dst Port: 162 (162)
« Simple Network Management Protocol
version: v2c (1)
community: private
= data: snmpV2-trap (7)
w snmpV2-trap
request-id: 291526970
error-status: noError (@)
error-index: ©
v variable-bindings: 3 items
«l1.3.6.1.2.1.1.3.8: 2
Object Name: 1.3.6.1.2.1.1.3.0 (iso0.3.6.1.2.1.1.3.0)
Value (Timeticks): 2

Lab sheet 4.1: write the values of the PDU fields of the last SNMPv2 trap received by pcl.

Version PDU Type Request ID Error Status Error Index VarBind 1 VarBind 1
name value
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