Lab 3: SNMP in Windows

NET311 — Computer Network Management

Instructor: Dr. Mostafa Dahshan

Objectives
1. Install and configure SNMP service in Windows Server.
2. Use a MIB browser software to interact with Windows SNMP agent.

References

1. How to Install SNMP and Configure the Community String, Managed.com.

2. SnmpB download, SourceForge.net.

Instructions
1. Read the lab instructions.
2. Provide question answers and screenshots in the supplied answer sheet.
3. After finishing the lab, upload your saved answer sheet to LMS.
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https://support.managed.com/kb/a764/how-to-install-snmp-and-configure-the-community-string.aspx
https://sourceforge.net/projects/snmpb

Part 1: Install and Configure SNMP Service in Windows Server

1. Log in to Windows Server.

2. Click on Windows Key > Administrative Tools > Server Manager.

3. Click Manage > Add Roles and Features.

4. Click Next > Next > Next > Next. Follow steps to install SNMP Service.

Select features

Before You Begin
Installation Type

Server Selection

Server Rolss

Select one or more features to install on the selected server.

Features

[] Peer Mame Resolution Protecal
[ Quality Windows Audio Video Experience
[] RAS Connection Manager Administration Kit (CMZ
[] Remaote Assistance
[[] Remaote Differential Compression
[ Remaote Server Administration Tools (Installed)
[] RPC over HTTP Proxy

L4 cemeermain mm i mmmeamang ~

DESTIMATION SERVER
Cloud2012traini. Domain PowerDNMN.com

Description

NET Framework 3.5 combines the
power of the MET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

| Simple TCR/IP Services -
[] SMTP Server
| o [m] SNMP Service (Installed)
] Subsystem for UNIX-based Applications [Deprecai
Telnet Client (Installed)
[] Telnet Server
[] TFTP Client "
<] m RE
< Previous | | Next > | | Install | | Cancel

Lab sheet 1.1: provide a screenshot of the Add Roles and Features screen.
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5. Click on Windows Key > Administrative Tools > Services.
6. Right click on SNMP Service and click on Properties.
7. Click on the Security tab.

8. Type your Community Name. Make sure it is READ ONLY.

SNMP Service Properties (Local Computer) Iil

| General | Log Cn | Recovery | Agent | Traps | Security | Dependencies |

Send authentication trap
Accepted community names
Community Rights
ABCD123456 READ OMLY
SNMP Service Configuration
Community rights: oK
Comitg g o]
Community Mame:
|ABCD123456] |
Add... | | Edit... | | Remove
| oK || Cancel Apply

Lab sheet 1.2: type the value of the Community Name.

Lab sheet 1.3: provide a screenshot of your Security configuration screen.
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9. Click on the Agent tab and enter your Contact and Location information.

|Eaﬂd|LogDn|Hﬂmwa'y|Agem |Tra::s |5emty|Dependenc:&a|

Imtemet management systems may request the contact person,
gystem location, and network services for this computer from the
SMNMP service.

Cortact: |NEI'311

Location: |Lab 4

Service

[ ]Physical  [+]Applications [ | Datalink and subnetwork

[+ Intemet [+] End4o-end

Lab sheet 1.4: type the contact information you entered.

Lab sheet 1.5: provide a screenshot of your Agent configuration screen.
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Part 2: Use a MIB browser to interact with Windows SNMP agent

1. Install the SnmpB software.

2. Run the SnmpB software.

File Toocls Options Help

Tree | Modules | Editor I Discovery I Traps I Graphs I Log |
Remote SMMP Agent Query Results

|IDGllnst . @ SNMPv1 () SNMPv2c () SNMPv3

MIE Tree
b 5 MIB Tree

<|
Mode Info
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3. Click Options > Manage Agent Profiles.

4. Expand the localhost profile.

5. Under Snmpv1/v2c, enter the Read Community value configured in Part 1.

] Agent Profiles _
4 localhost .

S SNMPv1 / v2c Properties

Communities
Read community |ABCD123456 |
Write community ||:|ri'u'ate |
Ok | | Cancel

6. Click OK.

Lab sheet 2.1: provide a screenshot of the running SnmpB screen.
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7. Expand the MIB Tree > iso > org > dod > internet > mgmt > mib-2 > system

File Tools Options Help

Tree | Modules | Editor | Discovery | Traps | Graphs | Log |
Remote SNMP Agent Query Results
[localhost - ® snMpy1 O SNMPv2e () SNMPY3
MIE Tree
4 i) MIB Tree
4 @ iso
4 @ org
F @ dod
F @ internet
@ directary
El @ mgmt
4 ) mib-2
= systerm
@ transmission

3 E snmp

S evnerimental

system
1.3.6.1.2.1.1

MNode
OBIECT-IDEMTIFIER.
SHMPy 2-MIB

Lab sheet 2.2: type the value of the OID you selected.
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8. Right-click on system, then click on Walk.

(2] SnmpB
File Tocls Options Help

Tree | Modules | Editaor | Discovery | Traps I Graphs | Log |

Remote SMMP Agent Query Resi
|localhost |15 | ® swapvi O suvpvze O spys
MIE Tree
4 '@ MIE Tree ”
el 150

4 '@ internet
@ directaory
4 '@ mgmt
4 5 mib-2
b [ sy

&S tra #Z  Expand
b E§ snn E® | Collapse
52 evherirnen hd
< Walk >
Mode Info Stop
Name: system
Oid: 1361211 Get
Composed Type: Get Mext
Base Type: Get Bulk
Status:
Access: Set...
Kind: Mode i
SMI Type: (OBJECT-IDENTIFIER Table View
Module: SMNMPy 2-MIB Multiple Varbinds...
Description:
Find
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File

Teols  Optiens  Help

Tree | Modules | Editor | Discovery | Traps | Graphs | Log |

Remote SNMP Agent

|localhost

MIE Tree

Query Resulis

. @ SNMPv1 () SHMPyZc () SHMPy3 | ——SNMP query started-——

: sysDescr.0 Hardware: Intel54 Family & Model 58 Stepping

F @ MIB Tree
E] @ iso
4 @ org

4 15 dod

F @ internet

@ directary

El @ mgmt

4 5 mib-2

: sysObjectID.0 enterprises.311.1.1.3.1.2
: sysUpTime.0 1:37:42.51
: sysContact.0 MET311
: syshame.0 WIN-8RZRS50ARM3
: sysLocation.0 Lab 4
1 sysServices.0 76
——SHNMP query finished—
Total # of Requests = 8
Total # of Objects = 8

Dsyslern

(5 transmission

[ @ snmp

S evnerimental

<

MNode Info

IName:

system

0id:

1361211

‘Composed Type:

Base Type:

Status:

Access:

Kind:

Node

SMI Type:

IDBIECT-IDENTIFIER.

Module:

SMNMPy 2-MIE

Description:

el

Lab sheet 2.3: provide the Query Result contents (copy/paste).

NET311

Dr. Mostafa Dahshan

Page 9 of 10



Extra Tasks

Load more modules in SnmpB that can help finding more OIDs. For example, use IF-MIB to find the ifDescr.

Use alternative SNMP browser tool, such as snmputilg.
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