LAB # 5 — VIRTUAL MACHINES

EXERCISE: DOWNLOAD AND INSTALL VMWARE
STUDENTS MANUAL

STEP 1 : DOWNLOAD VMWARE WORKSTATION AND KALI LINUX FROM HERE
STEP 2: INSTALL THE VMWARE WORKSTATION
STEP 3: CONFIGURE THE KALI LINUX VIRTUAL MACHINE BY FOLLOWING THE INSTRUCTIONS BELOW:

FEH VMware Workstation 12 Player — O >

Player = | b B =

Welcome to VMware
Workstation 12 Player

_?;_I Create a New Virtual Machine
TSy

| =l Create a new virtual machine, which will then be added to
h d'/' e top of your ibrary.

A

3. CLICK ON CREATE VM

Open a Virtual Machine

Open an existing virtual machine, which will then be added
to the top of your library.

—@ Download a Virtual Appliance
{

|I-‘- — | Download a virtual appliance from the marketplace. You

can then open it in Flayer,
Help
k. * 4 View online help.



https://ksusa-my.sharepoint.com/personal/aquadri_ksu_edu_sa/_layouts/15/guestaccess.aspx?folderid=05a5834d33692464c9408595f952e0253&authkey=AW1A4JYgQujsXvriS3B__R0&expiration=2017-12-30T21:00:00.000Z

LAB # 5 — VIRTUAL MACHINES
STUDENTS MANUAL

EXERCISE: CONFIGURE KALI LINUX VM

STEP 4 : CHOOSE INSTALLER Disc (1SO)

Mew Virtual Machine Wizard

Welcome to the New Virtual Machine Wizard

A virtual machine is like a physical computer; it needs an operating
gystem, How will yvou install the guest operating system?

Install from:
() Installer disc:

= DVD RW Drive {D:)

@) Installer discimage file (iso):!

| v Browse,..

4. USE ISO FOR INSTALLATION

E% Select the installer disc image to continue.

(31 will install the operating system later,
The virtual machine will be created with a blank hard disk.

Help « Back Mext =

Cancel




LAB # 5 — VIRTUAL MACHINES
STUDENTS MANUAL

EXERCISE: CONFIGURE KALI LINUX VM

STEP 5 : LOCATE KALI LINUX ISO DOWNLOADED FROM VDRIVE

%ﬂ Browse for 150 Image

o Lancel
<

« v A + ThisPC » Desktop » Aman » NET332 » Fall2017 » v @ SearchFall 2017 yel
Organize ¥ New folder = W @
| Documents # A Name " Date modified Type Size
i Picures  # Adobe Acrobat Pro DC 20170002004 = .. 8/22/2017225PM  Fileolder
Fall 2017 Lab 3- AES-RSA Encryption 9242017 1127 AM  File folder
House Of Cards Lab 4. Message Authentication File folder
Lab 4, Message / Lab 5- Virtual Machines File folder
Rizwan Tutorials 4 & 5 ] File folder
Viiware Workstation Pro 12,11 Build 377, 9/, 711:33 AM_File folder
% OneDrive 1] kali-inus-2017.2-amd64 YTT/T4IAM  DisclmageFile  2949.824KB » 5 SELECT KALI LINUX 1SO
I This PC i
[ Desktap
@ Documents
‘ Downloads
J‘l Music
&=/ Pictures
m Videos
File name: | kali-linux-2017.2-amd64 v| CD-ROM images (*.iso) v

5. CLick OPEN




LAB # 5 — VIRTUAL MACHINES
STUDENTS MANUAL

EXERCISE: CONFIGURE KALI LINUX VM

STEP 6 : PROCEED WITH CONFIGURATION

Welcome to the New Virtual Machine Wizard

A virtual machine is like a physical computer; it needs an operating
system. How will you install the guest operating system?

Install from:
() Installer disc:

. DVD RW Drive {0)

(®) Installer disc image file (izo):

|C:\JJsers\,ﬁ.man\,Deskmp\,ﬁ.manWEr 332'Fall 2017ali- v| E Browse. .. i

L\. Could not detect which operating system is in this disc image.
You will need to specfy which operating system wil be installed.

()1 will install the operating system later,
The wvirtual machine will be created with a blank hard disk.

Mew Virtual Machine Wizard pod

Help < Back Mext > | ¢ —Cancel

6. CLICK NEXT




LAB # 5 — VIRTUAL MACHINES

EXERCISE: CONFIGURE KALI LINUX VM
STUDENTS MANUAL

STEP 7 : SELECT APPROPRIATE VERSION OF OPERATING SYSTEM IN THE ISO

Mew Yirtual Machine Wizard -
Select a Guest Operating System
Which operating system will be installed on this virtual machine?

Guest operating system

Microsoft Windows
(®) Linux_ |« 7.1. SELECT LINUX
Movell NetWare

() Solaris
(") Other

Version

Other Linux 2.4.x kernel 64-hit P 7.2. SELECT 64 BIT ‘OTHER’ VERSION

l"‘. a4-hit guest operating systems are not supported by this host and
will nat run,

Help [ <Back | [ mext> |¢——=Canes 7.3. CLICK NEXT




LAB # 5 — VIRTUAL MACHINES
STUDENTS MANUAL

EXERCISE: CONFIGURE KALI LINUX VM

STEP 8 : SELECT APPROPRIATE VERSION OF OPERATING SYSTEM IN THE ISO

Mew Virtual Machine Wizard

Specify Disk Capacity
How large do you want this disk to be?

The virtual machine's hard disk is stored as one or mare files on the host
computer's physical disk. These file(s) start small and become larger as you
add applications, files, and data to your virtual machine,

pod

Maximum disk size (GE): 2000

Recommended size for Other Linux 2.4.x kernel 64-bit: 8 GB

() store virtual disk a= a single file

(®) split virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another
computer but may reduce performance with very large disks.

8.1. ALLOCATE 20 GB

Help <Back | | [Next> Jg—Gance

8.2. CLICK NEXT




LAB # 5 — VIRTUAL MACHINES
STUDENTS MANUAL

EXERCISE: CONFIGURE KALI LINUX VM

STEP 9 : FINISH THE CONFIGURATION

Mew Virtual Machine Wizard
Ready to Create Virtual Machine

2.4.% kernel 64-bit.

Click Finish to create the virtual machine. Then you can install Other Linux

The virtual machine will be created with the following settings:

Operating System: Other Linux 2.4.x kernel 64-hit

Hard Disk: 20 GBE, Split

Mermary: 334 MBE

Metwork Adapter:  MAT

COther Devices: CD,/OVD, USE Contraller, Printer, Sound Card

Mame: Other Linux 2.4.x kernel 64-hit
Location: C:\Wsers\Aman'\Documents Wirtual Machines\Other Li...
Version: Waorkstation 12,0

Customize Hardware. ..

<Back | | |Finish |

9. FINISH CONFIGURATION




RUNNING THE VIRTUAL MACHINE
INSTALLING OPERATING SYSTEM (KALI LINUX)
CONFIGURING NETWORK




LAB # 5 — VIRTUAL MACHINES
STUDENTS MANUAL

EXERCISE: RUNNING THE VIRTUAL IMAGE

STEP 1 : RUN THE VIRTUAL MACHINE

Elayervl | 2 vl: B IT

’:53 VMware Workstation 12 Player -

Home

N

Other Linux 2.4.x kernel 64-bit

=]

Other Linux 2.4.x kernel 64-bit

State: Powered Off
0S: Other Linux 2.4.x kernel 64-bit
Version: Workstation 12.0 virtual machine
RAM: 384 MB

P> Play virtual machine

@? Edit virtual machine settings

1. RUN THE SELECTED KALI LINUX VIRTUAL IMAGE




LAB # 5 — VIRTUAL MACHI
STUDENTS MANUAL

NES

EXERCISE: INSTALLING KALI LINUX

STEP 2 : INSTALL KALI LINUX USING GRAPHICAL INSTALL

KaliLinux - Viiware Waorkstation

File Edit View VM Tabs Help | 1l -

12000 (M= |E

Library b4
@ Home
‘ Q, Type hereto search - ‘

= [ My Computer

5 KaliLinux
1 Shared VMs

To direct input to this VM, click inside or press Ctrl+G.

(51 KaliLinux

Live C(amdG4)

KALI

~the quieter you become, the more you are able to hear”

Boot menu

Live (amdG4 failsafe)
Live (forenzic mode)
Live USB Persistence (check kali.org/prst)
Live USE Encrypted Persistence (check kali.org-prst)

Graphical install

Advanced options

[X|

Install the guest operating system as you would on a physical computer. When you are - =
done and the operating system boots up, dick "I Finished Instaling”. 1FTETEL TEE FEE

Sa9=2d D 4

2. USING UP/DOWN ARROWS, SELECT GRAPHICAL INSTALL
AND PRESS ‘ENTER’




LAB # 5 — VIRTUAL MACHINES

EXERCISE: INSTALLING KALI LINUX
STUDENTS MANUAL

STEP 3 : CHOOSE LANGUAGE

KaliLinux - VMware Workstation — O *

D= == [E

File Edit View VM Tabs Help | Il ~ | o | [D

Library x

{q Home E;‘ KaliLinux
| Q, Type here to search - |

= @ My Computer KALI

(51 KaliLinux
1 Shared VMs BY OFFENSIVE SECURITY

Select a language

Choose the language to be used for the installation process. The selected language will also be the

default language for the installed system.

Language:

wrmnese \ounpieay - HH AL ET RS ‘:\
Chinese (Traditional) - &3z(%68)

Croatian - Hrvatski

Czech - Cestina b
Danish - Dansk

Dutch - Nederlands L 8
Dzongkha - Em

O 3. SELECT ‘ENGLISH’
Esperanto -  Esperanto

Estonian - Eesti

Finnish -  Suomi

French - Francais

Galician - Galego

Georgian - Jemyma

German - Deutsch =
Screenshot Go Back ] [ Continue

- i ) ) (X |
Click in the virtual screen | Install the guest operating system as you would on a physical computer. When you are - N
&= to send keystrokes donie and the operating system boots up, dick "I Finished Installing”. [FTSEIPEE T R
To direct input to this VM, click inside or press Ctrl+G. & E = @ | [ ] A




LAB # 5 — VIRTUAL MACHINES
STUDENTS MANUAL

EXERCISE: INSTALLING KALI LINUX

CONTINUE THE INSTALLATION

KaliLinux - VMware Workstation

File Edit View VM Tabs Help | Il = | &0 | (D Q)] | = |

Libra X
i 1} Home E;‘ KaliLinux
Q, Type here to search -

= [9] My Computer
5 KaliLinux
1 Shared VMs

Load installer components from CD

Retrieving choose-mirror-bin

To direct input to this VM, click inside or press Ctrl+G.

| KALI I

BY OFFENSIVE SECURITY

Loading additional components

7= Click in the virtual screen | Install the quest operating system as you would on a physical computer. When you are
to send keystrokes done and the operating system boots up, dick "I Finished Installing”.

]

1 Finished Installing Help

SuR=¢ | D




LAB # 5 — VIRTUAL MACHINES
STUDENTS MANUAL

EXERCISE: INSTALLING KALI LINUX

STEP 5 : GIVE NAME

KaliLinux - VMware Workstation

File Edit Miew VUM Tabs Help | I ~ | &2 | (9

CRN w[=R=0- W)=

Libra x
£ f&[ Home E“ KaliLinux
Q Type hereto search -

= [ My Computer

5‘ KaliLinuzx
71 Shared VMs

Configure the network

Please enter the hostname for this system.

you can make something up here.

| KALI I

BY OFFENSIVE SECURITY

The hostname is a single word that identifies your system to the network. If you don't know what your
hostname should be, consult your network administrator. If you are setting up your own home network,

—Sosimante.
>
lkal <
v
< >
Click in the virtual screen | Install the guest operating system as you would on a physical computer, When you "
= to send keystrokes are done and the operating system boots up, dick "1 Finished Instaling™. LFEEEE EE
To direct input to this VM, click inside or press Ctrl+G. o= IE — % =

5. LEAVE DEFAULT

STEP 6: ON THE NEXT SCREEN DON’T GIVE ANY DOMAIN NAME




LAB # 5 — VIRTUAL MACHINES

EXERCISE: INSTALLING KALI LINUX
STUDENTS MANUAL

STEP 6 : SETTING ROOT PASSWORD

KALI

BY OFFEMSIVE SECURITY

Set up users and passwords

You need to set a password for 'root’, the system administrative account. A malicious or unqualified user
with root access can have disastrous results, so you should take care to choose a root password that is
not easy to guess. It should not be a word found in dictionaries, or a word that could be easily
associated with you.

A good password will contain a mixture of letters, numbers and punctuation and should be changed at
regular intervals.

The root user should not have an empty password. If you leave this empty, the root account will be
disabled and the system's initial user account will be given the power to become root using the "sudo"
command.

NMote that you will not be able to see the password as you type it.

Root password!:
| < 6.1. ENTER A ROOT PASSWORD
Show Password in Clear
Please enter the same root password again to verify that you have typed it correctly.
R Reenter password to verify:
< 6.2. RE-ENTER THE ROOT PASSWORD

[] show Password in Clear

Screenshot GoBack || continue < 6.3. PROCEED FURTHER




LAB # 5 — VIRTUAL MACHINES
STUDENTS MANUAL

STEP 7 : SETTING ROOT USER

EXERCISE: INSTALLING KALI LINUX

Set up users and passwords

Full name for the new user:

‘ KALI \

BY QFFEMSIVE SECURITY

A user account will be created for you to use instead of the root account for non-administrative activities.

Please enter the real name of this user. This information will be used for instance as default origin for
emails sent by this user as well as any program which displays or uses the user's real name. Your full
name is a reasonable choice.

Screenshot

7.1. GIVE A USERNAME FOR YOURSELF

Go Back Continue

7.2. PROCEED FURTHER & RE-

ENTER THE SAME USERNAME ON
THE NEXT SCREEN




LAB # 5 — VIRTUAL MACHINES _
EXERCISE: INSTALLING KALI LINUX
STUDENTS MANUAL

STEP 8 : SETTING PASSWORD

‘ KALI \

BY QFFENSIVE SECURITY

Set up users and passwords

A good password will contain a mixture of letters, numbers and punctuation and should be changed at
regular intervals.

Choose a password for the new user:

[ ] 8.1. ENTER A PASSWORD

[ | Show Password in Clear

Please enter the same user password again to verify you have typed it correctly.
Re-enter password to verify:

l

A

8.2. RE-ENTER THE SAME PASSWORD

["] Show Password in Clear

Screenshot Go Back l Continue <

8.3. PROCEED FURTHER




LAB # 5 — VIRTUAL MACHINES
STUDENTS MANUAL

STEP 9 : SETTING DISK USAGE

EXERCISE: INSTALLING KALI LINUX

BY OFFENSIVE SECURITY

Partition disks

The installer can guide you through partitioning a disk (using different standard schemes) or, if you
prefer, you can do it manually. With guided partitioning you will still have a chance later to review and
customise the results.

If you choose guided partitioning for an entire disk, you will next be asked which disk should be used.
Partitioning method:

Guided - use entire disk and set up encrypted LVM
Manual

Screenshot

Go Back l Continue

9.1. SELECT ENTIRE DIsK

9.2. PROCEED FURTHER




LAB # 5 — VIRTUAL MACHINES _
EXERCISE: INSTALLING KALI LINUX
STUDENTS MANUAL

STEP 10 : SETTING PARTITION

‘ KALI \

BY Q@FFENSIVE SECURITY

Partition disks

&

Selected for partitioning:
SCSI1 (0,0,0) (sda) - VMware, VMware Virtual 5: 21.5 GB

The disk can be partitioned using one of several different schemes. If you are unsure, choose the first
one,

Partitioning scheme:

EAII files in one partition (recommended for new users)

A

10.1. SELECT ALL FILES IN ONE PARTITION

eparate /fhome partition

Separate /home, jvar, and /tmp partitions

Screenshot

Go Back l Continue

< 10.2. PROCEED FURTHER




LAB # 5 — VIRTUAL MACHINES

EXERCISE: INSTALLING KALI LINUX
STUDENTS MANUAL

STEP 11 : FINISHING PARTITION

KALI

BY QFFEMSIVE SECURITY

Partition disks

This is an overview of your currently configured partitions and mount points. Select a partition to modify its settings
(file system, mount paint, etc.), a free space to create partitions, or a device to initialize its partition table.

Guided partitioning

Configure software RAID

Configure the Logical Volume Manager

Configure encrypted volumes

Configure iSCSI volumes

= SCSI1 (0,0,0) (sda) - 21.5 GB VMware, VMware Virtual 5
= #1 primary 20.9GB f extd !
= #5 logical 605.0 MB f swap swap

Undo changes to partitions

Finish partitioning and write changes to disk ¢ 11.1. SELECT ALL FILES IN ONE PARTITION

Screenshot l [ Help Go Back ] l Continue < 11.2. PROCEED FURTHER




LAB # 5 — VIRTUAL MACHINES

EXERCISE: INSTALLING KALI LINUX
STUDENTS MANUAL

STEP 12 : FINISHING PARTITION - 2

‘ KALI \

BY OFFEMNSIVE SECURITY

Partition disks

If you continue, the changes listed below will be written to the disks. Otherwise, you will be able to make
further changes manually.

The partition tables of the following devices are changed:
SCsI1 (0,0,0) (sda)

Y The following partitions are going to be formatted:
partition #1 of SCSI1 (0,0,0) (sda) as ext4
partition #5 of SCSI1 (0,0,0) (sda) as swap

Write the changes to disks?

) No

< 12.1. SELECT “YES’

Screenshot < 12.2. PROCEED FURTHER




LAB # 5 — VIRTUAL MACHINES
STUDENTS MANUAL

EXERCISE: INSTALLING KALI LINUX

LET THE INSTALLATION FINISH (TAKE A BREAK !)

‘ KALI \

Install the system

h

Copying data to disk...

BY OFFEMNSIVE SECURITY

Installing the system...




LAB # 5 — VIRTUAL MACHINES

EXERCISE: INSTALLING KALI LINUX
STUDENTS MANUAL

POST INSTALLATION THE VIRTUAL MACHINE WILL RESTART
THE OPERATING SYSTEM IN VIRTUAL ENVIRONMENT WILL BE READY

TRY LOGGING IN WITH THE USER YOU CREATED IN THE VIRTUAL MACHINE

---- END OF INSTRUCTIONS ----
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