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16,384-32,767 UDP RTP-based Voice and Video

Learning Objectives:

After completing this lab, you will be able to
e Use Nmap to scan a network for hosts that are up.
Use Nmap to enumerate the ports and services available on a host.
Identify the qualities of the Nmap ping sweep signature.
Explain the different methods Nmap uses to enumerate the ports normally and stealthily.
Determine and interpret service information from banners obtained via Telnet.

Lab 7: Using Nmap in Windows

Materials and Setup
You will need the following:
e Windows 7
e Windows 2008 Server

In addition you will need
e  Wireshark https://www.wireshark.org/download.html
e Nmap https://nmap.org/download.html
(Both installed in Windows 7)

Lab Steps at a Glance

Step 1: Start the Windows 2008 Server and Windows 7 machines. Only log on to the 7, machine.
Step 2: Start Wireshark.

Step 3: Use Nmap to scan the network.

Step 4: Analyze the output from Wireshark.

Step 5: Use Nmap to scan open TCP ports.

Step 6: Use Wireshark to analyze the scan.


https://www.wireshark.org/download.html
https://nmap.org/download.html
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Step 7: Use Nmap to do a stealth scan on the computer.
Step 8: Use Wireshark to analyze the scan.
Step 9: Log off from the Windows 7 PC and windows server 2008.

Lab Steps
Step 1: Start the Windows 2008 Server and Windows 7 machines. Only log on to the
Windows 7 machine.

Step 2: Start Wireshark.

You are going to launch Wireshark to capture Nmap-generated network traffic and analyze how it
discovers active hosts.

1. On the Windows 7 desktop, double-click Wireshark.

2. On the Wireshark, double click on Local Area Connection adapter to start the live capture.

Step 3: Use Nmap to scan the network.
1. Choose Start | Run.
2. In the Open field, type cmd and click OK.
3. At the command line, type nmap —sP 10.170.26.* and press enter, as shown in Figure 4-1.
The —sP option tells Nmap to perform a ping scan. The * at the end of the address means to scan
for every host address on the 10.170.26 network. The scan should take about 20 to 30 seconds.
a. Observe the output.
b. How many hosts did Nmap find?
c. What is the IP address of the host?
d. How long did the scan take?

Step 4: Analyze the output from Wireshark.
1. Click on the Wireshark Capture screen and click Stop. See Figure 4-2.
2. ldentify the qualities of the ping sweep signature.

a. Observe the output.

b. Why are there so many ARP broadcasts?

c. What can you tell about the timing between broadcasts?

. Command Prompt

:nDocuments and Settings“Admin>nmap —sP 192_168.108.=
tarting Mmap 5.21 ¢ http://nmap.org > at 2010-88-11 19:37 Alaskan Standard Time

map scan report for 192.168.10860.181

ost is up.

map scan report for 192. 168 188.162

ozt is up (B.@A=z latency

AC Address: BB@:50:56:95: B? F3 <UMuware>

map done: 256 IP addresses €2 hosts up? scanned in 31.86 seconds

:nDocuments and Settings™~AdminX_

Figure 4-1 Using Nmap to perform a scan of the network
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w Capturing from VMware Accelerated AMD PCNet Adapter (Microsoft’s Packet Scheduler) - Wireshark g@i@
File Edit \iew Go Capture Analyze Statistics Telephony Tools Help
BN EEXZL AcsnT L [EARQQAQF @M®% O
Fiker: | | v Expression... Clear apoly
Nn. + Time: SAuree. Destinatinn Pratarnl Tnfn o |
203 521.842503 Vmware_85:0e:e6 Broadcast ARP who has 162.168.100.887 Tell 162.168.100.101
204 521.842570 Vmware_95:02:26 Broadcast ARP who has 182.168.100.827 Tell 192.168.100.101
205 G21.847637  Vmware_95:0P:F6 Brnadcast ARP whn has 192.168.100.907 Te11 192.168.100.101
206 521.842705 Vmware 95:0e:e6 Broadcast ARP who has 192.168.100.93? Tell 192.168.100.101
207 521.935881 wmware 95:0e:e6  Broadcast ARP who has 192.168.100.37 Tell 192.168.100.101
208 522.063539 Vvmware_95:0e:e6 Broadcast ARP who has 192.168.100.37 Tell 192.168.100.101
209 522.190577 Vmware_95:0e:e6 Broadcast ARP who has 192.168.100.2027 Tell 192.168.100.101 3
210 526.185856 vmware_95:0e:e6 Broadcast ARP who has 192.168.100.2027 Tell 192.168.100.101
211 530.185775 Vmware_95:0e:e6 Broadcast ARP who has 192.168.100.2027 Tell 192.168.100.101
212 535.192691 vmware_95:0e:e6 Broadcast ARP who has 192.168.100.103? Tell 192.168.100.101
213 535.192882 vmware_95:0e:e6 Broadcast ARP who has 192.168.100.1047 7Tell| 192.168.100.101
214 535.192958 vmware_Y3:0e:eb Broadcast ARP who has 192.168.100.1057 Tell 19Z.16¥.100.101
Z1Y 535.193029 vmware_Y3:0e:eo Broadcast ARP who has 192.16¥.100.1067 Tell 192.168.100.101
216 535.193097 vmware_95:0e:ed Broadcast ARF who has 192.168.100.1077 |e1] 192.168.100.101
217 535.193163 Vinwdre_95:0e:e6 BruddcdsL ARP whu hds 192.168.100.1087 Tell 192.168.100.101
218 535.193229 vinwdire_95:0e:e6 Bruddcdst ARP whu has 192.168.100.1097 Tell 192.168.100.101
219 535.19329G vmware_93:0e:e Broadcast ARP who has 192.168.100.1107 Tell 192.168.100.101 ~
P>
@ Frame 512 (412 bytes on wire, 42 hytes captured)
= Ethernet II, Src: Vmware_95:0e:e6 (00:50:56:95:0e:e6), Dst: Droadcast (ff:ff:ff:ff:ff:ff)
# vestination: broadcast (Fr:ffiff:Ff:ff:ff) i
@ Source: vmware_95:0e:e6 (00:50:56:95:0e:e6) 7
Type: ARP (0x0806) .|
= Address Resolution Protocol (request)
Hardware type: Etharnet (0x0001)
rrotocol type: Ir (0x0800)
Hdrdwdre size: 6 v
10000 Tt F 00 50 56 85 Oe e6 08 06 00 O
(X Mlos 00 06 04 00 01 00 50 56 95 Oe eh cO a8 64 65
OIAeT ff ff ff ff ff c0 a8 64 c7]
O Frame (frame), 42 bytes Packets: 526 Displayed: 525 Marked: 0 *rofile: Defauk

Figure 4-2 Traffic generated by Nmap scan

d. What do you notice about the source addresses?
e. What do you notice about the broadcast addresses?

3. On the Wireshark menu, choose Capture | Start, click Continue without Saving.

Step 5: Use Nmap to scan open TCP ports.
1. At the command line, type nmap —=sT 10.170.26.161 and press enter.
The —sT option tells Nmap to perform a TCP port scan. This is a full connection scan. The scan
should take about eight to ten minutes.
a. Observe the output.
b. How many ports did it find?
c. How long did the scan take?

Step 6: Use Wireshark to analyze the scan.
1. Click on the Wireshark Capture screen and click Stop.

a. Observe the output.

b. How many packets did Wireshark capture?
Look at the signature of the scan. Notice that there are many SYN packets sent from
10.170.26.101 (the computer doing the scanning) and many RST/ACK packets being sent back.
RST/ACK is the response for a request to connect to a port that is not open.
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Look at what happens when an open port is discovered. If you look at the output from the Nmap
scan, you know that port 80, the HTTP service port, is open. To find those particular packets out
of the thousands of packets captured, you will need to filter out the unwanted traffic.
2. In the Filter box, type tcp.port==80 and press enter. (Note: There should be no spaces between
any of the characters typed in the Filter box.)
Look at the last four packets captured. Note the SYN, SYN/ACK, and ACK packets. A three-way
handshake was completed so that the port could be established as open. This is okay, but it is very
noisy and can show up in the server logs. The last of the four packets is an RST sent by the
scanning computer.
3. Click Clear to the right of the Filter box.
4. On the Wireshark menu, choose Capture | Start
5. In the Save Capture File Before Starting a New Capture? Dialog box, click Continue without
Saving.

Step 7: Use Nmap to do a stealth scan on the computer.
1. At the command line, type nmap —sS 10.170.26.161 and press enter.
The —sS option tells Nmap to perform a TCP SYN stealth port scan. Since this type of scan
requires Nmap to behave on the network in an atypical manner, you must have administrative
rights. The scan should take about one second.
a. Observe the output.
b. How many ports did it find? Compare this to the number of ports found with a TCP scan.
c. How long did the scan take? Compare this to the amount of time it took with the TCP
scan.

Step 8: Use Wireshark to analyze the scan.
1. Click on the Wireshark Capture screen and click Stop.
a. Observe the output.
b. How many total packets were captured? How does this compare to the previous capture?

2. In the Filter box, type tcp.port==80 and press enter. (Note: There should be no spaces between
the characters.)

Look at the last three packets. Note that this time the three-way handshake is not completed.

The SYN packet is sent and the SYN/ACK is returned, but instead of sending back an ACK, the
scanning computer sends an RST. This will allow the scanning computer to establish that the port
is in fact opened, but is less likely to be registered in the logs.

3. Close Wireshark and do not save the results.



