LAB # 7 — PASSIVE ATTACKS AND

RECONNAISSANCE EXERCISE: ONLINE PORT SCANNING
STUDENTS MANUAL

STEP 1 : LOOKUP “ONLINE PORT SCAN’ AT GOOGLE
STEP 2. ACCESS ANY OF THE TOP HITS (THE RESULTS KEEP CHANGING WITH TIME)
STEP 3: DEMONSTRATION OF HTTPS://MXTOOLBOX.COM/PORTSCAN.ASPX

'_"CD TOOLBOX,

MX Lookup Blacklists Diagnostics Domain Health

H:”“ Port Scan

1. ENTER ANY DOMAIN NAME HERE

IP or Hostname ¢

ksu.edu.sa
2. CLICK ON PORT ScAN

ABOUT PORT SCAN

This test will tell you what standard services are running on your server and open i
a full TCP connection and graceful disconnect on each of about 15 common TCF p
are Success, Timeout or Refused.



https://mxtoolbox.com/PortScan.aspx
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EXERCISE: ONLINE PORT SCANNING

STEP 4 : REVIEW THE PORTS ON WHICH THE TARGET IS LISTENING ON

scan:ksu.edu.sa Find Problems

Status Port Name

) 21 ftp

[ x ] 22 ssh

[ x ] 23 telnet

(% ] 25 smtp

(%) = Ll | 3. LISTSALL THE PORTS THE TARGET IS LISTENING ON
o 80 hitp AND THE PORTS THAT ARE FILTERED

(% ] 110 pop3

[ x] 111 portmapper, rpcbind
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