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Server IP is: 10.170.26.161
1. Perform a port scan that aims to chick weather the Server machine is alive or not.
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2. Perform a Scan to the Server machine on the well-known ports.
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3. Perform a scan that the Server may not be able to detect on port 80.
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4. Perform a scan that the Server may not be able to detect on the DNS port.
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5. Perform a scan to discover the operating system of the target machine (server).
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File Edit Miew Go Capture Analyze Statistics Te\aphon! Tools Internals Help
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Filter. tcp.stream eq 34 |z|Eupressmn... Clear Apply Save

No. Time Source Destinati Protocol Length Info

SACK_PERM=1

Based on the screenshot above determine the following:
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®  Target SCANNEM POMT NO: ..uiiiiiiiie ettt ettt e et e st e e s sabe e s sabeesabeesbbeesabbaeenaees
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I rid-1.pcapng Wireshark 1124 (1240 qba81da from master-L12)1 [ S G T . O R Mt

Eile Edit Wiew Go (Capture Analyze Statistics Te\ephon! Tools Internals Help
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Filter: tcp.stream eq2 E| Expression.. Clear Apply Save
No. Time Source Destination Protocol Length Info
19 3.783913000 10.170.25.101 10.170.25.102 TCP 54 2430-139 [ACK] Seg=1 Ack=1l Win=65700 Len=0
23 3.784034000 10.170.25.101 10.170.25.102 54 2430-139 [RST, ACK] Seq=1 Ack=1l wWin=0 Len=0
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Determine the Version no. of ports 22,53,80,21

Rehab AlFallaj Good Luck



