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Question One – Public Key and  RSA: _______________________________________________(4 Grades)
Q1.1 Select the correct answer A, B, or C                                            (1 Grades)

1- Based on authentication model of public-key cryptography, the secrete information used in decipher is ……..………

(A) receiver public key                                   (B) sender public key                    (C) receiver private key

2- To provide secrecy and authentication using public-key cryptography, what is correct from the following

(A) The sender encrypts the message using his public key then he encrypts  the output using the private-key of the recipient  

(B) The recipient decrypts the message using his private key, then he decrypts the output using the public-key of the sender
             (C) The recipient decrypts the message using his public- key, then he decrypts the output using the private-key of the sender
3- Which of the following is an application of public-key cryptosystem

(A) Steganography                  ( B) Key exchange of session keys           (C) protect against denial of service attack
4- RSA uses large integers, what is correct about RSA from the following 

(A) RSA security due to cost of factoring large numbers        (B) RSA security due to cost of brute force attack
(C )   RSA security due to cost of solve discrete logarithmic

Q1.2  Solve the following RSA Problem                                            (3 Grades)
If p=23, q=19 and e=13, find the value of decryption key (d) using EXTENDED EUCLID,  Then encrypt a message M= 9, Finally decrypt the cipher C=7 ?
Question Two – Firewalls_______________________________________________________________ (3 Grades)
1- What is correct about Intrusion Prevention Systems (IPS), choose one of the following: 

a. They read each arriving or outgoing packet looking for attack signatures, they drop suspicious packet, and store a copy of suspicious packet in log file

b. They read each arriving or outgoing packet looking for attack signatures, they pass suspicious packet, warn network administrator and store a copy of suspicious packet in log file

c. They read each arriving or outgoing packet looking for attack signatures, they drop suspicious packet, warn network administrator and store a copy of suspicious packet in log file

2- Which of the filtering methods is suitable to be used in main border firewalls, choose one of the following: 

a. Static packet inspection                          b. Firewalls Stateful inspection    c. Application proxy firewalls 

3- What is correct about  Firewalls Stateful inspection, choose one of the following: 

a. The firewall takes the outgoing packet and replaces the source IP address and the source port number with stand-in IP address and port number. Then it places the real IP address, real port number, the stand-in IP address and the stand-in port number in a row in the firewall's translation table

b. If firewall accepts a connection, it records the two IP addresses and port numbers in state table as OK, then it accepts future packets between these hosts and ports with no further inspection

c. If firewall accepts a connection, it records the two IP addresses and port numbers in state table as OK, then it accepts future packets between these hosts and ports after inspection

4- What is correct about screening routers firewalls, choose one of the following: 

a. It replies to probe packets including those from the border router itself

b. It stops all replies to probe packets including those from the border router itself

c. When incoming packet reaches the firewall, the firewall replaces its IP address and port number with the real IP address and port number based on translation table 

5- What is the advantages of Stateful Inspection Firewall, choose one of the following: 

a. It stops Denial-of-service attacks      b. It stops application-level attacks     c. Fast and inexpensive 

6- With perspective on NAT, choose one of the following: 

a. Sniffers on the Internet cannot learn internal IP addresses and port numbers

b. Sniffers can't read stand-in IP addresses and port numbers

c. External attackers can create a connection to an internal computers 

7- What is correct about  Proxy program, choose one of the following: 

a. It do not examine the application message inside data field of the packet

b. It provides protection to an application server                       c. It is used to stop Internet Layer attacks

8- Which of the following servers must be put in DMZ, choose one of the following: 

a. Internal database of marketing department      b. internal database of accounting department        c. Web server

9- Firewall administrators examine log files daily to understand current attack patterns, What is correct about log files, choose one of the following: 

a. Log file only contains information about dropped packets during ingress packet filtering process

b. Log file only contains information about dropped packets during egress packet filtering process 

c. Log file contains information about dropped packets 

10- The administrator use multiple firewalls inside the internal network to provide………………, choose one of the following:

a. Defense in depth                                             b. Firewall filtering                       c. Firewall architecture 

11- What is correct about Internet levels Firewall, choose one of the following: 

a. Firewalls work on Internet and transport layer in TCP/IP network model

b. Firewalls work only on Internet layer in TCP/IP network model       
c. Firewalls work on Application layer in TCP/IP network model

12- Which of the filtering methods work on Internet inspection level, choose one of the following: 

a. Antivirus filtering                                         b. Application proxy firewalls     c. Network Address Translation

Question Three – Virus, Select the correct answer a, b, c or d                                                                   (3 Grades)
1- What is correct about Email virus, choose one of the following: 

a. It mutates with every new host to prevent signature detection

b. It is platform independent and infects documents, deletes files, generates email and edits letters
c. It triggered when user opens attachment or worse even when mail viewed by using scripting features in mail agent
2- What is the Antivirus approache which stay resident in memory and look for certain patterns of software behavior, choose one of the following: 

a. 1st Generation, Scanners                 b. 2nd Generation, Heuristic Scanners

c. 3rd Generation, Activity Traps 

3- What is correct about independent malicious software, choose one of the following: 

a. They are self-contained programs that can be scheduled and run by the operating system

b. They need some application program, utility or system program to infect the computers

c. They are programs used to protect computers against virus

4- Which of the following are independent malicious software, choose one of the following: 

a. Bacteria                                    b. Worms                              c. Virus
5- What is correct about computer viruses, choose one of the following: 

a. They are organic viruses but they have the ability to infect the computer systems 

b. They are programs that have the ability to replicate themselves on an ever increasing number of computers

c. They are programs that can't spread over the Internet

6- Which of the following are independent malicious software, choose one of the following: 

a. Trapdoors                                    b. Worms                                       c. Trojan Horses                 
7- Which of the following are independent malicious software, choose one of the following: 

a. Worms                             b. Bacteria                              c. Logic Bombs

8- What is correct about Worm software, choose one of the following: 

a. Worm is a code that copies itself into other programs

b. Worm is a program that replicates itself across the network

c. Worm is a program that replicates itself until it fills all disk space, or CPU cycles

9- What is correct about Trap Door, choose one of the following: 

a. Trap Door is undocumented entry point written into code for debugging that can allow unwanted users

b. Trap Door is a program that replicates itself across the network

c. Trap Door is a malicious code that activates on an event

10- The virus goes through four phases during its life cycle, What is correct order of these phases, choose one of the following: 

a. Triggering, Propagation, Dormant and Execution phase
b. Dormant, Propagation, Triggering and Execution phase
c. Propagation, Dormant, Triggering and Execution phase
11- What is correct about Memory-resident Virus, choose one of the following: 

a. It is explicitly designed to hide from Virus Scanning programs

b. It lodges in main memory as part of the residual operating system

c. It attaches itself to executable files as part of their code.  Runs whenever the host program runs
12- What is correct about Macro Virus, choose one of the following: 

a. It mutates with every new host to prevent signature detection

b. It is platform independent and infects documents, deletes files, generates email and edits letters
c. It is explicitly designed to hide from Virus Scanning programs
Question Four  - Intruder:  Select the correct answer (2 Grades) 
1. Overlap between intruder and authorized user behaviors leads to ...........................

     a. True Positives                                    b. True Negatives                  c. False positives

2. Overlap between intruder and authorized user behaviors leads to ...........................

     a. True Positives                                    b. True Negatives                  c. False Negatives  

3. ................................... is an authorized users identified as intruders

     a. True Positives                                    b. False Negatives                    c. False positives

4. ................................... is an intruders is not identified as intruders

     a. True Positives                                    b. False Negatives                    c. False positives

5. ...........................are decoy systems, designed to lure a potential attacker away from critical systems

a. Honeypots                                                         b. IDS                                  c. Firewall

6.  .......................... trespass networked system through unauthorized login to use a system

a. Intruder                           b. Sniffer                  c. IP Spoofing

7. .......................... is an individual who is not authorized to use the computer

a. Masquerader                                            b. Misfeasor                            c. Clandestine user

8. .......................... is a legitimate user who accesses unauthorized data, programs, or resources

a. Masquerader                                            b. Misfeasor                            c. Clandestine user

Question Five  - WLAN:  Select the correct answer                   (2 Grades)
1.  ............ is  universal, open standard developed to provide mobile wireless users access to telephony and information services

 a. WAP                                           b. WPA                                             c. WEP

2. ..................... is the original 802.11 spec that had security features

                a. WEP                                     b. WPA                                                                            c. RSN

3. ..................... is the Wi-Fi standard that is a set of security mechanisms that eliminates most 802.11 security issues and was based on the current state of the 802.11i standard

                a. WEP                                     b. WPA                                                                            c. RSN

4. ..................... is the final 802.11i spec that had security features

                a. WEP                                     b. WPA                                                                            c. RSN

5. The purpose of ........................ phase is for an STA and an AP to recognize each other, agree on a set of security capabilities, and establish an association for future communication
a. Discovery                                       b. Authentication          c. Key generation and distribution

6. ....................... phase enables mutual authentication between an STA and an authentication server (AS) located in the DS

a. Discovery                                       b. Authentication          c. Key generation and distribution

7. In ..................  phase the AP and the STA perform several operations that cause cryptographic keys to be generated and placed on the AP and the STA
a. Discovery                                       b. Authentication          c. Key generation and distribution

8. During .............  phase, the secure connection is torn down and the connection is restored to the original state
a. Discovery                                   b. Authentication          c. Connection termination

Question Six - SSL:  Select the correct answer                   (3 Grades)

1- .......................Protocol allows server & client to negotiate encryption & MAC algorithms

                     a.   Handshake                                          b. Record                                                     c. Change Cipher Spec
2- ............................... combination of HTTP & SSL/TLS to secure communications between browser & server

                                  a. HTTPS                                           b. HTTP                                                   c. IPsec

3- SSH provide security at the ........................ Layer Protocol



a. Network                                         b. Transport                                   c. Application

4- ........................ convert insecure TCP connection into a secure connection

           a. port forwarding / tunneling                                          b. SSH                                                      c. SSL

5- The SSL .................Protocol provides basic security services to various higher-layer protocols

                     a.   Handshake                                          b. Record                                                     c. Change Cipher Spec
6- ................is designed to make use of TCP to provide a reliable end-to-end secure service

                     a.   Kerberos                                          b. IPsec                                                     c. SSL
7- ................ Provides secure remote logon facility

                     a.   SSH                                            b. IPsec                                                     c. SSL

8. SSH Specify Only two versions of ....................... key exchange 

                     a.   RSA                                          b. Diffie-Hellman                                                     c. AES

Question Seven - IPSEC:  Select the correct answer                   (3 Grades)

1- ................ is a one-way relationship between sender & receiver that affords security for traffic flow

                     a.   SA                                            b. SAD                                                     c. SPD
2- ................ Provides secure remote logon facility

                     a.   SSH                                            b. IPsec                                                     c. SSL
3- The IKEv2 protocol exchanges information concerning cryptographic algorithms in the ..............

          a) First two pairs                       b) Second two pairs                            c) Last two pairs

4- .......................... is used to exchange IKE Payloads 

                a) ISAKMP                                        b) IP                                             c) UDP

5- What is correct about IPsec transport mode, choose one of the following:

a. It allows two hosts to communicate securely without regard to what else is happening on the network  

b. It allows two IPsec gateways at different sites to communicate securely through the Internet

c. It encapsulates the original IP packet in a new IP packet by adding a new IP header and an IPsec header 

6- ................ Operates on networking devices such as a router or firewall that connect each LAN to the outside world

                     a.   SSL/TLS                                            b. IPsec                                                     c. S/MIME
7- What is correct about IPsec Tunnel  mode, choose one of the following:

a. It allows two hosts to communicate securely without regard to what else is happening on the network  

b. It allows two IPsec gateways at different sites to communicate securely through the Internet

c. IPsec header is inserted after the main IP header 
8- ................ consists of an encapsulating header and trailer used to provide encryption or combined encryption/authentication.

a. Encapsulating Security Payload                  b) Internet Key Exchange            c) Architecture

Question Eight – User Authentication:  Select the correct answer                   (2 Grades)

1. ....................provides a centralized authentication server whose function is to authenticate users to servers and servers to users. 

          a. Kerberos                                                             b. SSL                                         c.SSH

2. A full-service Kerberos environment consisting of a Kerberos server, a number of clients, and a number of application servers is referred to as a Kerberos.......................

          a. Realm                                            b. ticket                                                c. remote server

3. .................................. is the process of verifying an identity claimed by or for a system entity

          a. User Authentication                           b. Message Authentication                   c. Message Integrity

4. An authentication process consists...........................................

          a. Identification and Verification                   b. Verification                         c. Identification

5. ................... is Presenting an identifier to the security system, Identifiers should be assigned carefully

          a. Identification and Verification                   b. Verification                         c. Identification

6. ......................... process binds entity (person) and identifier, i.e. presenting or generating authentication information that corroborates the binding between the entity and the identifier

          a. Identification and Verification                   b. Verification                         c. Identification

7. In ................. Attacks a hacker copies a valid signed message and later resent it, it could allow an opponent to compromise a session key or successfully impersonate another party.

              a. Replay                                       b. Play                                     c. brute force

8.................... Authentication required when sender & receiver are not in communications at same time 

      a.  One-Way                                             b.  Two ways                           c.  Mutual Authentication
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